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FOREGROUND DETECTION BY THRESHOLDING FOR IMAGE FUSION

J. Asenath1 & Dr.R. Sugumar2

1 Ph.D Scholor Bharathiar university, Coimbatore
2 Prof, Velammal Institute of Technology, Chennai

Abstract
Image Fusion is a useful technique for merging similar sensor or multi sensor images to

enhance the images. It provides higher accuracy of reliability by evaluating the redundant
information. In the present work multiplicative method is used for image fusion. Before image
fusion image foregrounds are acquired by thresholding method. Multiplicative method is simpler
than other complex method like transformation method for image fusion. Multiplicative method
performs simple arithmetic operations [1][2].

Introduction
In multiplicative method foreground and background can separated, and fused

separately by foreground and background. The fused foreground and background are
combined or fused by multiplicative method. Foreground subtraction is done by any
threshold technique [4]. Threshold is also known as binarizatoin. Threshold is a value it sets
the pixel black, if the intensity of the pixel is less than the fixed threshold value. If the
intensity value is greater than the threshold value, the pixel will be white. This threshold
can be set by globally or locally [6].

Threshold value can be Histogram based, Clustering based, Entropy based, Object
attribute based, Spatial and Local methods. In Histogram based methods peaks, valleys and
curves are taken into image analysis. In clustering methods gray level samples are
clustered by foreground and background. In Entropy method it results the disorder of
foreground and background, and cross entropy is measured, by regions between original
and binarized image. Similarity between the gray levels is measured by object attribute
method. The following sections reveal some thresholding techniques for image fusion
applications.

Thresholding Methods
Thresholding is one of the key concept in image segmentation. It is widely used to

separate an image into regions, also identifies difference between regions. These regions
of pixels can share its intensity. By threshold such regions provides separation of object
and non-object of an image.
If g (x, y) is a threshold value of f (x, y) for a global threshold T
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1 provides the foreground information, 0 provides the background information.
Otsu's Method

Otsu's method finds the optimal value for the global threshold. Histogram is the
best way to find the threshold value. In Otsu’s method high peak of intensity value are set
to be threshold value. These threshold can minimizes the weighted within class variance

and maximizes the between class variance[6][7]. Within class variance is And the

between class variance is
Sometimes it also takes noise as a peak intensity value. Smoothing provides the

histogram of the original image separated from noise. Otsu method may not work in the
presence of noise. Total variance is the sum of the within class variances and between
class variance. So the effect of changing the threshold contributes the two terms “back”
and “forth”.
Maximum Entropy Method

Max entropy method extracts the light object on a dark background, and dark
objects on a light background. It belongs to edge finding segmentation method [8]. It finds
the pixels of objects of closed contours of an object in the border. Max entropy can be
obtained by histogram of an image.

Histogram of an image is . N×N denotes the image size, specifies the number of
pixels, in that i denotes gray value and j denotes local average value. According to this
method it should satisfies the threshold vector (t,s), t - the threshold of intensity pixels
and s – the threshold of local average of pixels. By determining this method makes 2 area
has the maximum value. Area 1 provides object and background, area 2 provides edge and
noise.
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Optimal threshold can be selected by minimizing the entropy of black and white
pixels

P-Tile Method
It’s a method of choosing the threshold value by the percentage of object value of

an image. Threshold value can be the intensity value where the cumulative sum of pixel
intensity is closet of the percentile.

Here the object may be brighter / darker than background that occupies a certain
known percentile 1/p from the total image. And C(T) = 1/p for dark background C(T) = 1-
1/p for bright background.

For setting this type of threshold, first histogram of an original image is analyzed.
Then taking foreground pixels from one peak and background from second peak, and now
the threshold has a minimum value between two maxima. If it is a known object, threshold
is the highest gray level which maps at least (100-p)% of an object in the threshold
image[8].

Mean Method
Mean threshold value for an image is can be applied by mean gray value of the

image. An Image having L gray levels and its normalized histogram is taken for
thresholding. If the threshold value is T, the normalized fraction of pixels will be classified
as background and object.
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Default Method
Default method chooses the basic threshold value, which is the highest peak in the

histogram of an original image. And below the threshold value is set to non-object, above
the threshold value is set to object that is foreground [9].

Arithmetic Image Fusion
Image fusion is a technology to combine or to merge different type of images.

It differs by timing, angle, focal length etc. Before going to perform image fusion, all the
images should be registered to achieve same dimension. Many fusion techniques are
available, Pyramid reconstruction method, HIS method, Wavelet Transformation method,
Arithmetic method etc.To avoid computational complexity in Arithmetic method,
multiplicative method is used for image fusion. It simply performs the multiplication
operation to pixel by pixel method [2][3][4].

After image registration, all the images are attempt to thresholding for achieving
better foreground object in an image. In the following section, results provide the
complete view about the thresholding and multiplicative image fusion method.
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Test images and Tool
Two defocused images are used for fusion. Tool used for processing is ImageJ, a

java based tool.

Fig 2: (a) Test Image 1 Fig 2: (b) Test Image 2

Result Discussion
Before applying any threshold method, multiplicative image fusion is shown.

Fig 3: Multiplicative fusion of Fig 2(a) &( b)

Threshold methods are discussed one by one, and also applied multiplicative image
fusion method for all the binarized images.

Fig 4 (a): Default threshold of Fig 2 a Fig 4 (b): Default threshold of Fig 2 b
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In default threshold method basic threshold value is applied. It acquires all the
foreground object in both the input images Fig 2 (a) & (b).

In this result all the background objects are almost disabled. And move to the next
method, Otsu’s thresholding achieves both the components better than the default
method.

Fig 5: Fusion Result of Fig 4 (a) & (b) Fig 6 (a): Otsu’s Threshold of Fig 2 (a)
All the foreground object of the original image is achieved by Otsu’s method and

the background also visible not all the objects are achieved.

Fig 6 (b): Otsu’s Threshold of Fig 2 (b) Fig 7: Fusion Result of Fig 6 (a) & (b)
After Fusion of Otsu’s Thresholding the output image have foreground objects

normally.

Fig 8(a): Max Entropy Threshold of Fig 2(a) Fig 8(b): Max Entropy Threshold of Fig 2(b)
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Fig 9: Fusion Result of Fig 8 (a) & (b)

In the binarized image maximum foreground object is achieved. By watching the
resultant image, have some background components.

Fig 10(a): P-Tile Threshold of Fig 2(a) Fig 10(b): P-Tile Threshold of Fig 2(b)

Fig 11: Fusion Result of Fig 10 (a) & (b)
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P-Tile method also like default method. Because the threshold value of P-Tile also
more similar to default method.

Fig 12(a): Mean Threshold of Fig 2(a) Fig 12(b): Mean Threshold of Fig 2(b)

Fig 13: Fusion Result of Fig 12 (a) & (b)

Mean threshold input images results finer details of foreground object. Depending
upon the research any of the threshold method is used for image binarizatoin. All the
thresholding methods have their own drawbacks. And finally image fusion is done by
simple multiplicative method. To achieve the finer details of foreground object while
fusing, threshold method is applied both the input images before fusion.

Conclusion
Sometimes threshold methods can add noise value to the foreground object and

threshold calculation. To avoid this smoothing is done before thresholding an image. And
according to these methods, can change the threshold value depending upon the image
processing. And using the normal multiplicative method for fusion can be changed by
weighted multiplicative method for achieving better image fusion result, provides good
spatial and spectral components.
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PREDICTING THE STUDENT PERFORMANCE USING FEATURE SELECTION METHOD

A.Dinesh Kumar1 & Dr.V.Radhika2

1Research Scholar   Sri Krishna Arts and Science College, Coimbatore, India
2Sri Krishna Adithya College of Arts and Science, Coimbatore, India

Abstract
Education means imparting knowledge to the students and developing their innate quality.

Recent terms data mining techniques have been applied in educational field in order to find out the
hidden knowledge from educational data. The great deal of research has been done identifying the
factors that affect the student’s performance. Those factors can be named as psychological factor
and environmental factor. A Student’s performance is affected by different factors such as learning
environment, economic condition and peer group family. This study focuses on environmental factors
and educational institute factors. Predicting students’ performance is very essential for higher
secondary teachers to identify their students according to their performance by the name of
excellent performers, average performers and below average performers. In this study student
environmental and educational factors are compared. The C4.5 and ID3 decision tree algorithm
applied on predicting the student performance with feature selection technique ranker.
Keywords: Educational Data Mining, Prediction, Classification, Ranker.

Introduction
Applying data mining education is an interdisciplinary research field also known as

educational data mining (EDM). EDM analyzes data generated by any type of information
system supporting learning or education in schools, colleges, universities and other
academic or professional learning institutions providing traditional model of teaching, as
well as informal learning. Predicting students’ results and student modeling have been the
fundamental goals of educational data mining. These two issues are deeply connected with
educational environment [1].

EDM has emerged as an independent research in recent years for researchers all
over the world from different and related research areas such as offline education try to
transmit knowledge and skills based on face-face-contact and also study psychologically
how humans learn. Psychometrics and statistical techniques have been applied to data like
student performance, behavior, curriculum, that data was gathered from classroom
environments. EDM is most used in e-learning and learning management system. E-learning
provides online instructions [2].

The organization of thesis work includes related work in section 2. Section 3
describes the data mining process. In section 4 research work of this study is discussed.
Section 5 includes result and discussion of thesis work. Section 6 discusses the conclusion of
thesis work.
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Related Work
Dr.N.Tajuniza et al [3] analyzed the factors affecting academic achievement that

contribute the prediction of students’ academic performance. They have applied
classification techniques and mapreduce concept for predicting the student performance
and improve their results.

Alaa el-Halees represented data mining can be used in educational field to develop
and understanding the learning process of student to focus on mining and assessing
variables related to student academic performance [4]. Mining data in educational
environment is called educational data mining.

Ryan S.J.D. Baker et al [5] analyzed the history and trends in the field of
educational data mining (EDM) 2009. They focused about increased importance on
prediction and the development of work using existing models to make scientific
discoveries

Pandey and Pal [6] investigated the student performance based by selecting 600
students from different colleges of Dr. R. M. L. Awadh University, Faizabad, India. By
means of Bayes Classification on category, language and background qualification, it was
found that whether new comer students will perform or not.

Pandey and Pal [7] conducted study on the student performance based by selecting
60 students from a degree college of Dr. R. M. L. Awadh University, Faizabad, India. By
means of association rule they find the interestingness of student in selecting class teaching
language. Yadav and Pal [8] obtained data from VBS University students’ like Branch,
Category, Student grade in high school, and Admission type, medium and family size from
the previous student database to predict the students who are likely to fail with the help of
ID3, C4.5 and CART algorithm. It was observed that C4.5 is the best algorithm for predicting
student result.

AS Galathiya et al [9] conducted a research on classification with an improved
decision tree algorithm using feature selection technique. They have used genetic search
algorithm to improve the classification accuracy. The classification accuracy is improved by
implementing the diversities of algorithm using RGUI with weka packages.

Bharadwaj and Pal [10] had conducted a research on university students’ data like
attendance, class test, seminar and assignment marks from the student’s prior database, to
predict the performance at the end of the semester.

Data Mining Process
In present day educational system, a student’s performance is influenced by

psychological and environmental factors. Students should be properly motivated to learn.
Motivation leads to interest, interest leads to success. Proper assessment of abilities helps
the students to perform better. Students requires proper study atmosphere both at school
and home. Poor economic condition also affects the performance of the students as most of
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them are unable to get proper education. Uneducated family background also affects the
students’ performance. This study considers environmental factors and educational
institute factors. This helps the tutor to identify the factors that are related with the three
types of learners and take appropriate action to improve their performance.

Data Preparations
The data set used in this study was obtained from different colleges on the

questionnaire method of Computer Science department of course B.Sc (IT), B.Sc, (CS) and
B.E of session of 2013 to 2015. Initially, size of the data is 300. In this step data stored in
different tables were joined in a single table after joining process errors were removed.

Data Selection and Transformation
In this step only those fields were selected which were required for data mining. A

few derived variables were selected while some of the information for the variables
extracted from the data base. All the predictor and response variables which were derived
from the database are given in Table 1.

Table 1 Student Related Variables
Variable Description Possible Values

Sex Student Sex {Male, Female}
Cat Student’s Category {General, OBC,SC,ST}
FI Family Income {Low, Medium, High}
ME Mother’s Education {Low, Medium, High}
MW Mother’s Working Status {Yes, No}
FE Father’s Education {Low, Medium, High}
FW Father’s working Status {Yes, No}
SH Study Hours per day after school {Less, High, Never}
RE Student and Teachers Relation {Casual, Strictly, Friendly}
LS Students Learning Style {Auditory, Visual, Tactile}

MED Medium of Studying {Tamil, English}
LOC Location of the school {Rural, Urban}
MO Using Mobile Phone {Own, Parents, No}
SN Students Having Social Network Id {Yes, No}

Result Categories of the Student { Excellent  >=75, Average >=50 and
<75, Below Average<50 }

The parameter values for some of the variables have detailed below to give brief
explanation about each attributes for the current investigation as follows:

FI –to predict student level, Family Income (FI) plays vital role among all the
students, by the help of given property values (i.e., Low, Medium and High).

ME- If mothers are educated they can contribute to improve the performance of
the students. In this study, ME considered to predict student’s results with the help of
selected property values by the students (i.e., Low, Medium and High).
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MW- How mother’s education is doing vital role to educate their children, likewise
their working status has considered with the name of MW attribute. Because, in a situation
a particular student’s mother doesn’t work, then their mother can spend more time with
them. Those data have been organized by the help of specified property values (i.e., Yes or
No).

SH- Study hours, it represents how many hours a student spends on study after
attending the class in school. Again it shows how much serious the student takes studies.
The possible values are High, Less, Never.

RE- To predict student performance, relation or behaviors of the teacher with the
student, which have been collected by the name of handling basis (RE:  Relation), and given
to students to select according to their need. ( i.e., casual, strictly and friendly).

LS- Learning style, students are following different learning styles. It’s commonly
believed that most of the students follow some particular method of interacting with,
taking in and processing information. This is collected by the help of specified property
values (i.e., AL, VL, and TL)

RESULT-It’s our main constant which collects and keeps the entire students final
results in separate place to predict student’s performance with the help of allocated
property values (i.e., Below Average, Average, and Excellent).

Decision Trees
Decision tree induction is the learning of decision trees from class- labeled training

tuples. A decision tree is a flowchart- like tree structure, where each internal node (non-
leaf node) denotes a test on attribute, each branch represents an outcome of the test, and
each leaf node (or terminal node) holds a class label. The topmost node in a tree is the root
node [11].

DT is a tree in which each branch node represents a choice between a number of
alternatives, and each leaf node represents a decision. Decision trees are commonly used
for gaining information for the purpose of decision- making. Decision tree starts with a root
node on which it is for users to take actions. From this node, users will split each node
recursively according to decision tree learning algorithm. The final result is a decision tree
in which each branch represents a possible scenario of decision and its outcome [8].The
most widely used decision tree learning algorithms are C4.5 and ID3

The ID3 Decision Tree
ID3 is a simple decision tree algorithm introduced by Ross Quinlan in 1986 [11]. It is

based on Hunts algorithm. The basic idea of ID3 algorithm is to construct the decision tree
by employing a top- down, greedy search through the given sets to test each attribute at
every tree node. The tree is constructed in two phases. The two phases are tree building
and pruning.  ID3 uses information gain measure to choose the splitting attribute. It accepts
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only categorical attributes in building a tree model. It does not find accurate result when
there is noise. To remove the noise, pre- processing technique has to be used.

C4.5
C4.5 algorithm is developed by Quinlan Ross that generates the decision trees

which can be used for classification problems [11].  It is the successor of ID3 algorithm by
dealing with both categorical and continuous attributes to build a decision tree. It is also
based on Hunt’s algorithm.  To handle the continuous attributes, C4.5 splits the attribute
values into two partitions based on the selected threshold such that all the values above
the threshold as one child and the remaining as another child. It also handles missing
attribute values. It uses Gain Ratio as an attribute selection measure to build a decision
tree. C4.5 removes the biasness of information gain when there are many outcome values
of an attribute.

Research Work
Several data mining solutions have been presented for educational data mining.

Decision tree classification received significant attention in the area of predicting the
student performance. In this section, a schematic overview is given of feature selection,
Use full training set which is used for proposed algorithm. It is having only focus with the
relevant attributes through feature selection method using Ranker Search.

Feature Selection
Many unrelated attributes may be present in the data to be mined in educational

data mining. Irrelevant attributes to be removed. Many data mining algorithm don’t
perform well with large amount of attributes. Therefore feature selection techniques needs
to be applied before any kind of mining algorithm is applied. The main objectives of
feature selection are to avoid over fitting and improve the performance of classification
model [13].

Ranker
Ranker Search method rank individual attributes according to their evaluation. Its

sorts attribute by their individual evaluation and also perform attribute selection by
removing the lower ranker ones [12].  Ranker is more suitable for attribute evaluation
methods. Ranker search algorithm gives the best attribute with the highest information
gain. The highest information gain attributes can be selected for classification and
remaining attributes can be removed before applying classification for better classification.

Proposed Algorithm
Here in the proposed system, feature selection is made with ranker search. It is

having only focus with the relevant attributes through feature selection- Ranker search
method. The process of feature selection reduces the dimensionality of the data and
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enables learning algorithms to operate faster and more effectively. Using feature selection,
classification accuracy was improved.

Input: an attribute- valued dataset D
Tree= { }
if D is “pure” OR other stopping criteria met then
terminate
end if
Apply Feature Selection Ranker Search
for all
attribute a D do
Compute information- theoretic criteria if we split on a
end for
abest= Best attribute according to above computed criteria
Tree= Create a decision node that tests abest in the root
Dv= induced sub- data sets from D based on abest

for all Dv do
Treev= C4.5 (Dv)
Attach Treev to the corresponding branch of Tree
end for
return Tree\

Result and Discussion
In this study, those variables whose probability values were greater than 0.60 were

considered and highly influencing variables with high probability values have been shown in
Table 2. These features were used for prediction mode construction. For both variable
selection and prediction model construction were implemented in weka.

Table 2 High Potential Variable

Variable Description Probability
ME Mother’s Education 0.1889
SH Student’s Study Hour 0.1752
FI Student’s Family Income 0.1238
RE Teachers Relationship with Student 0.0996

MED Medium of Instruction 0.083
FE Father’s Education 0.0711
LS Students Learning Style 0.0697
MW Mother’s Working Status 0.0618
From the above table, ME and SH have taken high priority over other factors. After

both factors, FI has taken high priority then respectively RE, MED, FE, LS and MW have
taken next priority.

Decision trees are considered easily understood models because a reasoning process
can be given for each conclusion. The knowledge represented by decision tree can be
extracted and represented in the form of IF-Then rules in Table 3.
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Table 3 Rule Set Generated by Decision Tree
IF ME= ‘High’ THEN RESULT=’Excellent’.
IF ME = ‘Medium’ AND FI=’Medium’ AND FE=’Medium’ THEN RESULT=’Average’.
IF ME = ‘Low’ AND FI=’Low’ AND FE=’Low’ AND THEN RESULT=Below Average.
IF ME = ‘Medium’ AND FE=Medium AND FE=High’ THEN RESULT=’Excellent’.
IF SH = ‘High’ THEN RESULT=’Excellent’.
IF SH = ‘Less’ AND RE=’Strictly’ THEN RESULT=’Average’.
'IF SH = ‘Never’ AND RE=’Friendly’ AND LS=’TL’ THEN RESULT=’Below-Average’.

Figure 1 Comparison of EF and EIF factors

From the above figure, the Environmental factor heavily affects students’
performance and which makes them to get low performance in their examinations but
while considering Educational impacts from institute slightly helps students to achieve
Excellent results in their studies. Finally this study helped tutors to guide the students and
parents to give high preference to improve their environmental factors like, ME, FI.
Otherwise the students and the parents are supposed to give more preference to
educational institute factors like, SH, and RE etc. If they couldn’t give high preference to
environmental factors, then the students and the parents are advised to give full
preference to Educational institute factors. But if they could give high preference to both
factors most of the students will achieve excellent marks in their studies. From the above
inferences it is clear that this study has helped the tutors to improve the performance of
the students.

Conclusion
The need of prediction over student performance is to help teachers and parents to

concentrating their students and children to improvise their performance as well as
researcher to select among the decision tree classifier algorithm to find the best classifier
for predicting the student performance.

The results show that ME (Mothers Education), SH (Student’s Study Hour), FI (Family
income), FE (Father’s Education), FI (Family Income), MW (Mother Working Status) and RE
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(Teacher’s relationship) more affect the student performance. This Thesis work will also
help to identify those students are low performers they needed special attention.
As conclusion, we have met our objective which has evaluated the performance of students
by the two decision tree classification algorithms based on Weka are implemented. This
study successfully met accuracy of 83.66% with respected time 0.0 seconds. C4.5 is
discovered as the best algorithm for predicting student performance.
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Abstract
This article provides a survey of the available literature on Web mining. The different

aspects of Web mining, like clustering, association rule mining, navigation, personalization, Semantic
Web, information retrieval, text and image mining are considered under the existing taxonomy. The
purpose of this paper is to provide a more current evaluation and update of web mining research and
techniques available. Current advances in each of the three different types of web mining are
reviewed in the categories of web content mining, web usage mining, and web structure mining. For
each tabulated research work, we examine such key issues as web mining process,
methods/techniques, applications, data sources and software used. Applications of  these selected
web mining software to available data sets are discussed together with abundant presentations of
screen shots, as well as conclusions and future directions of the research.
Keywords: Web mining, web content mining, web usage mining, web structure mining, web  mining
software.

Introduction
As a large and dynamic information source that is structurally complex and ever

growing, the World Wide Web is fertile ground for data mining principles, or Web mining.
The Web mining field encompasses a wide array of issues, primarily aimed at deriving
actionable knowledge from the Web, and includes researcher from information retrieval,
database technologies, and artificial intelligence. The application of data-mining
techniques to extract knowledge from Web data, in which at least one of structure or usage
(Web log) data is used in the mining process (with or without other types of Web data).
Researchers have identified three broad categories of Web mining:

 Web content mining is the application of data mining techniques to content
published on the Internet, usually as HTML (semi structured), plain text
(unstructured) or XML (structured) documents.

 Web structure mining operates on the Web’s hyperlink structure. This graph
structure can provide information about a page’s ranking or authoritativeness and
enhance search results through filtering.

 Web usage mining analyzes results of user interactions with a Web server, including
Web logs, click streams and database transactions at a Web site or a group of
related sites. Web usage mining introduces privacy concerns and is currently the
topic of extensive debate.

 We discuss some important research contributions in Web mining, with a goal of
providing a broad overview rather than an in-depth analysis.
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Figure 1 Web mining

Web Structure Mining
Web information retrieval tools make use of only the text on pages, ignoring

valuable information contained in links. Web structure mining aims to generate structural
summary about web sites and web pages. The focus of structure mining is therefore on link
information, which is an important aspect of web data. Given a collection of
interconnected web documents, interesting and informative facts describing their
connectivity in the web subset can be discovered. We are interested in generating the
following structural information from the web tuples stored in the web tables.
 Measuring the frequency of the local links in the web tuples in a web table. Local links

connect the different web documents residing in the same server. This informs about
the web tuples (connected documents) in the web table that have more information
about inter-related documents existing at the same server. This also measures the
completeness of the web sites in a sense that most of the closely related information
is available at the same site. For example, an airline’s home page will have more local
links connecting the “routing information with air-fares and schedules” than external
links. Note that our web warehouse is populated using a query graph initiated by the
user. If the results returned (i.e, web tuples) are having more local links then we can
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know that the query basically crawl some particular web sites locally. In such a case,
for next execution of such a query, one can optimize the query graph to start crawling
with those sites directly. This case, for example, may arise when the web crawler
passes through many unbound nodes and links, but actual web pages are then found at
single site. Note that in many cases the information requested may be found at many
different servers across the network. Identifying local links depicts the fact that
integrated information is also available at some particular web site, but may be in
different files. Thus, such information can reduce the query execution time over the
internet.

 Measuring the frequency of web tuples in a web table containing links which are
interior; links which are within the same document. This measures a web document’s
ability to cross-reference other related web pages within the same document. This
also measures the flow of the web documents. For example, a news-paper should
always refer to other news items locally (within the same news-paper). This
information depicts that the relevant information is available within the same file.

 Measuring the frequency of web tuples in a web table that contains links that are
global; links which span different web sites. This measures the visibility of the web
documents and ability to relate similar or related documents across different sites.For
example, research documents related to “semi- structured data” will be available at
many sites and such sites should be visible to other related sites by providing cross
references by the popular phrases such as “more related links”. Also, in case of a
document like a research paper, it shou ld have more external links as it should refer
to other related papers. This expresses a research paper's ability to cross-reference
other related work.

 Measuring the frequency of identical web tuples that appear in a web table or among
the web tables[1,2,3]. This measures the replication of web documents across the web
warehouse and may help in identifying, for example, the mirrored sites. This
information concludes that some web pages provide integrated information on various
topics. We have also used duplicate web tuples to identify, for example, visible web
pages etc. We discuss this issue in next subsection.

 On average, we may need to find how many web tuples are returned in response to a
query on some popular phrases such as “Bio-science” with respect to queries containing
keywords like “earth-science”. This can give an estimation of the results returned in
response to some popular queries. This also gives an indication whether we should
store  the results of such a query in our warehouse for further reference.

 Another interesting issue is to discover the nature of the hierarchy or network of
hyperlinks in the web sites of a particular domain. For example, with respect URLs with
domains like .edu, one would like to know how most of the web sites are designed with
respect to information flow in educational institutes. What is the flow of the
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information they provide and how are they related conceptually. Is it possible to
extract a conceptual hierarchical information for designing web sites of a particular
domain. This may help in generalizing the flow of information in web sites
representing information in some particular domain. This will help for example in
building a common web schema or wrappers for educational institutes. Thus it can make
query processing easier.

 What is the in-degree and out-degree of each node (web document)? What is the
meaning of high and low in- and out-degrees? For example, a high in-degree may be a
sign of a very popular web site or document. Similarly, a high out-degree may be a sign
of luminous web site. Out-degree also measures a site's connectivity. We discuss these
issues in next sub-section.

 If a web page is directly linked to another web page or are near to each other then we
would like to discover the relationships among those web pages. These relationships
might be of the following types. The two web pages might be related by synonyms or
ontology or having similar topics, both the web pages are in the same server and in
that case both the pages may be authored by the same person.

While the above information is discovered at the inter-document level, web
structure mining can also have another direction - discovering the structure of web
documents themselves. Web document structure mining can be used to reveal the structure
(schema) of web pages. While this would be useful for navigational purpose and several
other operations such comparing and integrating web page schemes can be made
possible. This type of structure mining would facilitate web document  classification
and clustering on the basis of structure. It will also contribute towards introducing
database techniques for accessing information in web pages by providing a reference
schema

Web Content Mining
Web content mining involves mining web data contents. The open question is what

does it mean to mine content from the web? In effect web content mining is the analog of
data mining techniques for relational databases since we can expect to find similar types
of knowledge from unstructured data residing in web documents. The unstructured nature
of web data forces a different approach towards web content mining. The web contains a
mix of many different data types such as textual data, image data, audio and video, etc.
Similarity and difference between web content mining in web warehouse context and
conventional data mining. In relational database, the data are flat are very well arranged
in a tabular structure defined using attributes whose domains are known. In case of web
data, documents are totally unstructured and different attributes in documents may have
semantically similar meaning across WWW or vice versa.
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Figure 2 Web Content Mining

For example, one web site could display the price of same car in numeric figure
others may do in words. An attribute may have an atomic value in one document, but a set
of values in other documents. In order to do content mining, one must first resolve the
problems of semantic integration across web documents.Selection of type of data in the
WWW to do web content mining. Web content mining needs to select useful information
before analysis. It is not practical to expect data mining system to search the entire WWW
to discover knowledge requested by the user. In our case, we mine based on the meta-data
available. Even if scalability argument is ignored, large amount of redundant, uninteresting
pieces of information may be returned. The user must therefore be provided the facility to
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identify a subset of the web, which pertains to the domain of the knowledge discovery
task. Then, depending on the specific kind of knowledge to be mined another level of data
selection must be carried out to extract relevant data into a suitable representative model.
 Cleaning of selected data to mine effectively. This is the step after the web data is

selected for mining. Before mining, one may need to transform the data into some
data model, which is well understood. For example, in our case, we transform the web
data in the form of web tuples consisting of nodes and links and having keywords
specified over them. We also use web algebraic operators to filter out the irrelevant
information.

 Types of knowledge that can be discovered in a web warehouse context. The types of
knowledge to be discovered are as follows: generalized relation, characteristic rule,
discriminate rule, classification rule, association rule, and deviation rule [11]. Do
these data mining techniques applicable to web data mining and if yes, how? For
example, we are interested in generating the following types of rules: 80% of web
tuples (i..e, web pages) in response to a “travel information query from Hong Kong to
Macau” suggest that popular means of traveling is by ferry.

 Discovery of types of information hidden in a web warehouse which are useful for
decision making. Web data sources being heterogeneous , diverse and unstructured,
are difficult to categorize. In many cases, the user would be even more unsure about
the knowledge hidden beneath the contents of a document than that in a database. An
interactive and iterative process is therefore necessary to enable exploratory data
mining. A suitable data mining query language is one of the means to materliaze such a
user-mediated process.

 To perform interactive web content mining. Presentation of discovered knowledge
to the users to expedite complex decision making. For example, a query interface is
often necessary to specify the interesting set of data to be studied, the kind of rules to
be discovered, etc. A graphical user interface ishelpful for interactive mining of
multiple-level rules [12] because it facilitates interactive modification of the threshold
values, warehouse concept mart (discussed later), concept levels, output styles and
formats.

 Role of WICM (web information coupling model [9]) aid in web content mining. We
have build a coupling system, which brings the results from the web using a query.
WICM plays an important role is populating the warehouse as our web data mining is
restricted to the results returned in response to a query. Therefore, web coupling plays
an important role in selecting of data.

Web Usage Mining
Web usage mining is the discovery of user access patterns from web server logs,

which maintain an account of each user browsing activities. Web servers automatically
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generate large data stored in sever referred as logs containing information about the user
profile, access pattern for pages, etc. This can provide information that can be used for
efficient and effective web site management and the user behavior. Apart from finding
paths traversed frequently by users as a series of URLs, associations indicate which sites are
likely to be visited together can also be derived. One particular approach mentioned in [11]
using "maximal forward references" obtained by filtering out  "backward references"
from traversal subsequences in log data to extract frequently occurring consecutive
subsequences. This leads to "maximal reference sequence" which are those frequent
subsequences that are not subset of others. The problem is similar to order version of
finding large itemsets in transaction databases [20,21] discussed under mining of
association rules. An improvement over maximal forward references  which considers
backward references is discussed in [22] and uses a transaction model for data extracted
from server access logs to discover sequential patterns. This approach combines all the
entries for a user in a server log into a single transaction using clustering. Association rules
and sequential patterns can then be mined from the grouped transactions.

In Web Database, the user initiates a coupling framework to collect related
information.   For example, a user may be interested in coupling a query graph “to find the
hotel information” with the query graph “to find the places of interest”. From this query
graph, we can generate some user access pattern of coupling framework. We can generate
a rule like “50% of users who query “hotel” also couple their query with “places of
interest”. This information can be used in the warehouse in local coupling; coupling of
materialized web tables containing information on hotels with places of interests. Another
information that can be of interest is to find coupled concepts from the coupling
framework. This can be used in organizing web sites. For example, web documents that
provide information on “hotels” should also have hyperlinks to web pages providing
information on “places of interest”.

Summary
Table 2 Summary of Web Mining
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Conclusion
In this paper, we have discussed some web data mining research issues .We have

defined three types of web data mining. In particular, we discussed web data mining with
respect to web structure, web content and web usage. An important part of our
warehousing project is to design the tools and techniques for web data mining to generate
some useful knowledge from the WWW data. Currently we are exploring the ideas
discussed in this paper. In the future, work can be done on various web mining algorithms
for supporting Big Data on the web and user friendly services.
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Abstract
Medical image processing is an multifaceted field at the intersection of computer science,

electrical engineering, physics, mathematics and medicine. Medical Image processing has developed
versatile computational and mathematical methods for solving problems pertaining to medical
images and their use for biomedical research and clinical care. The prominent and important motive
of Medical Image Processing is to extract clinically relevant information or knowledge from medical
images. MIP focuses on the computational analysis of the images, not their acquisition. The methods
can be grouped categorized as: image segmentation, image registration, image-based physiological
modeling, Research in Medical Image Processing (MIP) is mainly driven by a technology oriented point
of view. MIP research should always be able to give an answer to the question of what is the
potential benefit of a solved MIP problem or a newly developed MIP-based system supporting a
diagnostic or therapeutic process, in terms of outcome criteria like, e.g., Quality Adjusted Life Years
(QALYs) for the patient or cost savings in health care. This paper presents the concept and the
strategy of how the Most Relevant MIP problems (MRMIP) shall be identified and assessed in the
context of improving evaluation of MIP solutions.
Keywords: MIP, CAD, MRMP

Introduction
The field of Medical Image Processing (MIP) and the applications in Computer

Assisted Diagnoses (CAD) and therapy (e.g., Computer Assisted Surgery – CAS) which
strongly de-pend on MIP methods are of increasing importance in modern medicine.
Nevertheless, due to its proximity to medical imaging devices, the field is widely
considered as an engineering discipline with a methodological progress that is somehow
independent from medical problems and the clinical practice. Even if this might be correct
for basic research on domain in-dependent image processing methodology, it is surely
wrong if one emphasizes on system research and development meant for support of
diagnostics and therapy.

While there is an ongoing broad discussion about evidence-based medicine, in
which decisions are made on the basis of reliable knowledge about efficacy and – not less
important on the background of the big problems in financing the healthcare systems – also
about efficient-cy, the MIP field seems to be more or less resistant against the question
about the impact of produced progress on medicine and healthcare in general. But what are
the most relevant MIP problems to be solved in terms of their impact on support of major
problems in medicine and modern healthcare? So far, no comprehensive attempts have
been undertaken to clarify this important question. As one subtask of establishing a
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Reference Image Database for MIP R&D Groups, the Working Group on Medical Image
Processing of the European Federation for Medical Informatics (EFMI WG MIP) has decided
to work on an answer. This paper de-scribes the concept and strategy of how such relevant
MIP problems shall be identified and assessed in the framework of the working group.

Definitions, Material and Methods
Review Stage
Some essential notions have to be defined for usage in the context of this paper.

A challenge is exact descriptions of a work objective for which no real ideas and
methods are present how to find a solution, whereas a task is an exact description of a
work objective for which paths to build solutions already exist. Both kinds of descriptions
shall be called problem.

A medical problem shall be called a Most Relevant Medical Problem (MRMP), if its
solution would have a high impact on the overall health status of people and/or on the
efficiency of producing/sustaining health at a certain quality level.

In the context of imaging, the important notion of Medical Image Interpretation
(MII) is introduced as denoting the process of deriving medically relevant information from
analyzing a medical image or a set of images. MII can be performed either by the physician
(visual as-assessment) or by a MIP application (computer assessment), or in a combination
of both (usually as computer-supported assessment by the physician).

As material for the process planning, all kinds of actual statistics and literature
have been used. The Unified Modeling Language (UML) has served as method for working
out the concepts and depicting the different aspects of the assessment task.

Data Forms
Medical image computing typically operates on uniformly sampled data with regular

x-y-z spatial spacing (images in 2D and volumes in 3D, generically referred to as im-ages).
At each sample point, data is commonly represented in integral form such as signed and
unsigned short (16-bit), although forms from unsigned char (8-bit) to 32-bit float are not
uncommon. The particular meaning of the data at the sample point depends on modality:
for example a CT acquisition collects radio density values, while a MRI acquisition may
collect T1 or T2-weighted images. Longitudinal, time-varying acquisitions may or may not
acquire images with regular time steps. Fan-like images due to modalities such as curved-
array ultra-sound are also common and require different representational and algorithmic
techniques to process. Other data forms include sheared images due to gantry tilt during
acquisition; and unstructured meshes, such as hexahedral and tetrahedral forms, which are
used in advanced biomechanical analysis (e.g., tissue deformation, vascular transport, bone
implants).
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Segmentation
Segmentation is the process of partitioning an image into different segments. In

medical imaging, these segments often correspond to different tissue classes, organs,
pathologies, or other biologically relevant structures. Medical image segmentation is made
difficult by low contrast, noise, and other imaging ambiguities. Although there are many
com-puter vision techniques for image segmentation, some have been adapted specifically
for medical image computing. Below is a sampling of techniques within this field; the
implementation relies on the expertise that clinicians can provide.
 Atlas-Based Segmentation: For many applications, a clinical expert can manually label

several images; segmenting unseen images is a matter of extrapolating from these
manually labeled training images. Methods of this style are typically referred to as
atlas-based segmentation methods. Parametric atlas methods typically combine these
training images into a single atlas image, while nonparametric atlas methods typically
use all of the training images separately. Atlas-based methods usually re-quire the use
of image registration in order to align the atlas image or images to a new, unseen
image.

 Shape-Based Segmentation: Many methods parameterize a template shape for a given
structure, often relying on control points along the boundary. The entire shape is then
deformed to match a new image. Two of the most common shape-based techniques are
Active Shape Models and Active Appearance Models. These methods have been very
influential, and have given rise to similar models.

 Interactive Segmentation: Interactive methods are useful when clinicians can pro-vide
some information, such as a seed region or rough outline of the region to segment. An
algorithm can then iteratively refine such segmentation, with or without guidance from
the clinician. Manual segmentation, using tools such as a paint brush to explicitly define
the tissue class of each pixel, remains the gold standard for many imaging applications.
Recently, principles from feedback control theory have been incorporated into
segmentation, which give the user much greater flexibility and al-low for the automatic
correction of errors.

Image Based Physiological Modeling
Traditionally, medical image computing has seen to address the quantification and

fusion of structural or functional information available at the point and time of image
acquisition. In this regard, it can be seen as quantitative sensing of the underlying
anatomical, physical or physiological processes. However, over the last few years, there has
been a growing interest in the predictive assessment of disease or therapy course. Image-
based modeling, be it of biomechanical or physiological nature, can therefore extend the
possibilities of image computing from a descriptive to a predictive angle. Figure 1
represents the Digital Image based modeling of Left hand.
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According to the STEP research roadmap the Virtual Physiological Human (VPH) is a
methodological and technological framework that, once established, will enable the
investigation of the human body as a single complex system. Underlying the VPH concept,
the Inter-national Union for Physiological Sciences (IUPS) has been sponsoring the IUPS
Physiome Project for more than a decade; this is a worldwide public domain effort to
provide a computational framework for understanding human physiology. It aims at
developing integrative models at all levels of biological organization, from genes to the
whole organisms via gene regulatory networks, protein pathways, integrative cell functions,
and tissue and whole organ

Structure/function relations. Such an approach aims at transforming current
practice in medicine and underpins a new era of computational medicine.
In this context, medical imaging and image computing play, and will continue to play, an
increasingly important role as they provide systems and methods to image, quantify and
fuse both structural and functional information about the human being in vivo. These two
broad research areas include the transformation of generic computational models to
represent specific subjects, thus paving the way for personalized computational models.
Individualization of generic computational models through imaging can be realized in three
complementary directions:

In addition, imaging also plays a pivotal role in the evaluation and validation of
such models both in humans and in animal models, and in the translation of models to the
clinical set-ting with both diagnostic and therapeutic applications. In this specific context,
molecular, bio-logical, and pre-clinical imaging render additional data and understanding of
basic structure and function in molecules, cells, tissues and animal models that may be
transferred to human physiology where appropriate.

The applications of image-based VPH/Physiome models in basic and clinical
domains are vast. Broadly speaking, they promise to become new virtual imaging
techniques. Effectively more, often non-observable, parameters will be imaged in silicon
based on the integration of observable but sometimes sparse and inconsistent multimodal
images and physiological measurements. Computational models will serve to engender
interpretation of the measurements in a way compliant with the underlying biophysical,
biochemical or biological laws of the physiological or path physiological processes under
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investigation. Ultimately, such investigative tools and systems will help our understanding
of disease processes, the natural history of disease evolution, and the influence on the
course of a disease of pharmacological and/or interventional therapeutic procedures.

Cross-fertilization between imaging and modeling goes beyond interpretation of
measurements in a way consistent with physiology. Image-based patient-specific modeling,
combined with models of medical devices and pharmacological therapies, opens the way to
predictive imaging whereby one will be able to understand, plan and optimize such
interventions in sili-co.

Mathematical Methods in Medical Imaging [5]
A number of sophisticated mathematical methods have entered medical imaging,

and have already been implemented in various software packages. These include
approaches based on partial differential equations (PDEs) and curvature driven flows for
enhancement, segmentation, and registration. Since they employ PDEs, the methods are
amenable to parallelization and implementation on GPGPUs. A number of these techniques
have been inspired from ide-as in optimal control. Accordingly, very recently ideas from
control have recently made their way into interactive methods, especially segmentation.
Moreover, because of noise and the need for statistical estimation techniques for more
dynamically changing imagery, the Kalman filter and particle filter have come into use.

Figure 2 Mathematical Model [7]

Modality Specific Computing
Some imaging modalities provide very specialized information. The resulting images

can-not be treated as regular scalar images and give rise to new sub-areas of Medical Image
Computing. Examples include diffusion MRI, functional MRI and others.

Diffusion MRI: A mid-axial slice of the ICBM diffusion tensor image template. Each
voxel's value is a tensor represented here by an ellipsoid. Color denotes principal
orientation: red = left-right, blue=inferior-superior, green = posterior-anterior
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Figure 3 Diffusion-weighted MRI [8] Color-coded white matter fibers reveal the corpus
callosum. Appearing as a central band of horizontal blue fibers, the structure connects

the brain’s hemispheres

Diffusion MRI is a structural magnetic resonance imaging modality that allows
measurement of the diffusion process of molecules. Diffusion is measured by applying a
gradient pulse to a magnetic field along a particular direction. In a typical acquisition, a set
of uniformly distributed gradient directions is used to create a set of diffusion weighted
volumes. In addition, an unweight volume is acquired under the same magnetic field
without application of a gradient pulse. As each acquisition is associated with multiple
volumes, diffusion MRI has created a variety of unique challenges in medical image
computing.
In medicine, there are two major computational goals in diffusion MRI:

• Estimation of local tissue properties, such as diffusivity;
• Estimation of local directions and global pathways of diffusion.

Functional MRI: Functional magnetic resonance imaging (FMRI) is a medical imaging
modality that indirectly measures neural activity by observing the local hemodynamic, or
blood oxygen level dependent signal (BOLD). FMRI data offers a range of insights, and can
be roughly divided into two categories:
Task related FMRI is acquired as the subject is performing a sequence of timed
experimental conditions. In block-design experiments, the conditions are present for short
periods of time (e.g., 10 seconds) and are alternated with periods of rest. Event-related
experiments rely on a random sequence of stimuli and use a single time point to denote
each condition. The standard approach to analyze task related FMRI is the general linear
model (GLM)

Resting state FMRI is acquired in the absence of any experimental task. Typically,
the objective is to study the intrinsic network structure of the brain. Observations made
during rest have also been linked to specific cognitive processes such as encoding or
reflection. Most studies of resting state FMRI focus on low frequency fluctuations of the
FMRI signal (LF-BOLD). Seminal discoveries include the default net-work, a comprehensive
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cortical percolations, and the linking of network characteristics to behavioral parameters
Software Used In MIP

Software for medical image computing is a complex combination of systems providing
IO, visualization and interaction, user interface, data management and computation. Typically
system architectures are layered to serve algorithm developers, application developers, and
users. The bottom layers are often libraries and/or toolkits which provide base computational
capabilities; while the top layers are specialized applications which address specific medical
problems, diseases, or body systems.
Conclusion

Even if the practical carrying-out of the assessment process will not always be possible
without a certain portion of uncertainty due to missing information, it can be hoped that it will
nevertheless help in setting the right priorities where to put the main efforts within the RID-MIP
initiative of EFMI WG MIP and foster awareness of MIP professionals for the important question
of relevance.
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Abstract
The central idea of this paper is to develop an algorithm that embeds the watermark

information without much distortion to the Image, while making it possible to extract the
watermark by use of correlation. We begin by modifying the frequency coefficients of the Image,
based on human visual systems perception of Image content, which is used to embed a watermark
such that its amplitude is kept below the distortion sensitivity of the pixel and thus preserving the
Image quality. The operation of embedding and extraction of the watermark is done in frequency
domain, and it is checked for different noise attacks like salt and pepper and Gaussian. We spread
spectrum technique for watermarking, such as pseudo random sequences enabling an easier
generation, encryption and much better detection of the watermark .This water marking scheme
deals with the extraction of the watermark information in the absence of original Image i.e blind
watermarking, also we make use correlation based watermark detection.
Key words: Digital Watermarking, wavelets, Embedding, Extraction, Correlation

Introduction
The use of Internet as a platform for distribution of digital media has grown in

recent years causing serious concerns about unauthorized use and manipulation of this
digital content. Attackers have the freedom to obtain copies of copyrighted multimedia
information via the Internet, so protection of multimedia information has attracted lots of
attentions.

A watermark itself can be a random signal, a meaningful message, or a company’s
logo that can be used for ownership protection, copy control and authentication. In order
to watermarking as a way of copyright protection, high robustness (the watermark should
survive any kind of intentional or unintentional alterations) and low visibility (the
watermark should not introduce perceptible artifacts) should be ensured, and only
authorized users should gain access to the watermark data. The image watermarking
algorithms can be classified into two categories: spatial-domain techniques (spatial
watermarks) and frequency-domain techniques (spectral watermarks). The spatial-domain
techniques directly modify the intensities or color values of some selected pixels while the
frequency-domain techniques   modify the values of some transformed coefficients [2]. The
simplest spatial-domain image watermarking technique is to embed a watermark in the
least significant bits (LSBs) of some randomly selected pixels. The watermark is invisible to
human eyes but the watermark can be easily destroyed if the watermarked image is low-
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pass filtered or removing (zero out) the least significant bits of the pixel or upon JPEG
compression.
The frequency-domain technique first transforms an image into a set of frequency domain
coefficients [1], [3], [9], [13]. The transformation adopted may be discrete cosine
transform (DCT), discrete Fourier transforms (DFT), or discrete wavelet transforms (DWT)
etc. The watermark is then embedded in the transformed coefficients of the image such
that the watermark is invisible and more robust for some image processing operations.
Finally, the coefficients are inverse-transformed to obtain the watermarked image [4], [7].

Proposed Watermarking Scheme
The wavelet decomposition decomposes the image into three spatial directions i.e.

horizontal, vertical and diagonal. Hence wavelets reflect the anisotropic properties of HVS
more precisely. The human visual system (HVS) is related to the perceptual quality [9],
measured according to the sensitivity/sharpness of a human eye to see details in an image.
Research into human perception indicates that the retina of the eye splits an image into
several frequency channels each spanning a bandwidth of approximately one octave. The
signals in these channels are processed independently. Similarly, in multiresolution
decomposition, the image is separated into bands of approximately equal bandwidth on a
logarithmic scale. It is therefore expected that use of the discrete wavelet transform will
allow the independent processing of the resulting components without significant
perceptible interaction between them, and hence makes the process of imperceptible
watermarking more effective [10]. The multiresolution successive approximation not only
enhances the resolution of an image, but also enhances the resolution of watermark
simultaneously. This advantage of the DWT allows using higher energy watermarks in
regions where the HVS is known to be less sensitive so that embedding watermarks in these
regions provides to increase the robustness of the watermarking techniques. In this paper, a
meaningful image watermark is embedded in the DWT domain. The watermark detection is
a blind method i.e. is without the use of original image [1]. We embed a watermark into an
image by modifying coefficients of mid frequency bands i.e. LH and HL subbands, and
extract the watermark by analyzing perturbation of coefficients from a  suspected image.

Discrete Wavelet Transform (DWT)
The Fourier transform, which provides a representation of the transformed signal in

the frequency domain, is widely used in signal processing. However, the loss of time
information in a signal by Fourier transform will leads to the difficulty in processing [8].
The wavelet transform is an excellent time-frequency analysis method, which can be well
adapted for extracting the information content of the image. A brief introduction to
wavelet is as follows [16].
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Multiple-Level Decomposition
Applying a 1-D wavelet transform to all the rows of the Image and then repeating

on all of the columns can compute the 2-D wavelet transform. When one-level 2-D DWT is
applied to an Image, four transform coefficient sets are created. The four sets are LL, HL,
LH, and HH, where the first letter corresponds to applying either a low pass frequency
operation or high pass frequency operation to the rows, and the second letter refers to the
filter applied to the columns [4],[7]. This is shown in Fig.1

Figure1 DWT Decomposition of Image

Wavelet analysis of an original image can be divided into an approximate image LL
and three detail images LH, HL and HH., the approximate image hold most of the
information of the original image, while the others contain some details such as the edge
and textures will be represented by large coefficients in the high frequency sub-bands [15].
The reconstruction of the image is achieved by the inverse discrete wavelet transform
(IDWT).

Spread Spectrum Watermarking
To overcome the limitations in watermarking due to methods like LSB (least

significant bit) substitution and to make the system more robust against attacks, the
watermark can be spread across the cover object by using more number of bits than the
minimum required. This scheme of hiding the data ensures the survival of watermark under
various attacks due to redundancy. Generally the message used to watermark is a narrow
band signal compared to the wide band of the original image. Spread spectrum techniques
[1] applied to the message allows the frequency bands to be matched before embedding
the watermark through the original image. Spread spectrum technique also offer the
possibility of protecting the watermark privacy using a secrete key to control a pseudo
noise generator. Pseudo noise sequences are used for watermarking because of their very
good correlation properties, noise like characteristics, easier to generate and resistance to
interference.

Pseudorandom sequences are used as the spreading sequences. Pseudo noise is
generated by using matlab function rand with initial seed and round the random numbers to
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its nearest integer and thus generating 0 and 1.

Images Used for Watermarking
A cover image of size 256 X 256, bitmap image is used. The original image is

decomposed into RGB components and then the Blue component of the image is selected
for embedding the watermark as the blue plane is least perceptual to human eye [2],[9],
used Images are shown in Figure 2.

Nature of Watermark
Due to the nature of ASCII codes, a single bit error due to an attack can entirely

change the meaning of that character, and thus the message. A highly redundant form of
message, such as an image is used as a watermark. The watermark is a binary image of size
64 x 64 is used. The monochrome watermark image is converted into binary image of “1”s
and “0”s: [5], used watermark is shown in Fig.3

Figure 3 Watermark
The coefficients of mid frequency band [1] i.e. LH and HL subband frequencies are

selected for embedding. Embedding the watermark in the low frequency bands will cause
the perceptual changes in the image and embedding in high frequency bands will affect the
robustness of the watermark hence mid band frequencies i.e. LH and HL sub bands are
selected which will survives various frequency attacks.
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Watermark Embedding Technique
The Pseudorandom sequences generated with the key as the initial seed is added

[1] to the horizontal and vertical DWT coefficients (HL, LH) of the original image according
to the equation (1)

Iw (x, y) = I (x, y) + k × W (x, y) (1)
In which I(x,y) representing the DWT coefficients of the original image, Iw (x, y)) is

the watermarked image, K denotes the gain factor that is usually used to adjust the
invisibility of the watermark. The robustness of the watermarked image increases as the
gain K increases. But, with increase in the gain K the quality of the final watermarked
image reduces. If the pixel in the watermark vector is zero then the PN sequence with
appropriate gain is added to the selected Subband coefficients, the watermark embedding
process is shown in Figure 4.

Figure 4 Watermark Embedding Process

Watermark Extraction Technique
Proposed watermarking scheme deals with the extraction of the watermark

information in the absence of the original image, i.e., blind watermarking. Hence
correlation measure [1],[11] is used to detect the watermark. The correlation is calculated
between the generated PN sequence matrix and modified subband coefficients for each of
the pixels in the watermark string and if it exceeds a particular threshold then the
watermark is said to be detected.
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Figure 5 Extraction Process
The threshold for the decision is set as the mean of the correlation value for all the

pixels. During computation in the first level resolution the watermark is called detected, if
the correlation between the extracted bits and the original bits is above a threshold.
If there is no watermarked detected then, the decoder adds the second resolution level.
Once again, if the correlation between the extracted bits and the original bits is above a
threshold then the watermark is detected [17], the watermark extraction process is shown
in Figure 5.

Performance Evaluation of Proposed Watermarking Scheme
Simulation Results

Watermark is embedding in the original image bird. The watermarked and
difference Images are shown in Fig 6, is the absolute difference of the pixel intensities of
the watermarked image and the original image. The difference image gives the visual
modifications of the coefficients. Results shown in Figure 6 with selected gain.

Figure 6 Watermarked Image and Difference Image
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Watermarked Image and the extracted watermark for the gain of 0.6 and at level II
decompotion are shown in Figure 7.

Figure 7 Watermarked Image and Extracted Watermark

The simulation results shows that the PSNR value is high around 46.85 for level II
decomposition it is 41.61 for level I decomposition. The robustness of extracted logo will be
high when the gain factor is high because the high gain factor increases the embedding
strength but affects the imperceptibility of watermarked image the simulation results with
varying gain factor is shown in Figure 8.

Noise Attacks on Watermarked Image
With addition of salt and pepper & Gaussian noises performance of watermarking

scheme is analysed. Salt and pepper noise: Fig 8 shows the simulation results of
watermarked image with Salt and Pepper noise at a gain factor of 0.6 for level II
decomposition and the extracted watermark after extraction.

Figure 8 Watermarked Image and Watermark Extraction With Salt and Pepper Noise

The simulation results shows that PSNR and Mean square error is more or less same
for both level I and level II decomposition for Salt and Pepper noise addition. The
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robustness of the watermark is greatly affected for level I decomposition this is because
more number of coefficients will be modified due to addition of noise and hence results in
bad recovery of watermark.

Gaussian Noise

Figure 9 Watermarked Image and Watermark Extraction with Gaussian Noise
The simulation results in Fig. 9 shows that PSNR and mean square error is varying

for level I and II decompositions. Difference between original and noisy Image is increasing
with variance of Gaussian noise

Conclusion
This paper emphasized on the digital watermarking provides a comprehensive

evaluation algorithm that embeds and extracts the watermark information effectively. The
extraction is done without using original image hence it is a blind watermarking scheme.
The experimental results show that our scheme is highly robust against several of image
processing operations such as Gaussian noise and salt and pepper noise. Our observations
regarding the proposed watermarking scheme are summarized below: The simulation
results shows that high quality image i.e. watermarked image with high  PSNR is obtained
by embedding the watermark at low gain, but this will affect the robustness of watermark.
Also embedding the watermark at high level decomposition (II Level Decomposition)
improves both the quality of watermarked Image and the robustness of watermark. The
watermark embedding at a gain above 0.6 and at second level decomposition the
watermarked Image sustains both noise attacks. Also the algorithm is a secured scheme;
only the one with the correct key can extract the watermark. Future work may be
concentrated on coding strategies to reduce the extracted watermark bit error and
modification of the embedding technique to combat the multiple watermarking problem.
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Abstract
In this paper we aim to present a survey of different techniques on digital image

watermarking. Digital watermarking technique is becoming more important in this developing
society of internet. Digital watermarking is used as a key solution to make the data transferring
secure from illegal interferences. Digital watermark techniques are used in various areas such as
copyright protection, broadcast monitoring and owner identification. In this paper we mainly
discussed about two methods via spatial domain and frequency domain. In spatial (pixel) domain,
watermark is inserted directly by modifying the pixel values of host image. Such algorithms are very
easy at the time of implementation. However they have some problems like Low hiding capacity of
watermark information, less PSNR, less correlation between original and extracted watermark and
less security, so anyone can detect such algorithms. In frequency domain such as DCT, DFT, DWT, SVD
etc, the watermark is inserted into transformed coefficients of image giving more information hiding
capacity and more robustness against watermarking attacks because information can be spread out
to entire image.
Keywords : Digital Image Watermarking, DCT, DWT, SVD and Algorithm.

Introduction
Digital watermarking is the embedding or hiding of information within a digital file

without noticeably altering the file itself. Now digital image watermarking is increasing
attention due to the fast developing in the internet traffic. Digital watermarking achieved
is popularity due to its significance in content authentication and copyright protection for
digital multimedia data. It is inserted invisible in host image so that it can be extracted at
later times for the evidence of rightful ownership [1]. Various digital watermarking
techniques are purposed for copyright protection of multimedia data from being misused
[2, 3]. According to the embedding domain of the host image, digital image watermarking
techniques can be categorized into one of the two domains via spatial and transform. The
simplest technique in the spatial domain methods is to insert the watermark image pixels in
the least significant bits (LSB) of the host image pixels [4]. In capacity of data hiding is high
in these methods but hardly robust. Watermarking in transform domain is more secure and
robust to various attacks. The popular transform domains are frequency domain via Discrete
Fourier Transform (DFT) [5], and Singular Value Decomposition (SVD) [10, 11, 12, 13] etc.
Normally all popular methods use any of them or their popular variants for providing robust
watermarks along with other methods like neural network, vector quantization and many
more different distribution functions. Watermarking using DWT and SVD methods are known
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to have gained much more popularity than any other methods.
A well-known matrix decomposition method as Singular Value Decomposition (SVD)

is widely used in watermarking techniques. In this technique the watermark is embedded
did to the SV (s) of the whole image or a part of it. In this technique a single watermark is
used which may be lost due to attacks [11]. To improve this work [15] on DWT-based
multiple watermarking argues that inserting a visual watermark in both low and high valued
coefficients results in a robust technique for a wide range of attacks. The robustness is
increased by inserting in low valued coefficients with respect to attacks that have low pass
characteristics such as filtering, lossy compression.

Digital watermark is a technique that is embedded inside an image. It is very
similar to steganography in a number of respects. The main aim of digital image
watermarking is to embed information imperceptibly and robustly in the cover data.

This survey paper is discussed in the following sections. In section 2 we discuss the
different techniques of digital image watermarking. In section 3 we discuss the applications
of Digital Image Watermarking. In section 4 we discuss the attacks on digital image
watermarking. We conclude this survey in section 5.

Different Techniques of Digital
Watermarking

Watermarking is not a new phenomenon. In the modern era, providing authenticity
is becoming increasingly important as most of the world’s information is stored as readily
transferable bits. Digital watermarking is a process whereby arbitrary information is
encoded into an image in such a way that the additional payload is imperceptible to the
image observer. Watermarking algorithms are divided into two categories. Spatial-domain
techniques work with the pixel values directly. Frequency-domain techniques employ
various transforms, either local or global. Several widely recognized techniques are
described subsequently.

Spatial Domain Techniques
In this technique, the watermark is inserted in the cover image changing pixels or

image characteristics [33]. The algorithm should carefully weight the number of changed
bits in the pixels against the possibility of the watermark becoming visible. Mahfuzur
Rahman and Koichi Harada proposed a method to insert information in objects with layered
3D triangular meshes such as those reconstructed from CT or MI data, a parity enhanced
topology based spot area watermarking method. The robustness against unauthorized
alteration of a single bit in every consecutive 8-bits of length is enhanced by the
incorporation of parity checking. Watermark message is cut into numerous pieces and each
piece of message is inserted at different spots, hence, if a piece of message is lost in one
spot, the error correct decoding can be employed to possibly retrieve the same information
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from other spots. Their method acted against unintentional attacks translation, rotation,
arbitrary re-sectioning, scaling etc, and left artifact after intentional attacks of local and
global number re-arrangement in a robust manner. This method has the ability to check the
alteration of a single bit in every consecutive 8-bits length as it is parity enhanced.

Xiangui Kang et al.  proposed the data extraction process as one associated with a
generalized channel of additive noise with a generally non-zero mean and fading by
adaptively estimating the decision zone exploiting a training sequence and estimating the
quantization step size using the Fourier analysis method. Their approach functions against
common signal processing including Gaussian filtering, mean filtering, median filtering,
sharpening, and jpeg compression with a quality factor of as low as 10, robustly. The main
progress is the enhanced robustness against median filtering, intensity DC change, intensity
linear scaling, colour reduction, histogram equalization and intensity non-linear scaling,
etc. in comparison with the watermarking scheme described in which does not employ
adaptation. The proposed scheme has more superior robustness to additive noise
corruption, jpeg compression, median filtering, and accomplishes much enhanced
watermark invisibility simultaneously in comparison to the scheme proposed in.

C. Lu, H.Yuan and M. Liao presented a multipurpose watermarking scheme which
can be applied to attain both authentication and protection of multimedia data. The hiding
process inserts the watermark once which can be extracted for diverse applications in the
direction process, invisibly. Their proposed includes the following three special features a)
The approximation information of a host image kept in the hiding process by utilizing
masking thresholds defined based on the human visual system, b) oblivious and robust
watermarking accomplished, c) a asymmetric robust range adopted for fragile
watermarking to achieve malicious tampering detection and non-malicious tampering
tolerance.

Ruizhen Liu and Tieniu Tain presented a new watermarking method for digital
images. The SVD domain of the original image is added with the watermark. The
mathematical background of their method is very apparent and the estimation of the error
between the original image and the watermarked image is performed. The performance of
this novel algorithm is good in terms of both security and robustness owing to these
properties. Moreover, their algorithm can resolve rightful ownership devoid of encryption
and if combined with encryption, they can provide more powerful security for rightful
ownership. They performed extensive experiments and employed Cox method [1] for
comparison. The robust nature of the novel method against image distortion and its
significant superiority over Cox method is illustrated by the results.

Wei Lu and Hongtao Lu provided a novel robust digital image watermarking scheme
with the aid of sub-sampling and nonnegative matrix factorization. Originally, sub-sampling
is employed to create a sub-image sequence. Later, the nonnegative matrix factorization is
applied to decompose the sequence on basis of the column similarity of the sub-image
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sequence. A Gaussian pseudo-random watermark sequence is embedded in the factorized
decomposition coefficients. Owing to the high resemblance of sub-images and meaningful
factorization for NMF, the purposed scheme is capable of achieving superior robustness,
particularly towards common permutation attacks.

Lin et al proposed a method to solve the problems of rotation, scale, and
translation. Their solution and the prior proposals in the pattern recognition literature
regarding invariants of the Fourier-Mellin transform are associated. They observed that the
random transform can be employed for alternative implementation. Their technique is
resilient against mild jpeg compression as well. In addition, the efficiency of their method
against cropping, an attack against which no steps are taken in the design and illustrated
through the results.

 Least Significant Bits (LSB): This is the simplest approach, because the least
significant bit carries less relevant information and their modification does not
cause perceptible changes. Among these approaches there are types using only the
salient points or types, which use some kind of cryptography on the watermark
message before the embedding, process.

 SSM Modulation Based Techniques: Spread-spectrum techniques are methods in
which energy generated at one or more discrete frequencies is deliberately spread
or distributed in time. This is done for different reasons, including the
establishment of secure communications, increasing resistance to natural
interference and jamming, and to prevent detection. When applied to the context
of image watermarking, SSM based watermarking algorithms embed information by
linearly combining the host image with a small pseudo noise signal that is
modulated by the embedded watermark.

Frequency Domain Techniques
Compared to spatial domain techniques, frequency domain techniques are more

applied. The target of this technique is to insert the watermarks in the spectral coefficients
of the image. The most commonly used transforms are the Discrete Cosine Transform
(DCT), Discrete Fourier Transform (DFT), and Discrete Wavelet Transform (DWT). The
discrete wavelet transforms (DWT) and the discrete cosine transforms (DCT) are
implemented very effectively in numerous digital images watermarking scheme. In this new
era Singular Value Decomposition (SVD) is also implementing very effectively in the digital
image watermarking scheme. Al-Haj  presented a combined DWT-DCT digital image
watermarking algorithm. Watermarking is carried out through the embedding of the
watermark in the first and second level DWT sub-bands of the host image sub-sequenced by
the application of DCT on the selected DWT sub-bands. The most commonly used
transforms are given below:
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Discrete Cosine Transform (DCT)
Discrete Cosine Transform is like as Discrete Fourier Transform. It is a technique for

converting a signal into elementary frequency components [16]. The 2-dimentional DCT of
given matrix gives the frequency coefficients in the form of another matrix. The left
topmost corner of the matrix represents the lowest frequency coefficients while the right
bottom most corner represents the highest frequency coefficients. Watermarking with DCT
techniques are robust as compared to spatial domain techniques. Such algorithms are
robust on image processing operation like low pass filtering, brightness and contrast
adjustment, blurring etc. However they are weak against geometric attacks like rotation,
scaling, cropping etc. Watermarking with DCT can be divided into Global DCT watermarking
and Block based DCT watermarking. For Global DCT watermarking, the transform is applied
to all part of the image, separating the spectral regions according to their energy.
We list the algorithm steps purpose by V.M. Potdar, S.Han and E. Chang [17]:

• Segment the image into non-overlapping blocks of 8 x 8.
• Apply forward DCT to each of these blocks.
• Apply some block selection criteria.
• Apply coefficient selection criteria.
• Embed watermark by modifying the selected coefficients.
The technique proposed by J.R Hernandez, M. Amado and F.Perez Gonzalez presents

that if the watermark is inserted in perceptually most significant components, i.e., low
frequencies; the technique tends to be robust to attack but it is difficult to hide the
watermark. On the other hand, if the watermark is inserted in perceptually insignificant
components, i.e., high frequencies; it is easier to hide the watermark but the technique is
then less resistant to attacks.

The technique proposed by Y. Yang, X. Sun, H. Yang, and C.T. Li present a DCT domain
based removable visible watermarking algorithm that moderately succeeds in defeating
illegal removal and resisting compression. They intended to protect the multimedia content
and to ensure that the reconstructed images are high quality for authorized user, or else, of
low-quality for unauthorized users by embedding the visible watermark. Their technique
enabled preventing the embedded visible watermark from being illegally removed by
unauthorized users without correct user keys as their proposed scheme. In conclusion, the
watermarked image is generated by adaptive addition of the significant DCT coefficients of
the pre-processed watermark and the corresponding host image. The watermarking system
is somewhat robust against compression. They show the performance of their proposed
technique the success of the introduced scheme in preventing the inserted watermark from
illegal removal is illustrated through the results.

The perceptually important part of signal spectrum is spectrum with the watermark
message. Gaussian noise like watermarks is employed to accomplish security. The
watermarked image will be damaged if an attempt is made to destroy the watermark.
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A block which composes of several 8x8 DCT blocks is inserted with a watermark bit by
dividing the block into two parts. In order to produce an energy difference in the two parts
of the same block, where the energy difference is determined by the watermark bit, the
High frequency DCT coefficients in the compressed bit stream are selectively discarded.

The number of 8x8 DCT blocks in a block, JPEG quantization, step size, and a
minimal cut-off index for watermarking are the three parameters in this technique.

In this technique, they proposed technique that inserts the watermark into image
and extracts the watermark from the watermarked image more efficiently by exploiting the
zero-tree in the rearranged DCT coefficients. This technique is reasonable to apply in a real
time system as it can directly extract the inserted watermark from the watermarked image
devoid of the original image.

A robust digital image watermarking using hybrid DWT-DCT-SVD technique is
proposed by S.Murty and P.R.Kumar. They apply DCT to an image results in three frequency
sub-bands: low-frequency, mid-frequency and high-frequency sub-bands. They calculated
the DCT coefficients for the transformed output image by using Equation 1

In the above equation, is the input image having N x M pixels, ( , ) is the
intensity of the pixel in row and column of the image, and ( , ) is the DCT
coefficient in row and column of the DCT matrix

Discrete Wavelet Transform (DWT)
Discrete Wavelet Transform is a mathematical tool for hierarchically decomposing

an image. It is currently used in a wide variety of signal processing applications, such as in
audio and video compression, removal of noise in audio, and the simulation of wireless
antenna distribution. Wavelet transform provides both frequency and spatial description of
an image. The wavelet transform decompose the image in four channels (LL, HL, LH and
HH) with the same bandwidth thus creating a multi-resolution perspective. Due to this
advantage the watermark can embed in any of the frequency bands and on inverse
transform the watermark will be distributed throughout the low and high frequencies as
well as in the spatial domain. DWT is used a lot for watermarking and copyright protection
by Shang-Lin Hsieh et al and many others like them.
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In DWT, the most prominent information in the signal appears in high amplitudes
and the less prominent information appears in very low amplitudes. Data compression can
be achieved by discarding these low amplitudes. When the DWT is applied to an image, the
resolution is reduced by a 2K, where K is the number of timed the transform is applied.

These algorithms are called the “wavelet based watermarking” . The watermark is
inserted by substituting the coefficients of the host image for the watermark data.
This method improves mark robustness, but depends on the frequency.

Digital watermarking in wavelet domain presented by Taskovski et al.
They implemented two watermarks using binary marks in LL2 and HH2 respectively,
resulting in a mark which is robust against manipulations like compression and weak against
cropping and rescaling.

G. Hai-ying et al presented a watermark adapted to JPEG2000 using two algorithms
to modify the wavelet coefficients of the LH2 band of the cover image, introducing only
minimal differences between the watermarked image and the original.

E.Ganic and A. M. Eskicioglu proposed an algorithm that applies the SVD in all bands
of the first level of DWT, making this a watermarking process in all frequencies. They also
present the algorithm with greater robustness against cropping, Gaussian noise and
compression. Initially, the DWT is applied to HL1or HH1. In selected band, HH2 or HL2 must
be selected and divided into 4 x 4 blocks. Finally, SVD is applied to each block, and the
watermark is embedded into the S matrix.

Singular Value Decomposition (SVD)
Singular Value Decomposition (SVD) is a numeric analysis of linear algebra which is

used in many applications in image processing. It is used to decompose a matrix with a
little truncate error according to the equation below:

= [2]
Where A is the original matrix, U and V is orthogonal matrices with dimensions M x M and N
x N respectively, S is a diagonal matrix of the Eigen values of A and T indicates matrix
transposition. R.Liu and T.Tan [11] did the decomposition of the cover image and added the
watermark using a scale coefficient α to get the following equation:

[3]
Multiplying matrices U, VT and SW result in the marked image

[4]

This is possible due to the high stability of singular value of SVD. In another
approach, the cover image is separated in blocks and the SVD applied to each block [46], in
this case the dimension of watermark must be equal to the block size and a copy of the
watermark is embedded in each block. This technique improves watermark robustness and
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resistance against many kinds of attacks.
Singular Value Decomposition technique is shown to be powerful methods for robust

image watermarking. This can be attributed to the facts that:
 Singular value (SV) of a digital image is stable. The SVs remain intact when

disturbances are added to an image.
 SVD preserves both one-way and non-symmetric properties, which are not

obtainable using DCT or DFT transformations.
 SVs are able to represent intrinsic algebraic properties of a digital image.
 SVD can be performed on both square and rectangular matrices.
 SVs of the host image. The attacks used are JPEG and low pass filter. However this

method is non-blind in nature.
Sun et al. [12] proposed a method based on SVD watermarking scheme, wherein the

D component with a diagonal matrix is explored for embedding. The basic mechanism used
is the quantization of the largest component with a fixed constant integer, called
quantization coefficient. A trade-off can be achieved between transparency and robustness
by varying the quantization coefficient. However, this method is failed in extracting the
watermark with zero error rates.

Chin-Chen Chang et al. [13] proposed a watermarking scheme based on the SVD
domain. U matrix of SVD is used for the watermark embedding. The absolute difference
between the two rows of U matrix is used for the watermark embedding. They explored the
positive relationships between the rows of U and V matrices that are preserved after JPEG
compression also.

Chung et al. proposed two notes on the SVD based watermarking algorithm. From
their method, if the watermark is embedded in the columns of U matrix and rows of VT, the
perceptibility of the host image is improved. However, their method is not robust to many
attacks since watermark embedding is in U and VT matrices. Singular values represent the
algebraic properties of an image. Singular values possess the algebraic and geometric
invariance to some extent. The properties of the

 Property 2 (The Stability of SV): The stability of singular value indicates that, when
there is a little disturbance with A, the variation of its singular value is not greater
than 2-norm of disturbance matrix. 2-norm is equal to the largest singular value of
the matrix.

Applications of Digital Image
Watermarking

In this section we present the review of some common applications before
discussing watermarking algorithms.

 Broadcasting Monitoring: This type of monitoring is used to confirm the content
that is supposed to be transmitted. As an example, commercial advertisements
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could be monitored through their watermarks to confirm timing and count.
 Owner Identification: The conventional form of intellectual ownership verification

is a visual mark. But, nowadays, this is easily overcome by the use of software that
modifies
images. An example is images with a copyright registration symbol © which have
this mark removed by specialized software. In this case invisible watermarks are
used in order to overcome the problem.

 Fingerprinting: A watermarked object contains information about the owner
permissions. Several fingerprints can be hosted in the same image since the object
could belong to several users.

 Publication Monitoring and Copy Control: The watermark contains owner data and
specifies the corresponding amount of copies allowed. This presupposes hardware
and software able to update the watermark at every use. It also allows copy
tracking of unauthorized distribution since owner data is recorded in the
watermark.

 Image and Content Authentication: In an image authentication application the
intent is to detect modifications to the data. The characteristics of the image, such
as its edges, are inserted and compared with the current images for differences. A
solution to this problem could be borrowed from cryptography, where digital
signature has been studied as a message authentication method. Digital signature
essentially represents some kind of summery of the content. If any part of the
content is modified, its summery, the signature, will change making it possible to
detect that some kind of tampering has taken place. One example of digital
signature technology being used for image authentication is the trustworthy digital
camera.

 Temper Detection: Fragile watermarks are used for tamper detection. If the
watermark is destroyed or degraded, it indicates presence of tampering and hence
digital content cannot be trusted.
Medical Application: Name of the patients can be printed on the X-ray reports and

MRI scans using techniques of visible watermarking. The medical reports play a very
important role in the treatment offered to the patient. If there is a mix up in the reports of
two patients this could lead to a disaster.

Copyright Protection: Watermarking is essentially applied for copyright protection.
The aim is to evade other parties from claiming the copyright by embedding the
information that identifies the copyright owner of the digital media. The application must
make certain that embedded watermark cannot be eliminated without causing a
noteworthy deformation in digital media though maintaining a high level of robustness. It is
important to consider further necessities in addition to robustness. For instance, the
watermark must ably determine rightful ownership if other parties embed additional
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watermarks and also explicit by nature. When a new work is produced, copyright
information can be inserted as a watermark. In case of dispute of ownership, this
watermark can provide evidence.

Content Description: This watermark can contain some detailed information of the
host image such as labeling and captioning. For this kind of application, capacity of
watermark should be relatively large and there is no strict requirement of robustness.

Convert Communication: The embedded signal is employed in the transmission of
secret information from one person (or computer) to another, devoid of anyone along the
way becoming aware that this information is being transmitted. It includes exchange of
messages secretly inserted within images. In this case, the main requirement is that hidden
data should not raise any suspicion that a secret message is being communicated.

Signatures: The content owner is recognized by the watermark. It is possible that
this might be exploited by a potential user to get hold of legal rights to copy or publish the
content from the contact owner.

Attacks on Watermarking
The transmission media can cause some loss in the signal implying in a damaged

content. These attacks may be intentional or accidental. Intentional attacks use all
available resources to destroy or modify the watermark making it impossible to extract it,
the methods usually used are: signal processing techniques, cryptanalysis, steganalysis.
On the other hand, accidental attacks are inevitable, because every image processing or
transmission noise may introduce distortions. Besides these types, there are other types of
attacks called estimation based on attacks. In estimation based attacks, estimates of either
the watermark data or the original object can be obtained using stochastic methods.
Testimation based attacks can be classified as removal, protocol, or desynchronization
depending on the way the estimate is used.

Removal and Interference Attacks: Removal attacks intend to remove the
watermark data from the watermarked object. Such attacks exploit the fact that the
watermark is usually an additive noise signal present in the host signal. Moreover,
interference attacks are those which an additional noise to the watermarked object. Lossy
compression, quantization, collusion, denoising, remodulation, averaging and noise storm
are some examples of this category of attacks. The collusion attack occurs when a number
of authorized recipients of the multimedia object come together to generate an un-
watermarked object by averaging all the different watermarked objects.

Geometric Attacks: Geometric attacks are specific to images and videos.
Geometric attacks do not actually remove the watermark, but manipulate the watermarked
object in such a way that the detector cannot find the watermark data. This type of attack
includes affine transforms such as rotation, translation, and scaling. Warping, line/column
removal and cropping are also included in this family of attacks. Another example of
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geometric attack is the mosaic attack. In this mosaic attack, the watermark image is
divided into several parts and rearranged using proper HTML code, constructing watermark
image in which the watermark detector will fail to provide desired results. Local pixel
jittering is an efficient spatial domain geometric attack.

Cryptographic Attacks: The above two types of attacks, removal and geometric, do
not breach the security of the watermarking algorithm. On the other hand, cryptographic
attacks deal with the cracking of the security. For example, finding the secrete
watermarking key using exhaustive brute force method is a cryptographic attack. Another
example of this type of attack is the oracle attack. In the oracle attack, a non-
watermarked object is created when a public watermark detector device is available.
These attacks are similar to the attacks used in cryptography.

Protocol Attacks: The protocol attacks exploit the loopholes in the watermarking
concept. One example of such attack is the IBM attack. The IBM attack is also known as the
deadlock attack, inversion attack, or fake-original attack. This attack embeds one or
several additional watermarks such that it is unclear which the watermark of the original
owner was. Watermarking of an already watermarked image is called re-watermarking. In
some inversion attacks, a fake original object is created that produces the same results
through the detector as that of the real original object.
Hartung et al.  also classified these attacks in classes:

Simple Attacks: These attacks change the data of the cover image without
attempting to target the watermark location. Example: Noise addition, cropping,
conversion to analog and wavelet-based compression.

Disabling Attacks: The goal of these attacks is to attempt to break the correlation
between the watermark and the cover image, making extraction impossible. Example:
Geometric distortions, rotation, cropping and insertion of pixels.

Ambiguity Attacks: These attacks confuse the receptor by embedding a fake
watermark, making it impossible to discover which the original embedded mark in the
cover image was.

Removal Attacks: In this type of attack a study of the watermark is carried out,
estimating the watermark content and attempting to separate it from the host image.
Example: Certain non-linear filter operations and attacks tailored to a specific watermark
algorithm.

Conclusion
In this paper, I have reviewed some recent algorithms, proposed a classification

based on their intrinsic features, inserting methods and extraction forms. Many
watermarking algorithms are reviewed in the literatures which show advantages in systems
using wavelet transforms with SVD. These marks are robust against several different
attacks. In this paper we also have presented a review of the significant techniques in
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existence for watermarking those which are employed in copyright protection. Along with
these, an introduction to digital watermarking, properties of watermarking and its
applications have been presented.In future works, the use of coding and cryptography
watermarks will be approached. There is a large amount of literature on these topics
showing that the robustness increments can be gained through the addition of coding
techniques.
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Abstract
We are soaked in a flood of data today. In a broad range of application areas, data is being

collected at unprecedented scale. Decisions that previously were based on guesswork, or on
painstakingly constructed models of reality, can now be made based on the data itself. Such Big Data
analysis now drives nearly every aspect of our modern society, including mobile services, retail,
manufacturing, financial services, life sciences, and physical sciences. Scientific research has been
revolutionized by Big Data. As technology advances, particularly with the advent of Next Generation
Sequencing, the size and number of experimental data sets available is increasing exponentially.
There have been persuasive cases made for the value of Big Data for urban planning, intelligent
transportation, energy saving, smart materials ,computational social sciences, financial systemic risk
analysis, homeland security , computer security , and so on. It is widely believed that the use of
information technology can reduce the cost of healthcare while improving its quality. This paper
describes the nascent field of big data analytics in healthcare, discusses the benefits, outlines an
architectural framework and methodology, and briefly discusses the challenges.
Keywords : Bigdata Analytics Hadoop Healthcare Framework Methodology

Introduction
What  is big data?

The healthcare industry historically has generated large amounts of data, driven by
record keeping, compliance & regulatory requirements, and patient care [1]. While most
data is stored in hard copy form, the current trend is toward rapid digitization of these
large amounts of data. Driven by mandatory requirements and the potential to improve the
quality of healthcare delivery meanwhile reducing the costs, these massive quantities of
data (known as ‘big data’) hold the promise of supporting a wide range of medical and
healthcare functions, including among others clinical decision support, disease surveillance,
and population health management [2, 3, 4, 5]. Reports say data from the U.S. healthcare
system alone reached, in 2011, 150 exabytes. At this rate of growth, big data for U.S.
healthcare will soon reach the zettabyte (1021 gigabytes) scale and, not long after, the
yottabyte (1024 gigabytes) [6]. Kaiser Permanente, the California-based health network,
which has more than 9 million members, is believed to have between 26.5 and 44 petabytes
of potentially rich data from EHRs, including images and annotations [6].By definition, big
data in healthcare refers to electronic health data sets so large and complex that they are
difficult (or impossible) to manage with traditional software and/or hardware; nor can they
be easily managed with traditional or common data management tools and methods [7]. Big
data in healthcare is overwhelming not only because of its volume but also because of the
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diversity of data types and the speed at which it must be managed [7]. The totality of data
related to patient healthcare and well-being make up “big data” in the healthcare industry.

It includes clinical data from CPOE and clinical decision support systems
(physician’s written notes and prescriptions, medical imaging, laboratory, pharmacy,
insurance, and other administrative data); patient data in electronic patient records
(EPRs); machine generated/sensor data, such as from monitoring vital signs; social media
posts, including Twitter feeds (so-called tweets) blogs status updates on Facebook and
other platforms, and web pages; and less patient-specific information, including emergency
care data, news feeds, and articles in medical journals.

For the big data scientist, there is, amongst this vast amount and array of data,
opportunity. By discovering associations and understanding patterns and trends within the
data, big data analytics has the potential to improve care, save lives and lower costs. Thus,
big data analytics applications in healthcare take advantage of the explosion in data to
extract insights for making better informed decisions. This paper provides an overview of
big data analytics in healthcare as it is emerging as a discipline. First, we define and
discuss the various advantages and characteristics of big data analytics in healthcare. Then
we describe the architectural framework of big data analytics in healthcare. Third, the big
data analytics application development methodology is described. Fourth,  the challenges
are identified. Lastly, I offer conclusions and future directions.

Big Data Analytics in Healthcare
Health data volume is expected to grow dramatically in the years ahead. In

addition, healthcare reimbursement models are changing; meaningful use and pay for
performance are emerging as critical new factors in today’s healthcare environment.
Although profit is not and should not be a primary motivator, it is vitally important for
healthcare organizations to acquire the available tools, infrastructure, and techniques to
leverage big data effectively or else risk losing potentially millions of dollars in revenue and
profits.

Advantages to Healthcare
By digitizing, combining and effectively using big data, healthcare organizations

ranging from single-physician offices and multi-provider groups to large hospital networks
and accountable care organizations stand to realize significant benefits. Potential benefits
include detecting diseases at earlier stages when they can be treated more easily and
effectively.; managing specific individual and population health and detecting health care
fraud more quickly and efficiently. Numerous questions can be addressed with big data
analytics. Big data Analytics can reduce healthcare expenditure .big data could help reduce
waste and inefficiency in the following three areas:
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Clinical operations: Comparative effectiveness research to determine more clinically
relevant and cost-effective ways to diagnose and treat patients.

Research & development: 1) predictive modelling to lower attrition and produce a
leaner, faster, more targeted R & D pipeline in drugs and devices; 2) statistical tools and
algorithms to improve clinical trial design and patient recruitment to better match
treatments to individual patients, thus reducing trial failures and speeding new treatments
to market; and 3) analyzing clinical trials and patient records to identify follow-on
indications and discover adverse effects before products reach the market.

Public health: 1) analyzing disease patterns and tracking disease outbreaks and
transmission to improve public health surveillance and speed response; 2) faster development
of more accurately targeted vaccines, e.g., choosing the annual influenza strains; and, 3)
turning large amounts of data into actionable information that can be used to identify needs,
provide services, and predict and prevent crises, especially for the benefit of populations. In
addition, suggests big data analytics in healthcare can contribute to

Evidence-based medicine: Combine and analyze a variety of structured and
unstructured data-EMRs, financial and operational data, clinical data, and genomic data to
match treatments with outcomes, predict patients at risk for disease or readmission and
provide more efficient care;

Genomic analytics: Execute gene sequencing more efficiently and cost effectively
and make genomic analysis a part of the regular medical care decision process and the
growing patient medical record;

Pre-adjudication fraud analysis: Rapidly analyze large numbers of claim requests
to reduce fraud, waste and abuse;

Device/remote monitoring: Capture and analyze in real-time large volumes of fast-
moving data from in-hospital and in-home devices, for safety monitoring and adverse event
prediction;

Patient profile analytics: Apply advanced analytics to patient profiles (e.g.,
segmentation and predictive modeling) to identify individuals who would benefit from
proactive care or lifestyle changes, for example, those patients at risk of developing a
specific disease (e.g., diabetes) who would benefit from preventive care.

According to areas in which enhanced data and analytics yield the greatest results
include: pinpointing patients who are the greatest consumers of health resources or at the
greatest risk for adverse outcomes; providing individuals with the information they need to
make informed decisions and more effectively manage their own health as well as more
easily adopt and track healthier behaviours

The 4 “Vs” of big data analytics in healthcare
Like big data in healthcare, the analytics associated with big data is described by

three primary characteristics: volume, velocity, variety, Veracity of data
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Volume of Data
Over time, health-related data will be created and accumulated continuously,

resulting in an incredible volume of data. The already daunting volume of existing
healthcare data includes personal medical records, radiology images, clinical trial data FDA
submissions, human genetics and population data genomic sequences, etc. Newer forms of
big data, such as 3D imaging, genomics and biometric sensor readings, are also fueling this
exponential growth.

Velocity of Data
Fortunately, advances in data management, particularly virtualization and cloud

computing, are facilitating the development of platforms for more effective capture,
storage and manipulation of large volumes of data. Data is accumulated in real-time and at
a rapid pace, or velocity. The constant flow of new data accumulating at unprecedented
rates presents new challenges. Just as the volume and variety of data that is collected and
stored has changed, so too has the velocity at which it is generated and that is necessary
for retrieving, analyzing, comparing and making decisions based on the output.

Most healthcare data has been traditionally static—paper files, x-ray films, and
scripts. Velocity of mounting data increases with data that represents regular monitoring,
such as multiple daily diabetic glucose measurements (or more continuous control by insulin
pumps), blood pressure readings, and EKGs. Meanwhile, in many medical situations,
constant real-time data (trauma monitoring for blood pressure, operating room monitors for
anaesthesia, bedside heart monitors, etc.) can mean the difference between life and
death.

Variety of Data
The enormous variety of data—structured, unstructured and semi-structured—is a

dimension that makes healthcare data both interesting and challenging.
Structured data is data that can be easily stored, queried, recalled, analyzed and

manipulated by machine. Historically, in healthcare, structured and semi-structured data
includes instrument readings and data generated by the ongoing conversion of paper
records to electronic health and medical records. Historically, the point of care generated
unstructured data: office medical records, handwritten nurse and doctor notes, hospital
admission and discharge records, paper prescriptions, radiograph films, MRI, CT ,fitness
devices, genetics and genomics, social media research and other sources. But relatively
little of this data can presently be captured, stored and organized so that it can be
manipulated by computers and analyzed for useful information. Healthcare applications in
particular need more efficient ways to combine and convert varieties of data including
automating conversion from structured to unstructured data.
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The potential of big data in healthcare lies in combining traditional data with new
forms of data, both individually and on a population level. We are already seeing data sets
from a multitude of sources support faster and more reliable research and discovery. If, for
example, pharmaceutical developers could integrate population clinical data sets with
genomics data, this development could facilitate those developers gaining approvals on
more and better drug therapies more quickly than in the past and, more importantly,
expedite distribution to the right patients.

Veracity of Data
Some practitioners and researchers have introduced a fourth characteristic,

veracity “data assurance”. That is, the big data, analytics and outcomes are error-free and
credible. Of course, veracity is the goal, not (yet) the reality. Data quality issues are of
acute concern in healthcare for two reasons: life or death decisions depend on having the
accurate information, and the quality of healthcare data, especially unstructured data, is
highly variable and all too often incorrect. (Inaccurate “translations” of poor handwriting
on prescriptions are perhaps the most infamous example).

Veracity in healthcare data faces many of the same issues as in financial data,
especially on the payer side. Other veracity issues are unique to healthcare. Improving
coordination of care, avoiding errors and reducing costs depend on high-quality data, as do
advances in drug safety and efficacy, diagnostic accuracy and more precise targeting of
disease processes by treatments. But increased variety and high velocity hinder the ability
to cleanse data before analyzing it and making decisions, magnifying the issue of data
“trust”.

The ‘4Vs’ are an appropriate starting point for a discussion about big data analytics
in healthcare. But there are other issues to consider, such as the number of architectures
and platforms, and the dominance of the open source paradigm in the availability of tools.

Architectural framework
The conceptual framework for a big data analytics project in healthcare is similar

to that of a traditional health informatics or analytics project. The key difference lies in
how processing is executed. In a regular health analytics project, the analysis can be
performed with a business intelligence tool installed on a stand-alone system, such as a
desktop or laptop. Because big data is by definition large, processing is broken down and
executed across multiple nodes. The concept of distributed processing has existed for
decades. What is relatively new is its use in analyzing very large data sets as healthcare
providers start to tap into their large data repositories to gain insight for making better-
informed health-related decisions. Furthermore, open source platforms such as
Hadoop/MapReduce, available on the cloud, have encouraged the application of big data
analytics in healthcare.
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Figure 1 indicates, the complexity begins with the data itself.

Figure1
Big data in healthcare can come from internal (e.g., electronic health records,

clinical decision support systems, CPOE, etc.) and external sources (government sources,
laboratories, pharmacies, insurance companies & HMOs, etc.), often in multiple formats
(flat files, .csv, relational tables, ASCII/text, etc.) and residing at multiple locations
(geographic as well as in different healthcare providers’ sites) in numerous legacy and
other applications (transaction processing applications, databases, etc.). Sources and data
types include:

1. Web and social media data: Clickstream and interaction data from Facebook,
Twitter, LinkedIn, blogs, and the like. It can also include health plan websites,
smartphone apps, etc. [6].

2. Machine to machine data: readings from remote sensors, meters, and other vital
sign devices [6].

3. Big transaction data: health care claims and other billing records increasingly
available in semi-structured and unstructured formats [6].

4. Biometric data: finger prints, genetics, handwriting, retinal scans, x-ray and other
medical images, blood pressure, pulse and pulse-oximetry readings, and other
similar types of data [6].

5. Human-generated data: unstructured and semi-structured data such as EMRs,
physicians notes, email, and paper documents [6].
For the purpose of big data analytics, this data has to be pooled. In the second

component the data is in a ‘raw’ state and needs to be processed or transformed, at which
point several options are available. A service-oriented architectural approach combined
with web services (middleware) is one possibility. The data stays raw and services are used
to call, retrieve and process the data. Another approach is data warehousing wherein data
from various sources is aggregated and made ready for processing, although the data is not
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available in real-time. Via the steps of extract, transform, and load (ETL), data from
diverse sources is cleansed and readied. Depending on whether the data is structured or
unstructured, several data formats can be input to the big data analytics platform.

In this next component in the conceptual framework, several decisions are made
regarding the data input approach, distributed design, tool selection and analytics models.
Finally, on the far right, the four typical applications of big data analytics in healthcare are
shown. These include queries, reports, OLAP, and data mining.

Platforms & Tools for Big Data Analytics in Healthcare
The platforms and tools supports the Hadoop distributed platform These are

summarized in Table 1.
Platform/Tool Description

The Hadoop Distributed File
System (HDFS)

HDFS enables the underlying storage for the Hadoop
cluster. It divides the data into smaller parts and
distributes it across the various servers/nodes.

MapReduce

MapReduce provides the interface for the distribution
of sub-tasks and the gathering of outputs. When tasks
are executed, MapReduce tracks the processing of
each server/node.

PIG and PIG Latin (Pig and
PigLatin)

Pig programming language is configured to assimilate
all types of data (structured/unstructured, etc.). It is
comprised of two key modules: the language itself,
called PigLatin, and the runtime version in which the
PigLatin code is executed.

Hive

Hive is a runtime Hadoop support architecture that
leverages Structure Query Language (SQL) with the
Hadoop platform. It permits SQL programmers to
develop Hive Query Language (HQL) statements akin
to typical SQL statements.

Jaql

Jaql is a functional, declarative query language
designed to process large data sets. To facilitate
parallel processing, Jaql converts “‘high-level’ queries
into ‘low-level’ queries” consisting of MapReduce
tasks.

Zookeeper

Zookeeper allows a centralized infrastructure with
various services, providing synchronization across a
cluster of servers. Big data analytics applications
utilize these services to coordinate parallel processing
across big clusters.

HBase
HBase is a column-oriented database management
system that sits on top of HDFS. It uses a non-SQL
approach.
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Methodology
While several different methodologies are being developed in this rapidly emerging

discipline, here we outline one that is practical and hands-on. Table 2 shows the main
stages of the methodology.

Outline of Big Data Analytics in Healthcare Methodology

Step 1
Concept statement

• Establish need for big data analytics project in healthcare based on the
“4Vs”.

Step 2

• What is the problem being addressed?

• Why is it important and interesting?
• Why big data analytics approach?
• Background material

Step 3

Methodology

• Propositions
Variable selection

• Data collection
• ETL and data transformation
• Platform/tool selection
• Conceptual model
Analytic techniques

Association, clustering, classification, etc.
Results & insight

Step 4 Deployment

• Evaluation & validation

• Testing

Step1
In Step 1, the interdisciplinary big data analytics in healthcare team develops a

‘concept statement’. This is a first cut at establishing the need for such a project. The
concept statement is followed by a description of the project’s significance. The healthcare
organization will note that there are trade-offs in terms of alternative options, cost,
scalability, etc.
Step2

Once the concept statement is approved, the team can proceed to Step 2, the
proposal development stage. Here, more details are filled in. Based on the concept
statement, several questions are addressed: What problem is being addressed? Why is it
important and interesting to the healthcare provider? What is the case for a ‘big data’
analytics approach? (Because the complexity and cost of big data analytics are significantly
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higher compared to traditional analytics approaches, it is important to justify their use).
The project team also should provide background information on the problem domain as
well as prior projects and research done in this domain.
Step3

In Step 3, the steps in the methodology are fleshed out and implemented. The
concept statement is broken down into a series of propositions. (Note these are not
rigorous as they would be in the case of statistical approaches. Rather, they are developed
to help guide the big data analytics process). Simultaneously, the independent and
dependent variables or indicators are identified. The data sources, as outlined in Figure 1,
are also identified; the data is collected, described, and transformed in preparation for for
analytics. A very important step at this point is platform/tool evaluation and selection.
There are several options available, as indicated previously, including AWS Hadoop,
Cloudera, and IBM BigInsights.
Step 4

In Step 4, the models and their findings are tested and validated and presented to
stakeholders for action. Implementation is a staged approach with feedback loops built in
at each stage to minimize risk of failure.

Challenges
At minimum, a big data analytics platform in healthcare must support the key

functions necessary for processing the data. The criteria for platform evaluation may
include availability, continuity, ease of use, scalability, ability to manipulate at different
levels of granularity, privacy and security enablement, and quality assurance. In addition,
while most platforms currently available are open source, the typical advantages and
limitations of open source platforms apply. To succeed, big data analytics in healthcare
needs to be packaged so it is menu-driven, user-friendly and transparent. Real-time big
data analytics is a key requirement in healthcare. The lag between data collection and
processing has to be addressed. The dynamic availability of numerous analytics algorithms,
models and methods in a pull-down type of menu is also necessary for large-scale adoption.
The important managerial issues of ownership, governance and standards have to be
considered. And woven through these issues are those of continuous data acquisition and
data cleansing. Health care data is rarely standardized, often fragmented, or generated in
legacy IT systems with incompatible formats. This great challenge needs to be addressed as
well.

Conclusion
Big data analytics has the potential to transform the way healthcare providers use

sophisticated technologies to gain insight from their clinical and other data repositories and
make informed decisions.
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Future Enhancement
In the future we’ll see the rapid, widespread implementation and use of big data

analytics across the healthcare organization and the healthcare industry. To that end, the
several challenges highlighted above, must be addressed. As big data analytics becomes
more mainstream, issues such as guaranteeing privacy, safeguarding security, establishing
standards and governance, and continually improving the tools and technologies will garner
attention. Big data analytics and applications in healthcare are at a nascent stage of
development, but rapid advances in platforms and tools can accelerate their maturing
process.

References
1. Raghupathi W: Data Mining in Health Care. Healthcare Informatics: Improving

Efficiency and Productivity. Edited by: Kudyba S. 2010, Taylor & Francis, 211-223.
2. Burghard C: Big Data and Analytics Key to Accountable Care Success. 2012, IDC

Health Insight
3. Dembosky A: “Data Prescription for Better Healthcare.” Financial Times, December

12, 2012, p. 19. 2012, Available from: Feldman B, Martin EM, Skotnes T: “Big Data
in Healthcare Hype and Hope.” October 2012. Dr. Bonnie 360. 2012, Fernandes L,
O’Connor M, Weaver V: Big data, bigger outcomes. J AHIMA. 2012, 38-42.

4. IHTT: Transforming Health Care through Big Data Strategies for leveraging big data
in the health care industry. 2013, Frost & Sullivan: Drowning in Big Data? Reducing
Information Technology Complexities and Costs for Healthcare Organizations. Bian
J, Topaloglu U, Yu F, Yu F: Towards Large-scale Twitter Mining for Drug-related
Adverse Events. 2012, Maui, Hawaii: SHB

5. Raghupathi W, Raghupathi V: An Overview of Health Analytics. 2013, Working paper
6. Ikanow: Data Analytics for Healthcare: Creating Understanding from Big data,
7. jStart: “How Big Data Analytics Reduced Medicaid Re-admissions.” A jStart Case

Study. 2012, Knowledgent: Big Data and Healthcare Payers.



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 65

CLOUD AND BIG DATA: A COMPELLING COMBINATION IN FUTURE

I.Juliet Santhi1
1 Assistant Professor Department of Computer Science & Computer Applications,

Arul Anandar College, Karumathur, Madurai-625514

Abstract
The term ‘Big Data’ has spread rapidly in the framework of Data Mining and Business

Intelligence. The two initiatives are currently top in the mind of the organizations across the globe:
big data analytics and cloud computing. Big data analytics offers the promise of providing valuable
insights that can create competitive advantage, spark new innovations, and drive increased
revenues. Cloud computing has the potential to enhance business agility and productivity while
enabling greater efficiencies and reducing costs. Hence most of the organizations are moving beyond
questions of what and how to store big data to addressing how to derive meaningful analytics that
respond to real business needs. As cloud computing continues to mature, a growing number of
enterprises are building efficient and agile cloud environments, and cloud providers continue to
expand service offerings. It makes sense only then the organizations should look to cloud computing
as the structure to support big data analytics. Big data environments require clusters of servers to
support the tools that process the large volumes, high velocity, and varied formats of big data.
Clouds are already deployed on pools of server, storage, and networking resources and can scale up
or down as needed. Cloud computing offers a cost-effective way to support big data technologies and
the advanced analytics applications that can drive business value. This paper describes the way in
which the cloud computing is an enabler for advanced analytics with big data, analytics-as-a-service
models for cloud-based big data analytics and the challenges posed to this new paradigm.

Introduction
We are immersed in the Information Age where vast amounts of data are available.

Petabytes of data are recorded everyday resulting in a large volume of information, this
incoming information arrives at a high rate and its processing involves real-time
requirements implying a high velocity.  We may find a wide variety of structured, semi-
structured, and unstructured data. The current explosion of data that is being generated is
due to three main reasons: (1) hundreds of applications such as mobile sensors, social
media services, and other related devices are collecting information continuously; (2)
storage capacity has improved so much that collecting data is cheaper than ever, making
preferable to buy more storage space rather than deciding what to delete; (3) Machine
Learning and information retrieval approaches have reached a significant improvement in
the last years, thus enabling the acquisition of a higher degree of knowledge from data.
Corporations are aware of these developments. Gaining critical business insights by
querying and analyzing such massive amounts of data is becoming a necessity. This issue is
known as Business Intelligence (BI), which refers to decision support systems that combine
data gathering, data storage, and knowledge management with analysis to provide input to
the decision process. Regarding the former issues, a new concept appears as a more
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general field, integrating data warehousing, Data Mining (DM), and data visualization for
Business Analytics.

Cloud Computing is an Enabler for Big Data Analytics
Cloud computing is becoming a reality for many businesses, with private cloud

deployments often leading the way. Cloud technology is maturing and addressing barriers to
adoption with improvements in security and data integration, while IT organizations are
evolving to support cloud services delivery. As a result, businesses are demonstrating
growing trust in cloud delivery models. Investments in big data analysis can be significant
and drive a need for efficient, cost-effective infrastructure. The resources to support
distributed computing models typically reside in large and midsize data centers. Private
clouds can offer a more efficient, cost-effective model to implement analysis of big data
in-house, while augmenting internal resources with public cloud services. This hybrid cloud
option enables companies to use on-demand storage space and computing power via public
cloud services for certain analytics initiatives, and provide added capacity and scale as
needed. Big data may mix internal and external sources. While enterprises often keep their
most sensitive data in-house, huge volumes of big data (owned by the organization or
generated by third-party and public providers) may be located externally, some of it
already in a cloud environment. Moving relevant data sources behind the firewall can be a
significant commitment of resources. Analyzing the data where it resides, either in internal
or public cloud data centers or in edge systems and client devices is often makes more
sense. Data services are needed to extract value from big data. Depending on requirements
and the usage scenario may be to focus on analytics as a service (AaaS) supported by the
internal private cloud, a public cloud, or a hybrid model.

Cloud And Big Data: A Compelling Combination
Cloud delivery models offer exceptional flexibility, enabling organizations to

evaluate the best approach to each business user’s request. For example, organizations
that already support an internal private cloud environment can add big data analytics to
their in-house offerings, use a cloud services provider, or build a hybrid cloud that protects
certain sensitive data in a private cloud, but takes advantage of valuable external data
sources and applications provided in public clouds. Cloud Computing and Big Data are
conjoined. The Big Data processing for organizations of all sizes are empowered by the
cloud by relieving a number of problems. Cloud Computing democratizes and empowers big
data – any enterprise can now work with unstructured data at a large scale. Cloud
computing by bringing the big data analyses to the masses has provided businesses with
affordable and flexible to immense amounts of computing resources on demand. Cloud
computing models can help accelerate the potential for scalable analytics solutions. Clouds
offer flexibility and efficiencies for accessing data, delivering insights, and driving value.
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However, cloud-based big data analytics is not a one size- fits-all solution. Organizations
using cloud infrastructure to provide AaaS have multiple options. By weighing factors of
workload, cost, security, and data interoperability, IT can choose to utilize their private
cloud to mitigate risk and maintain control; use public cloud infrastructure, platform, or
analytics services to further enhance scalability; or implement a hybrid model that
combines private and public cloud resources and services. It does not matter that which
cloud delivery model makes the most sense, businesses with varying needs and budgets can
unlock the potential of big data in cloud environments.

Analytics As A Service Insight Framework
The could providers address the user needs across the full range of analytics

requirements with cloud-based AaaS, from data delivery and management to data usage. By
developing a comprehensive cloud-based big data strategy, it can define an insight
framework and optimize the total value of enterprise data.
An AaaS insight framework encompasses the following key capabilities:

 Capturing and extracting structured and unstructured data from trusted sources,
including prioritizing the most critical data and identifying what to retain and for
how long

 Managing and controlling data under comprehensive policy and governance
guidelines across a global enterprise and in compliance with specific industry
requirements

 Performing data integration, analysis, transformation, and visualization to deliver
the right information to the right location at the right time.

Big Data Trends
Big data analytics is a set of advanced technologies designed to work with large

volumes of complex and heterogeneous data. It uses refined quantitative methods such as
machine learning, neural networks, robotics, computational mathematics, and artificial
intelligence to explore the data and to discover interrelationship and patterns.
 Data is becoming more valuable

Today the conversation is shifting from “What data should we store?” to “What can
we do with the data?” Organizations are looking to unlock data’s hidden potential and
deliver competitive advantage. Companies must find new approaches to processing,
managing, and analyzing their data. The scope of big data analytics continues to expand.
 Data Analytics is moving from batch to real time

The amount of batch versus real-time processing is split evenly today; the trend is
toward increasing real time to two-thirds of total data management.  At the same time, the
technology for processing real-time or near-real-time information is moving past hype to
early stages of maturity.
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 Real time supports predictive analytics
Predictive analytics enables organizations to move to a future-oriented view of

what’s ahead and offers organizations some of the most exciting opportunities for driving
value from big data. Real-time data provides the prospect for fast, accurate, and flexible
predictive analytics that quickly adapt to changing business conditions.

Challenges of Big Data
 Collection

One of the major problems with big data is its huge size. The world’s data is
growing at an alarming velocity. The major problem with this system would be getting the
data into the cloud to begin processing. Using standard Internet connections to upload the
data to the cloud would be a bottleneck in the process. New techniques need to be
investigated and developed to increase the efficiency of data movement into the cloud as
well as across clouds.
 Storage

A significant problem with handling big data is the type of storage. Using a cloud
approach, the traditional database is not currently suited to take advantage of the cloud’s
scalability. Current systems that exist handle scalability but do so at the expense of many
of the advantages the relational model provides. New systems need to carefully take into
account the requirement for these features while also providing a scalable model.
 Analysis

The major reason behind the need for handling big data is to be able to obtain
value from data analysis. Analytic techniques and methods need to be further researched to
develop techniques that can be able to process rising data sets. Simplification of the
analysis process of big data is a major goal behind big data.
 Security

There is a great focus on two main problems when securing the large data systems.
The first is to secure these systems such that there is a limited amount of overhead
introduced so that performance will be greatly unaffected. More research and development
needs to be conducted on securing data throughout the data analysis process. Unlike most
RDBMS, No SQL security is largely relied on outside of the database system.

Conclusion
Cloud is beginning to expand from application of ICT to business processes to

innovation, which is intended to optimize systems by identifying valuable information via
analysis of data aggregated into clouds. Data analysis must be repeated many times from
different perspectives and high-speed and low-cost processing is required in all phases of
development and operation. The volume of data that exists on the cloud is constantly
enlarging such that the majority of data has been created in just the past few years. With
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that in mind, the “big data” of tomorrow can be expected to be magnitudes larger than it
is by today’s standards. As a result, the problems of big data will only become more
prominent and dominant in the future as solutions are being developed to meet the
emerging needs. The benefits offered by cloud such as temporary availability of massive
computational resources and cost reduction by resource sharing have the potential to meet
this need. Future development is expected to focus on systems that provide real-time, ad
hoc querying capabilities over large scale data.

The benefits offered by cloud such as temporary availability of massive
computational resources and cost reduction by resource sharing have the potential to meet
this need.
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Introduction
Image Processing Toolbox provides a comprehensive set of reference-standard

algorithms, functions, and apps for image processing, analysis, visualization, and algorithm
development. You can perform image analysis, image segmentation, image enhancement,
noise reduction, geometric transformations, and image registration. Image Processing
Toolbox supports a diverse set of image types, including high dynamic range, gig pixel
resolution, embedded ICC profile, and tomographic.

Process Digital Images with Computer Algorithms
Digital image processing is the use of computer algorithms to create, process,

communicate, and display digital images. Digital image processing algorithms can be used
to:

• Convert signals from an image sensor into digital images
• Improve clarity, and remove noise and other artifacts
• Extract the size, scale, or number of objects in a scene
• Prepare images for display or printing
• Compress images for communication across a network

The following images illustrate a few of these examples:

Figure1 Removing noise using a Wiener Filter
Objectives

• Exploration and Discovery
• Image Enhancement
• Image Analysis
• Image Segmentation
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Exploration and Discovery
Image Processing Toolbox supports images and video generated by a wide range of

devices, including webcams, digital cameras, satellite and airborne sensors, medical
imaging devices, microscopes, telescopes, and other scientific instruments. You can use
functions and apps to visualize, analyze, and process these images in many data types.

Image Acquisition Toolbox you can acquire live images and video from frame
grabbers, GigE Vision cameras, DCAM cameras, and other devices.

Standard and Specialized File Formats
MATLAB supports standard data and image formats including:
• AVI
• JPEG
• JPEG-2000
• FITS
• HDF
• HDF-EOS
• M4V
• MOV

It also supports the multiband image formats BIP and BIL, as used by LANDSAT. Low-
level I/O and memory mapping functions enable you to develop custom routines for working
with any data format. Image Processing Toolbox supports a number of specialized image
file formats.

Image Enhancement
Image enhancement techniques in Image Processing Toolbox enable you to increase

the signal-to-noise ratio and accentuate image features by modifying the colors
or intensities of an image.

Morphological Operators
Morphological operators enable you to enhance contrast, remove noise, thin

regions, or perform skeletonization on regions. Morphological functions in Image Processing
Toolbox include:

• Dilation and erosion
• Opening and closing

Texture Segmentation Using Texture Filters (Example)Identifying regions of
different textures using entropy measurements and morphological operations.
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Figure 2 Texture Segmentation Using Texture

Image Deblurring
Image deblurring algorithms in Image Processing Toolbox include blind, Lucy-

Richardson, Wiener, and regularized filter deconvolution, as well as conversions between
point spread and optical transfer functions. These functions help correct blurring caused by
out-of-focus optics, movement by the camera or the subject during image capture,
atmospheric conditions, short exposure time, and other factors. All deblurring functions
work with multidimensional images.

Image Analysis
Image analysis is the process of extracting meaningful information from images such

as finding shapes, counting objects, identifying colors, or measuring object properties.
Image Processing Toolbox provides a comprehensive suite of reference-standard

algorithms and visualization functions for image analysis tasks such as statistical analysis,
feature extraction, and property measurement.

Image Transforms
Image transforms play a critical role in many image processing tasks, including

image enhancement, analysis, restoration, and compression. Image Processing Toolbox
provides several image transforms, including Hough, Radon, FFT, DCT, and fan-beam
projections. You can reconstruct images from parallel-beam and fan-beam projection data
(common in tomography applications).Image transforms are also available in MATLAB
and Wavelet Toolbox.

Figure 3 Reconstructing an Image from Projection Data (Example)Comparing the
reconstruction of an image using parallel (Radon) and fan-beam geometries
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Hough Transform
The Hough transform is designed to identify lines and curves within an image. Using

the Hough transform you can:
• Find line segments and endpoints
• Measure angles
• Find circles based on size

Figure 4 Detect and Measure Circular Objects in an Image (Example)

Statistical Functions
Statistical functions let you analyze the general characteristics of an image by:

 Computing the mean or standard deviation
 Determining the intensity values along a line segment
 Displaying an image histogram
 Plotting a profile of intensity values

Figure 5 Identifying Round Objects (Example)

Device-Independent Color Management
Device-independent color management enables you to accurately represent color

independently from input and output devices. This is useful when analyzing the
characteristics of a device, quantitatively measuring color accuracy, or developing
algorithms for several different devices. With specialized functions in the toolbox, you can
convert images between device-independent color spaces, such as sRGB, XYZ, xyY, L*a*b*,
uvL, and L*ch.
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Figure 6 Color-Based Segmentation Using the L*a*b* Color Space (Example)

Image Segmentation
Image segmentation algorithms determine region boundaries in an image. You can

explore many different approaches to image segmentation, including progressive
methods, automatic thresholding, edge-based methods, and morphology-based methods
such as the watershed transform that is often used to segment connected objects.

Figure 7 Color-Based Segmentation with Live Image Acquisition:11

Acquire an image and perform image analysis to find small objects, count them,
and differentiate them by color.

Edge Detection
Edge-detection algorithms let you identify object boundaries in an image.

These algorithms include the Sobel, Prewitt, Roberts, Canny, and Laplacian of Gaussian
methods. The Canny method can detect true weak edges without being fooled by noise.
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Figure 8 Edge Detection with MATLAB

Edge detection can be a versatile and powerful image processing tool. See the type
of problems edge detection can help solve and view a detailed example in MATLAB

Morphological Operators
Morphological operators enable you to detect edges, segment an image into

regions, or perform skeletonization on regions. Morphological functions in Image Processing
Toolbox include:

 Labeling of connected components
 Watershed segmentation
 Reconstruction
 Distance transform

Figure 9 Marker-Controlled Watershed Segmentation (Example)

Conclusion
In image processing using matlab is developed by computer algorithms for the

mathematical image  processing  in feature more enhancement will be developed.
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Abstract
Big Data is defined as massive volume of data that requires new tools and technologies to

store, manage and analyze. Big data is the upcoming new technology that focuses huge benefits in
business environment, but there are so many challenges and issues to bring and adopt this
technology. Big data have so many characteristics the 3 stand out characteristics Volume, Velocity,
Variety leads to many challenges. This paper reviewed the challenges regarding security and privacy,
storage quality, processing complexity, fault tolerance and solution of these challenges to deal with

Big Data.

1. Introduction
Big Data :

Big data is defined as the data whose scale, distribution, diversity timeliness
required new technical architecture to store, manage and analytics to enable and bring out
effective new resources for business value [2].

Big Data 3 standout Characteristics
Big data has multiple characteristic, the outstanding characteristic are massive

amount of data - Volume, Structures and complexity of data types – Variety, Speed of data
– Velocity.
Volume – Size of the Data stored is billions to Zettabytes and it requires effective tool to
manage billions of columns and rows [4].

2009 2010 2020

0.8 zb 1.2 zb 35.2 zb

Volume of Big Data ( 2009 to 2020)
Variety – Data are in different variety because data come from different sources.

Data may be structured, semi-structured and unstructured and it requires various tools and
techniques to process and analyze.
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Structured
Data

Semi - Structured Data

Unstructured Data

Data is in standard format,
type and structure.

Example : Transactional
and OLAP

Textual Files

Example : XML data

Data that has no standard
structure

Example : Text document,
pdf, video, audio and
images

Velocity – The fastness of new data generation and flow of data is velocity or speed
of data.

Big Data Challenges
Data Storage

The high volume of data is the main and big challenge. The data comes from
various source like sensor devices, social media etc. Dynamic monitoring of embedded
sensors at the bridge to detect real-time stresses, retailers analyze video stream to
optimize product on store by store basis require lot of space to store data. Traditional
database is not enough to store such massive data.

Processing Complexity
In today’s hypercompetitive world, companies not only have to detect and analyze

the related data they need, they must find it fast. This is the challenge regarding the data
generation and processing speed.

Recognize the data
Understanding the data in the correct form is very important for the analyst, so

that they can use Data Visualization as part of analyzing the data. For example, if the data
comes from social media we should know who the user is in a general sense – such as a
customer using a particular set of products – and understand what should be visualized out
of the data. Data visualization tools are likely to be of less value to the user.
Quality of Data

Even the data is found and analyzed quickly, it is in the proper context for the
viewers consuming the information, and the value of data for decision-making purposes will
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be put at risk if the data is not exact. This is a challenge of data analysis, big data project
contains massive volume of information involved and it becomes well-defined. Data
visualization will only prove to be a valuable tool if the data quality is assured.

Big Data Security
As big data enlarges and the data comes from various, the trust worthiness of each

and every data source needs to be verified and new techniques should be explored in order
to identify maliciously inserted data. Security is becoming a problem where huge amount of
data will be interrelated, analyzed and mined for meaningful patterns. Unauthorized
insertion, modification of information and denial of resources are the three categories of
security violation. The following are some of the security threats:

 An unauthorized access, execute arbitrary code or further attacks.
 An unauthorized user may hacks data packets sent to client.
 An unauthorized client may read or write a data block to the file.
 An unauthorized client may gain access privileges like adding, deleting or changing

priority of the job.

Fault Tolerance
Fault tolerance in big data is one of the challenge. The whole computation is

divided into sub tasks and each task is assigned to different nodes for computation. One
node is assigned the work of observing that these nodes are working properly. If something
happens that particular tasks is restarted. Thus restarting the whole computation becomes
cumbersome process.

Big Data Solutions
Data Storage

One best solution to data storage problem is Hadoop architecture. It is scalable
open source and fault tolerance architecture for data storage and processing. It consists of
distributed file system that has parallel computation [1].

Processing the Data
Data Visualization analytical technique helps organizations perform analyses and

make decisions much more speedily, but the challenge is going through the complete
volumes of details of data that need for processing at a high speed. The challenge only
grows as the amount of data that increases. One possible solution is hardware. Memory
capacity is increased and powerful parallel processing to crunch massive volume of data
extremely quickly. Another method is putting the data in memory and use grid computing
approach for processing, where many machines are used to solve a the processing speed.
Recognize the Data

Solution to this challenge is to have the proper domain expertise in the place for
analysis. The people analyzing the data have a deep understanding such as where the data
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comes from, to whom the data is  and how it is to be interpreted for the required
information.

Quality of Data
Solution to this challenge is companies need to have a data governance or

information management process in place to ensure the data is clean. Best pro-active
method should be used to address the data quality.

Big Data Security
To protect privacy, two common approaches used are the following. One is to

restrict access to the data by adding certification or access control to the data entries so
sensitive information is accessible to a limited group of user only. The other approach is to
anonymize data fields such that sensitive Information cannot be pinpointed to an individual
record. For data anonymization. The main objective is to inject randomness into the data
to ensure a number of privacy goals [3].

Fault Tolerance
Fault tolerance can be avoided by applying Checkpoints which keeps the state of

the system at certain intervals of time. In case of any failure the computation can restart
from last checkpoint maintained [1].

Conclusion
In the recent years big data play a vital role in Business environment and it has

various issues and challenges. This paper describes the new technology Big data, its
characteristics and proposes idea to overcome the challenges.  Data visualization provides a
better solution regarding, data processing, understating the data and quality. Hadoop
Distributed file System is suited for Data storage and processing.
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Abstract
Recognizing image is a challenging problem in recent years due to its applications in

different fields. Recognition of face is one of most challenging problems and till date, there is no
method that provides a solution to all situations. This paper presents a technique for recognizing
human face by using Image-based approach towards artificial intelligence by removing redundant
data from images through image compression using the two-dimensional discrete cosine transform
(2D-DCT). The DCT extracts features from face images based on skin color, texture. Feature-vectors
are constructed by computing DCT coefficients.

A Map has been organized and called (SOM) using an unsupervised learning technique to
categorize DCT-based feature vectors into groups and to recognize the subject in the input image is
“there” or “not there” in the image database. Face recognition with SOM is carried out by classifying
intensity values of grayscale pixels into different groups.

MATLAB Assessment is processed using an image database of 25 face containing five subjects
and each subject having 4 images with different facial expressions. The major benefit of this
technique is the high-speed processing capability and low computational requirements for both
speed and memory utilization.
Keywords— Discrete cosine transform, Face recognition, Feature vector, Self Organized map, Human
computer interaction (HCI).

Introduction
Face recognition is a very active area of research in recent years due to increase in

security demands and its potential commercial and law enforcement applications. There is
a dramatic progress in this area in recent decades by emphasize on applications such as
human-computer interaction (HCI), biometric analysis, content-based coding of images and
videos, and surveillance.

A block diagram of the proposed technique of the face recognition system is
presented in Fig. 1. In the first stage, the 2D-DCT for each face image is computed, and
feature vectors are formed from the discrete cosine transform (DCT) coefficients.
The second stage of self organized map (SOM) with an unsupervised learning technique to
classify vectors into groups to recognize if the subject in the input image is “there” or “not
there” in the image database. If the subject is classified as there, the best match image
found in the training database is displayed as the result, else the result displays subject is
not found in the image database.
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Figure 1 Proposed technique for face recognition

Though the task of the human brain, face recognition has proved very hard to
imitate unusual, similarity do exist between faces in terms of age, skin, color and gender.
The problem is further complicated by differing image qualities, facial expressions and
background.

Face recognition approach is derived from an idea suggested by Hjelmås and Low.
In the survey, they describe a preprocessing step that attempts to identify pixels associated
with skin independently of face-related features. This approach represents a dramatic
reduction in computational requirements over previous methods.

Figure 2 General representations for recognizing face

Since skin color in humans varies by individual, research has revealed that intensity
rather than chrominance is the main distinguishing characteristic. The recognition stage
typically uses an intensity (grayscale) representation of the image compressed by the
2D-DCT for further processing. This grayscale version contains intensity values for skin
pixels.

Discrete Cosine Transform
The discrete cosine transform is an algorithm widely used in different applications.

The most popular use of the DCT is for data compression, as it forms the basis for the
international standard loss image compression algorithm known as JPEG. The DCT has the
property for a typical image, most of the visually significant information about the image is
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concentrated in just a few coefficients. Extracted DCT coefficients can be used as a type of
signature that is useful for recognition tasks, such as face recognition.

Face images have high correlation and redundant information
which causes computational burden in terms of processing speed and memory utilization.
The DCT transforms images from the spatial domain to the frequency domain. Since lower
frequencies are more visually significant in an image than higher frequencies, the DCT
discards high-frequency coefficients and quantizes the remaining coefficients. This reduces
data volume without giving up muc of image quality. The 2D-DCT of an M × N matrix A is
defined as follows:

The values Bpq are the DCT coefficients. The DCT is an invertible transform, and
the 2D-IDCT (2D Inverse-DCT) is defined as follows:

The proposed technique uses the DCT transform matrix in the MATLAB Image
Processing Toolbox. This technique is efficient for small square inputs such as image blocks
of 8 × 8 pixels. The M × M transform matrix T is given by:



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 84

Face Image Preprocessing
Face images of different candidates with different facial expressions are taken All

face images taken resemble the following general features:
 Uniform illumination conditions 
 Light color background 
 Faces in upright and frontal position 
 Tolerance for tilting and rotation up to 20 degrees

Figure3 (a) Face image of different subjects

Figure 3 (b) Face image of a single subject with 4 different facial expressions
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Image preprocessing includes the following steps:
• Auto adjusting hue and saturation levels 
• Adjusting brightness and contrast to fixed scale 
• Desaturating 24 bit RGB color into 8 bit grayscale 
• Downsizing images to 512 × 512 pixels 
• Saving images in jpeg format 

Figure 4 Face image fabrication process

2D - DCT Image Compression
Nearest-neighbor interpolation is performed using the MATLAB Image Processing

Toolbox to resize preprocessed images from size 512 × 512 pixels to image blocks of size 8 ×
8 pixels as shown in Fig. 4.

The proposed design technique calculates the 2D-DCT of the image blocks of size 8

× 8 pixels using „8‟ out of the 64 DCT coefficients for masking. The other 56 remaining
coefficients are discarded (set to zero). The image is then reconstructed by computing the
2D-IDCT of each block using the DCT transform matrix computation method. Finally, the
output is a set of arrays. Each array is of size 8 × 8 pixels and represents a single image.
Empirically, the upper left corner of each 2D-DCT matrix contains the most important
values, because they correspond to low-frequency components within the processed image
block.

Self Organizing Maps
The self-organizing map also known as a Kohonen Map is a well-known artificial

network. It is an unsupervised learning process, which learns the distribution of a set of
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patterns without any class information. It has the property of topology preservation. There
is a competition among the neurons to be activated or fired. The result is that only one
neuron that wins the competition is fired and is called the “winner”.

A SOM network identifies a winning neuron using the same procedure as employed
by a competitive layer. However, instead of updating only the winning neuron, all neurons
within a certain neighborhood of the winning neuron are updated using the Kohonen Rule.
The Kohonen rule allows the weights of a neuron to learn an input vector, and because of
this it is useful in recognition applications.

Hence, the system, a SOM is employed to classify DCT-based vectors into groups to
identify if the subject in the input image is “there” or “not there” in the image database.

Figure 5 2D-DCT computation of face image

Unsupervised Learning
During the learning phase, the neuron with weights closest to the input data vector

is declared as the winner. Then weights of all of the neurons in the neighborhood of the
winning neuron are adjusted by an amount inversely proportional to the Euclidean distance.
It clusters and classifies the data set based on the set of attributes used. The learning
algorithm is summarized as follows:
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Training images are mapped into a lower dimension using the SOM network and the
weight matrix of each image stored in the training database. During recognition trained
images are reconstructed using weight matrices and recognition is through untrained test
images using Euclidean distance as the similarity measure. Training and testing for our
system was performed using the MATLAB Neural Network Toolbox.

Testing
During the testing phase, each input vector is compared with all nodes of the SOM,

and the best match is found based on minimum Euclidean distance, as given in (3.5). The
final output of the system based on its recognition, displays if the test image is “there” or
“not there” in the image database.
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Experimental Results
Image Database

A face image database was created for the purpose of benchmarking the face
recognition system. The image database is divided into two subsets, for separate training
and testing purposes. During SOM training, 25 images were used, containing five subjects
and each subject having 5 images with different facial expressions. Fig. 7 shows the
training and testing image database constructed.

Figure 6. 1 Training and testing image database. (a) Image database for training

Figure 6. 2 Untrained image for testing
The face recognition system presented in this paper was developed, trained, and

tested using MATLAB.

Validation of Technique
The preprocessed grayscale images of size 8 × 8 pixels are reshaped in MATLAB to

form a 64 × 1 array with 64 rows and 1 column for each image. This technique is performed
on all 5 test images to form the input data for testing the recognition system. Similarly, the
image database for training uses 25 images and forms a matrix of 64 × 25 with 64 rows and
25 columns. The input vectors defined for the SOM are distributed over a 2D-input space
varying over [0 255]
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Figure 7 Result of face recognition system. (a) Untrained input image for testing
The result obtained from this simulation identifies that the subject in the input

image is “present” in the image database. The best match image displays the subjects with
different facial expressions in the image database can be easily identified.

Reducing DCT-feature Vector Size
The experiment is concerned with computational load, which comes from large

sized DCT-feature vectors. The aim of this experiment is to determine if a smaller feature
vector could be constructed from a set of DCT coefficients, without significantly degrading
system performance. Using statistical

analysis, by assessing the variance of each of the 64 dimensions of the feature
space, it is possible to determine which of the coefficients contribute most to the final
decision of the classifier. Variances were computed using:

where variable j is the DCT coefficient index, is the sample index, and k is equal to the
available number of samples.

Statistical variances of the 64 DCT-feature vectors for the training database and
testing images indicated that there are 2 prominent areas where high-variance occurs. This
suggests that these particular features perform prominent roles during classification.
Hence, we defined a reduced size feature space based on the 2 high-variance DCT
coefficients and excluded other coefficients. The results obtained revealed that the new
DCT-feature vectors consisted of 4 DCT coefficients only. Table I compares the
performance of the system for the full size and reduced-size DCT-feature vectors.

In spite of the dramatic reduction from 8 features to only 4, the recognition rates
obtained are essentially the same. In addition to recognition rates, the table also shows the
training time and memory usage.

This experiment demonstrates that good face recognition performance is possible,
even with feature vectors that are dramatically reduced in size relative to the usual case
for DCT-based analysis.
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Reducing Processing Time based on Epochs
The second experiment is concerned with the processing time of the overall

system. Processing time contributes mainly the time required for training SOM network.
Training time depends upon the number of epochs used for training. The aim of this
experiment is to reduce training time, while maintaining the previously calculated
recognition rate in experiment 1 for the reduced DCT-feature vectors. Table 2 shows that
the best recognition rate achieved with the least amount of processing time is for the case
of 850 training epochs. Recognition rate results obtained are the average of ten consecutive
simulations.

Conclusion
This paper presents face recognition technique that uses features derived from DCT

coefficients, along with a SOM-based classifier. The system was evaluated in MATLAB using
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an image database of 25 face images, containing five subjects and each subject having 4
images with different facial expressions. A reduced feature vector space reduces the
computational requirements when compared with standard DCT-feature extraction
methods. This system is also suitable for real-time inexpensive hardware implementation.
Commercial implementations of this technique do not currently exist; however, practical
SOM-based face recognition system may be possible in the future.
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Abstract
The exponential growth of available online information provides computer scientists with

many new challenges and opportunities. A recent trend is to analyze people feelings, opinions and
orientation about facts and brands: this is done by exploiting Sentiment Analysis techniques, whose
goal is to classify the polarity of a piece of text according to the opinion of the writer. In this
research, lexicon-based approachused  for sentiment analysis.

Introduction
Social media websites like Twitter, Facebook etc. are a major hub for users to

express their opinions online. On these social media sites, users post comments and
opinions on various topics. Hence these sites become rich sources of information to mine
for opinions and analyze user behavior and provide insights for:

• User behaviour
• Product feedback
• User intentions
• Lead generation

Businesses spend an enormous amount of time and money to understand their customer
opinions about their products and services. Thus Sentiment Analysis has become a hot research
area since 2002. Sentiment Analysis is used to determine sentiments, emotions and attitudes of
the user. The text used for analysis can range from big document (e.g. Product reviews from
Amazon, blogs) to small status message (e.g. Tweets, Facebook comments).In this paper, We
present a lexicon-based approach to extracting sentiment from text. This approach that can
categorize the text as positive, negative and neutral in a fast and accurate manner.

Creation of lexicon
The lexicon can be created either manually  or expanding automatically from a seed of

words. In our study, the lexicon is manually created. It is a one time process. Two types of
lexicons are created.
1. Common lexicon

This contains data that would have the same semantic meaning or sense across
different domains and categories. • Common or default sentiment words. Posi
Common or default sentiment words.

Positive and Negative sentiment words that have the same sentiment value or sense
across different domains. For e.g. sentiment word “good” always represents a positive
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sentiment and it is independent of any category. Positive or Negative sentiment words have
a sentiment score of +1 or -1 to indicate the respective polarity.
Negation Words

Negation words are the words which reverse the polarity of sentiment. For
example, “The battery life is not good” has negative sentiment
Blind Negation Words

In the sentence, “The T.V needs a better remote”, “needs” is a blind negation
word. Blind negation words operate at a sentence level and points out the absence or
presence of some sense that is not desired in a product feature.
Split words

Split words are the words used for splitting sentences into clauses. The split words
list consists of conjunctions and punctuation marks. For example the complex sentence,
“Camera is good but the battery is bad” is split into two clauses “Camera is good” and
“Battery is bad”.
2.Sentiment lexicon

The sentiment lexicon constructed contains about 6300 words. It was generated
manually with application of SentiWordNet as a baseline. Each word in the lexicon has
assigned a value representing sentiment in the range of −100 (most negative) to 100 (most
positive). From an empirical knowledge it is known that some of the positive and negative
words sometime occur with neutral meaning in a sentence context.
For example, sentence “Enjoying my lazy Sunday!!” represents a positive message that
contains one positive (enjoying) and one negative (lazy) word. It may be difficult in such a
case to decide between positive and negative. In an effort to alleviate this issue, besides
the sentiment value, for each word from the lexicon we estimated a conditional probability
(denoted by P) as presented in Eq.

P(positive|w) for positive w
P(negative|w) for negative w

Based on a set of labelled data, for each positive word we estimated the
probability that a random message containing this word is positive.

Sentiment Calculation
Sentiment calculation is done for every tweet and a polarity score is given to it. If

the score is greater than 0 then it is considered to be positive sentiment on behalf of the
user, if less than 0 then negative else neutral. The polarity score is calculated by using
algorithm 1.
Algorithm 1: ALGO_SENTICAL
Input: Tweets, SentiWord_Dictionary Output: Sentiment (positive, negative or neutral)
1)BEGIN
2)For each tweet Ti
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3){
4) SentiScore = 0;
5) For each word Wj in Ti that exists in Sentiword_Dictionary

6) {
7) If polarity[Wj] = blindnegation

8) {
9) Return negative;

10) }
11) Else
12) {
13) If polarity[Wj] = positive && strength[Wj] = Strongsubj
14) {

15) SentiScore = SentiScore + 1;
16) }

17) Else If polarity[Wj] = positive && strength[Wj] = Weaksubj
18) {
19) SentiScore = SentiScore + 0.5;
20) }
21) Else If polarity[Wj] = negative && strength[Wj] = Strongsubj
22) {

23) SentiScore = SentiScore – 1;
24) }
25) Else If polarity[Wj] = negative && strength[Wj] = Weaksubj

26) {
27) SentiScore = SentiScore – 0.5;
28) }
29) }
30) If polarity[Wj] = negation

31) {
32) Sentiscore = Sentiscore * -1
33) }

34) }
35) If Sentiscore of Ti >0

36) {
37) Sentiment = positive
38) }
39) Else If Sentiscore of TI
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Experimental Data
The training data consist of real time tweets. 9451 subjective expressions are

marked from all the tweets and are labeled as positive or negative or neutral. The average
number of words of the marked subjective expression is around 2 to 3 words. The common
dictionary that is constructed is shown in Table 2.

Table 1 - Training Data
Sentiment type Expression count

Positive 5865
Negative 3120
Neutral 466

Table 2 - Lexicon Details
Data Type Count

Blind Negation word 7
Negation 13

Positive sentiment word 1260
Negative sentiment word 1703

Split Word 16s

Conclusion
A lexicon based approach is a simple, viable and practical approach to Sentiment

Analysis of Twitter data without a need for training. A Lexicon based approach is as good as
the lexicon it uses. To achieve better results, word sense disambiguation should be
combined with the existing lexicon approach.

This is partially due to the very small coverage of the lexicon, but it is likely that
the choice of relying sentiment classification only on affective features filters out a lot of
relevant terms.

As future work, we will extend the analysis by evaluating more lexical resources as
well as more datasets.
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Abstract
The term “Internet of Things” (IoT) was first used in 1999 by British technology pioneer

Kevin Ashton to describe a system in which objects in the physical world could be connected to the
Internet by sensors.[1] Ashton coined the term to illustrate the power of connecting Radio-Frequency
Identification (RFID) tags used in corporate supply chains to the Internet in order to count and track
goods without the need for human intervention. Today, the Internet of Things has become a popular
term for describing scenarios in which Internet connectivity and computing capability extend to a
variety of objects, devices, sensors, and everyday items.
Keywords: Radio Frequency. Intervention, Sensors

Introduction
The Internet of Things (IoT) is an important topic in technology industry, policy,

and engineering circles and has become headline news in both the specialty press and the
popular media. This technology is embodied in a wide spectrum of networked products,
systems, and sensors, which take advantage of advancements in computing power,
electronics miniaturization, and network interconnections to offer new capabilities not
previously possible. An abundance of conferences, reports, and news articles discuss and
debate the prospective impact of the “IOT revolution”—from new market opportunities and
business models to concerns about security, privacy, and technical interoperability [1]. The
large-scale implementation of IOT devices promises to transform many aspects  of the way
we live. For consumers, new IOT products like Internet-enabled appliances, home
automation components, and energy management devices are moving us toward a vision of
the “smart home’’. Other personal IOT devices like wearable fitness and health monitoring
devices and network cost[1]. IOT systems like networked vehicles, intelligent traffic
systems, and sensors embedded in  IOT technology offers the possibility to transform
agriculture, industry, and energy production and distribution by increasing the availability
of information along the value chain of production using networked sensor[2]. From a broad
perspective, the confluence of several technology and market trends is making it possible
to interconnect more and smaller devices cheaply and easily:

1. Ubiquitous Connectivity—Low–cost, high–speed, pervasive network connectivity,
especially through licensed and unlicensed wireless services and technology, makes
almost everything “connectable’’. Widespread adoption of IP–based networking— IP
has become the dominant global standard for networking, providing a well–defined
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and widely implemented platform of software and tools that can be incorporated
into a broad range of devices easily and inexpensively.

2. Computing Economics— Driven by industry investment in research, development,
and manufacturing, Moore’s law continues to deliver greater computing power at
lower price points and lower power consumption.

3. Miniaturization— Manufacturing advances allow cutting-edge computing and
communications technology to be incorporated into very small objects.23 Coupled
with greater computing economics, this has fueled the advancement of small and
inexpensive sensor devices, which drive many IoT applications.

4. Advances in Data Analytics— New algorithms and rapid increases in computing
power, data storage, and cloud services enable the aggregation.
Many organizations have developed their own taxonomies and categorizations of IoT

applications and use cases. For example, “Industrial IoT’’ is a term widely used by
companies and associations to describe IoT applications related to the production of goods
and services, including in manufacturing and utilities[3]. Others discuss IoT by device type,
such as wearables27 and appliances.28 Still others focus on IoT in the context of integrated
location-based implementations such as “smart homes” or “smart cities’’. Whatever the
application, it is clear that IoT use cases could extend to nearly every aspect of our lives.
As the number of Internet-connected devices grows, the amount of traffic they generate is
expected to rise significantly. For example, Cisco estimates that Internet traffic generated
by non-PC devices will rise from 40% in 2014 to just under 70% in 2019.[4] Cisco also
forecasts that the number of “Machine to Machine” (“M2M”) connections (including in
industrial, home, healthcare, automotive, and other IoT verticals) will rise from 24% of all
connected devices in 2014 to 43% in 2019.

Within the Internet Engineering Task Force (IETF), the term “smart object
networking” is commonly used in reference to the Internet of Things. In this context,
“smart objects” are devices that typically have significant constraints, such as limited
power, memory, and processing resources, or bandwidth[4]. Work in the IETF is organized
around specific requirements to achieve interoperability between the networks.

Internet of Things Communications Models
From an operational perspective, it is useful to think about how IoT devices

connect and communicate in terms of their technical communication models. In March
2015, the Internet Architecture Board (IAB) released a guiding architectural document for
networking of smart objects (RFC 7452), which outlines a framework of four common
communication models used by IoT devices.
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Device-to-Device Communications
The device-to-device communication model represents two or more devices that

directly connect and communicate between one another, rather than through an
intermediary application server. These devices communicate over many types of networks,
including IP networks or the Internet. Often, however these devices use protocols like
Bluetooth,Z-Wave,or ZigBee [5] to establish direct device-to-device communications.

Architecture
Identifying and structuring an architecture or model is a long, tedious process with

much negotiation to abstract from specific needs and technologies. Such a reference can
serve as an overall, generic guideline not all domain applications will require each detail
for real-life implementation.

 Connectivity and communications are important. This might involve one-to-one
connectivity (unicast) or data collection and information dissemination to multiple
partners (multicast and any cast).

 Device management must provide solutions once a device is added or a device
configuration changes and must be propagated to other devices.

 Data collection, analysis, and actuation are relevant for extracting information and
knowledge for offering services.

 Scalability is important to handle increased processing volumes for different
installation sizes.

 Security features are necessary to provide trust and privacy and are required for all
aspects of the IoT.
An IoT reference architecture handles those requirements and forms a superset of

functionalities, information structures, and mechanisms. Additional consideration of
entities and their interaction leads to a reference model[5]. Such a model integrates
aspects of the related entities such as human users, device implementations and server
structures and provides a more complete view of, or templates for, the overall setup and
its domain implementation. Both the architecture and model help describe and map
technologies to business cases.

Conclusion
This IoT is very much helpful for industry and engineered circles because this is the

technology which does not  need any human intervention. All the IoT products are internet
enabled devices. This access takes our life into smartness. These issues of IoT applications
will make a city or a country as a smarter one. This technology will become a universal
standard when the world is dominant by internet.
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Abstract
We live in a world where vast amounts of data are collected daily. This explosively growing,

widely available, and gigantic body of data makes our time truly the data age. Analyzing such data is
an important need. Powerful and versatile tools are badly needed to automatically uncover valuable
information from the tremendous amounts of data and to transform such data into organized
knowledge. This necessity has led to the birth of data mining. Data Mining, the extraction of hidden
predictive information from large databases, is a powerful technology with great potential to help
companies focus on the most important information in their data warehouses. Data mining tools
predict future trends and behaviors, allowing businesses to make proactive, knowledge-driven
decisions. The most commonly used techniques in data mining are artificial neural networks,
Decision trees, Genetic algorithms, Nearest Neighbor method and Rule induction. Neural Networks
have been used in pattern recognition, speech recognition and synthesis, medical applications, fault
detection, problem diagnosis, robot control and computer vision. Neural networks can be used to
compute any function. Although neural networks can solve problems that seem more elusive to other
AI techniques, they have a long training time and thus are not appropriate for real-time
applications. Neural networks may contain many processing elements and thus can be used in
massively parallel systems. In addition to solving complex problems, neural networks can learn from
prior applications. They have high acceptance ability for noisy data and high accuracy and are
preferable in data mining. This paper presents an overview of artificial neural networks and the
reason that their position as a preferred tool by data mining researchers.
Keywords: Data mining, neural networks, data preparation, rules extracting, rules assessment

Introduction
Data mining is a promising computational paradigm that enhances traditional

approaches to discover and increase the opportunities for understanding complex physical
and  biological systems. It is a decision support process in which there is search for patterns
of information in data. Data mining uses sophisticated statistical analysis and relationships
hidden in organizational databases. Once the patterns are found the information is to be
presented in a suitable form with graphs, reports etc. Two critical factors for success with
data mining are a large well integrated data warehouse and a well-defined understanding
of the process within which data mining is to be applied. Data mining involves the use of
sophisticated data analysis tools to discover previously unknown, valid patterns and
relationships in large data sets. These tools can include statistical models, mathematical
algorithms, and machine learning methods (algorithms that improve their performance
automatically through experience, such as neural networks or decision trees).
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Consequently, data mining consists of more than collecting and managing data, it also
includes analysis and prediction.

A number of advances in technology and business processes have contributed to a
growing interest in data mining in both the public and private sectors. Some of these
changes include the growth of computer networks, which can be used to connect
databases; the development of enhanced search-related techniques such as neural
networks and advanced algorithms; the spread of the client/server computing model,
allowing users to access centralized data resources from the desktop; and an increased
ability to combine data from disparate sources into a single search source.

Neutral Network
Neural networks is the ability to derive meaning from complicated or imprecise

data, can be used to extract patterns and detect trends that are too complex to be noticed
by either humans or other computer techniques. Neural networks are analytic techniques
modeled after the  processes of learning, in the cognitive system and the neurological
functions of the brain, and capable of predicting new observations from other observations
after executing a process of so called learning from existing data. Neural networks is one of
the data mining techniques. trained neural network can be thought of as an “expert” and
this expert can be used to provide projections given new situations of interest and answer
“what if” questions. Neural networks have been shown to be very promising systems in
many forecasting applications and business classification applications due to their ability to
“learn” from the data, their nonparametric nature (i.e., no rigid assumptions), and their
ability to generalize. Neural computing refers to a pattern recognition methodology for
machine learning. The resulting model from neural computing is often called an artificial
neural network (ANN) or a neural network. Neural networks have been used in many
business applications for pattern recognition, forecasting, prediction, and classification.
Neural network computing is a key component of any data mining tool kit.

Figure 1 Two Interconnected Biological Cells
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Figure 2 Processing in an Artificial Neuron

Neural Network Method In Data Mining
Neural network method is used for classification, clustering, feature mining,

prediction and pattern recognition. It imitates the neurons structure of animals, bases on
the M-P model and Hebb learning rule, so in essence it is a distributed matrix structure.
Through training data mining, the neural network method gradually calculates (including
repeated iteration or cumulative calculation) the weights the neural network connected.
The neural network model can be broadly
divided into the following three types:

(a) Feed-forward networks: It regards the perception back-propagation model and the
function network as representatives, and mainly used in the areas such as
prediction and pattern recognition;

(b) Feedback network: It regards Hopfield discrete model and continuous model as
representatives, and mainly used for associative memory and optimization
calculation;

(c) Self-organization networks: it regards adaptive resonance theory (ART) model and
Kohonen model as representatives, and mainly used for cluster analysis.

Neural Networks In Data Mining
In more practical terms neural networks are non-linear statistical data modeling

tools. They can be used to model complex relationships between inputs and outputs or to
find patterns in data. Using neural networks as a tool, data warehousing firms are
harvesting information from datasets in the process known as data mining. The difference
between these data warehouses and ordinary databases is that there is actual manipulation
and cross-fertilization of the data helping users makes more informed decisions.

A neural network model is a computational model consisting of three parts : Neural
network graph that defines the data structure of the neural network, learning algorithm
that indicates how learning takes place, recall techniques that determine how information
is obtained from the network. Perhaps the greatest advantage of ANNs is their ability to be
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used as an arbitrary function approximation mechanism which 'learns' from observed data.
Neural networks are programmed or “trained” to “. . . store, recognize, and associatively
retrieve patterns or database entries; to solve combinatorial optimization problems; to
filter noise from measurement data; to control ill-defined problems; in summary, to
estimate sampled functions when we do not know the form of the functions.” It is precisely
these two abilities (pattern recognition and function estimation) which make artificial
neural networks (ANN) so prevalent a utility in data mining. As data sets grow to massive
sizes, the need for automated processing becomes clear. With their “model-free”
estimators and their dual nature, neural networks serve data mining in a myriad of ways.

Figure 3 Data Mining Process

Data mining is the process of exploration and analysis, by automatic or semi
automatic means, of large quantities of data in order to discover meaningful patterns and
rules. They scour databases for hidden patterns, and find predictive information that
experts may miss as it lies outside their expectations. Data mining functionalities are used
to specify the kinds of patterns to be found in data mining tasks. In general, such tasks can
be classified into two categories : predictive and descriptive. Predictive mining tasks
perform induction on the current data in order to make predictions. Predictive modeling
may be made based on the use of other historical data. Predictive model data mining tasks
include classification, regression, time series analysis, and prediction.

Descriptive mining tasks identifies patterns or relationships in data. A descriptive
model serves as a way to explore the properties of the data examined, not to predict new
properties. Clustering, Summarization, association rules, and sequence discovery are
usually viewed as descriptive in nature.

i. Classification : Classification maps data into predefined groups or classes. It is often
referred to as supervised learning because the classes are determined before
examining the data.
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ii. Regression : Regression is used to map a data item to a real valued prediction
variable. In actuality, regression involves the learning of the function that does this
mapping. Regression assumes that the target data fit into some known type of
function and then determines the best function of this type that models the given
data. Some type of error analysis is used to determine which function is “best”

iii. Time Series Analysis : With time series analysis, the value of an attribute is examined
as it varies over time. The values usually are obtained as evenly spaced time points
(daily, weekly, hourly etc.). A time series plot is used to visualize the time series.

iv. Prediction : Prediction can be viewed as a type of classification. The difference is
that prediction is predicting a future state rather than a current state.

v. Clustering : Clustering is similar to classification except that the groups are not
predefined, but rather defined by the data alone. Clustering is alternatively referred
to as unsupervised learning or segmentation.

vi. Summarization : Summarization maps data into subsets with associated simple
descriptions. Summarization is also called characterization or generalization. It
extracts or derives representative information about the database. This may be
accomplished by actually retrieving portions of the data.

vii. Association rules : Link analysis, alternatively referred to as affinity analysis or
association, refers to the data mining task of uncovering relationships among data.

viii. Sequence discovery : Sequential analysis or sequence discovery is used to determine
sequential patterns in data. These patterns are based on a time sequence of actions.
These patterns are similar to associations in that data are found to be related, but
the relationships is based on time.

Data Mining Process Based on Neural Network
Data mining process can be composed by three main phases:

A. data preparation,
B. data mining,
C. expression and interpretation of the results,

Data mining process is the reiteration of the three phases. The details are shown in Figure 4
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Figure 4.General Data Mining Process

The data mining based on neural network is composed by data preparation, rules
extracting and rules assessment three phases, as shown in Fig. 5.

Figure 5 Data Mining Process Based on Neural Network

Data Preparation
Data preparation is to define and process the mining data to make it fit specific

data mining method. Data preparation is the first important step in the data mining and
plays a decisive role in the entire data mining process. It mainly includes the following four
processes:

a) Data cleaning: Data cleansing is to fill the vacancy value of the data, eliminate the
noise data and correct the inconsistencies data in the data.

b) Data option: Data option is to select the data arrange and row used in this mining.
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c) Data preprocessing: Data preprocessing is to enhanced process the clean data which
has been selected.

d) Data expression: Data expression is to transform the data after preprocessing into
the form which can be accepted by the data mining algorithm based on neural
network. The data mining based on neural network can only handle numerical data,
so it is need to transform the sign data into numerical data. The simplest method is
to establish a table with one-to-one correspondence
between the sign data and the numerical data. The other more complex approach

is to adopt appropriate Hash function to generate a unique numerical data according to
given string. Although there are many data types in relational database, but they all
basically can be simply come down to sign data, discrete numerical data and serial
numerical data three logical data types. Fig. 6 gives the conversion of the three data types.
The symbol “Apple” in the figure can be transformed into the corresponding discrete
numerical data by using symbol table or Hash function. Then, the discrete numerical data
can be quantified into continuous numerical data and can also be encoded into coding data.
B. Rules Extracting

There are many methods to extract rules, in which the most commonly used
methods are LRE method, black-box method, the method of extracting fuzzy rules, the
method of extracting rules from recursive network, the algorithm of binary input and
output rules extracting (BIO-RE), partial rules extracting algorithm (Partial-RE) and full
rules extracting algorithm (Full-RE).
C. Rules Assessment

Although the objective of rules assessment depends on each specific application,
but, in general terms, the rules can be assessed in accordance with the following
objectives.

1) Find the optimal sequence of extracting rules, making it obtains the best results in
the given data set;

2) Test the accuracy of the rules extracted;
3) Detect how much knowledge in the neural network has not been extracted;
4) Detect the inconsistency between the extracted rules and the trained neural

network.

Conclusion
The utility of artificial neural network models lies in the fact that they can be used

to infer a function from observations. This is particularly useful in applications where the
complexity of the data or task makes the design of such a function by hand impractical.
Application areas include system identification and control (vehicle control, process
control), game-playing and decision making (backgammon, chess, racing), pattern
recognition (radar systems, face identification, object recognition and more), sequence
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recognition (gesture, speech, handwritten text recognition), medical diagnosis, financial
applications (automated trading systems), data mining (or Knowledge Discovery in
Databases, "KDD"), visualization and e-mail spam filtering.

Neural networks are especially useful for mapping problems which are tolerant of a
high error rate, have lots of example data available, but to which hard and fast rules
cannot easily be applied. Neural Networks offer qualitative methods for business and
economic systems that traditional quantitative tools in statistics and econometrics cannot
quantify due to the complexity in translating the systems into precise mathematical
functions. Hence, neural network is very suitable for solving the problems of data mining
because of its characteristics of adaptive learning, self-organization, real time operation
and fault tolerance
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Abstract
The provision of security becomes a challenging task in  networks, owing to the absence of

dedicated routers. While maintaining suitable routing information in a distributed way is a
challenging issue in such networks, it is even more challenging to secure the protocols used for
routing.The various issues are identified from the literature survey such as   Malicious software or
malwares in the computer networks. Data can be modified by intruders  virus attacks problem is
arisen. this paper describes the various routing protocols and attacks.so this helps us to understand
the various attacks and routing protocol.  Routing protocols in MANET specifies how nodes
communicate with each other.then deals about the various attack process and how to secure the
data communication between the various nodes.

Introduction
Providing security at the time of finding the route for communication in MANET is a

challenging job. Many secure routing protocols are exist in the literature and research in
this area is gaining increasing attention. In this chapter we briefly discuss the research
conducted so far in secure routing protocol. There are number of secure routing protocol
exists, but they are mostly based on certification authority (CA) or key distribution center
(KDC)[1].Our routing protocol is based on Dynamic Source Routing (DSR) and Ad Hoc on
Demand Distance Vector Routing (AODV). The route discovery process in DSR is almost
similar to the AODV protocol, except that each intermediate node that broadcasts a route
request (RREQ) packet adds its own address identifier to a list carried in the packet. The
destination node generates a route reply (RREP) message that includes the list of addresses
received in the route request and transmits it back along this reverse path to the source[2].

They discussed that the routing protocol called Secure Ad Hoc On-Demand Distance
Vector (SAODV) Routing, it is a extension of AODV protocol. The Secure AODV scheme is
based on the assumption that each node possesses certified public keys of all network
nodes. SAODV can be used to protect the route discovery mechanism of the AODV by
providing security features like integrity, authentication and non repudiation. But in ad hoc
network each node will know the others public key its a challenge[6].

They discussed that the Secure Dynamic Source Routing (SDSR) Protocol. It is based
on DSR routing protocol. It checks the mutable and immutable field of the routing packets.
and secure the authenticity of all nodes participating in a route . A Sivakumar Kulasekaran
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and all; proposed a secure routing protocol called An efficient secure route discovery
protocol for DSR. It uses the peer review process to make to secure routing protocol secure
but it uses only DSR routing protocol, packet size of the DSR routing protocol increase on
passing by the intermediate nodes. Phung Huu Phu and all; proposed a secure routing
protocol called securing AODV routing protocol in MANET[7].

ARAN is a on-demand secure routing protocol. It detects and protects against
authentication, message integrity and non-repudiation. It uses asymmetric key
cryptography. ARAN requires trusted certification server, The certificate accommodates the
IP address of the node, its public key and a time-stamp of when the certificate was created
and a time at which the certificate expires along with the signature by certification
authority. But the disadvantages of ARAN is it uses the central authority (Certification
Authority) and it can’t protect against worm hole attack. Adrian Perrig and all ; proposed
secure routing protocol called ARIADNE, A secure on demand routing protocol for ad-hoc
network (ARIADNE) is based on DSR routing protocol, it uses highly efficient symmetric
cryptography.

Current challenges
In a mobile ad hoc network, all the nodes cooperate with each other to forward the

packets in the network, and hence each node is effectively a router. Thus one of the most
important issues is routing. This thesis focuses mainly on routing issues in ad hoc networks.
In this section, some of the other issues in ad hoc networks are described:

• Distributed network: A MANET is a distributed wireless network without any fixed
infrastructure. That means no centralized server is required to maintain the state
of the clients.

• Dynamic topology: The nodes are mobile and hence the network is self-organizing.
Because of this, the topology of the network keeps changing over time.
Consequently, the routing protocols designed for such networks must also be
adaptive to the topology changes.

• Power awareness: Since the nodes in an ad hoc network typically run on batteries
and are deployed in hostile terrains, they have stringent power requirements. This
implies that the underlying protocols must be designed to conserve battery life.

• Addressing scheme: The network topology keeps changing dynamically and hence
the addressing scheme used is quite significant. A dynamic network topology
requires a ubiquitous addressing scheme, which avoids any duplicate addresses. In
wireless WAN environments, Mobile IP is being used. Because the static home
agents and foreign agents are needed, hence, this solution is not suitable for ad hoc
network.

• Network size: The ability to enable commercial applications such as voice
transmission in conference halls, meetings, etc., is an attractive feature of ad hoc
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networks. However, the delay involved in the underlying protocols places a strict
upper bound on the size of the network.

• Security: Security in an ad hoc network is extremely important in scenarios such as
a battlefield. The five goals of security – availability, confidentiality, integrity
authenticity and non-repudiation - are difficult to achieve in MANET, mainly
because every node in the network participates equally in routing packets. Security
issues in MANETs

Literature Review
Jeroen Hoebeke et al says about a secure routing protocol called Security-Aware

Ad-Hoc Routing (SAR). SAR is the generalized framework for any on demand ad-hoc routing
protocol. SAR uses Key distribution or secret sharing mechanism. SAR may fail to find the
route if the ad hoc network does not have a path on which all nodes on the path satisfy the
security requirements in spite of being connected. Panayiotis’ Papadimitratos   secure
routing protocol called Secure Link State Routing Protocol. To function effectively without
central key management authority, SLSP enables each node to periodically broadcast its
public key to nodes within its zone. To achieve theses goals a Neighbor Lookup Protocol
(NLP) is made an integral part of SLSP.

Imrich Chlamtac et al says about the Secure Dynamic Source Routing (SDSR)
Protocol. It is based on DSR routing protocol. It checks the mutable and immutable field of
the routing packets. and secure the authenticity of all nodes participating in a route . A
Sivakumar Kulasekaran and all; proposed a secure routing protocol called An efficient
secure route discovery protocol for DSR. It uses the peer review process to make to secure
routing protocol secure but it uses only DSR routing protocol, packet size of the DSR routing
protocol increase on passing by the intermediate nodes. Phung Huu Phu and all; proposed a
secure routing protocol called securing AODV routing protocol in MANET.

Djamel Djenouri says about each node tries to establish key exchange in with its
neighbour but if any node provides any wrong information then it has to rely on it. To
compute the two hop distance node in “Computing 2-Hop Neighborhoods in Ad Hoc Wireless
Networks”, it has been shown that a node can find out its two hop neighbour safe and
securely. They uses two hop distance node to improve AODV Routing protocol.

Petteri Kuosmanen says about PRISM they used AODV,AODV discovers route as and
when they are necessary, it does not maintain routes every location. When node has packet
for destination then it discover and maintain the route to destination. AODV is a distance-
vector, does not expose the routes Secure routing in MANET is now studied in many
research communities.In MASK pairing-based cryptosystem is used to provide anonymous
communication in MANET. MASK is quite expensive, it requires trusted authority to generate
paring of secret keys, pseudonyms and cryptographic parameters.
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In ALARM they used OLSR routing. In link-state routing, each node floods link-state
information into whole network. OLSR is one of the best link-state routing that is based on
multipoint relays. First-hop neighbor nodes forward packets to next node which reduces the
excessive bandwidth. Link-state protocols are best suitable for applications where the main
constraint is delay such as real time applications.LS allows us to achieve stronger privacy,
there are number of well-known techniques that achieve the authentication and integrity
of nodes in LS routing. The challenge in MANET is to provide security and privacy, as we
discussed above the link-state is best-suited for location-centric routing. Flooding is used to
describe the operation of ALARM (MPR-based flooding in OLSR), can be easily integrated
into ALARM.

Routing Protocol
Routing protocols in MANET specifies how nodes communicate with each other,

routing information that enables them to select routes between any two nodes on a
network. Routing algorithm determines the specific path of the route of communication, so
the communication in the network depends on the efficiency and optimality of the routing
algorithm. There are numerous routing available in the literature, in accordance of its
route finding types it is two types; Proactive and Reactive [10].

Proactive Routing Protocol: All the routes to each destination are maintained in an
up-to-date table. if any Changes made in the network topology are continually updated as
they occur. Reactive Routing Protocol: Route are only found when it is asked by the source
node and route is maintained unless it is asked to terminate by the source node or after
time exceed. In this section we will only discus AODV and DSR routing protocol. AODV and
DSR both are proactive routing protocol [1, 1].

Ad Hoc on Demand Distance Vector (AODV) Routing Protocol
In AODV routing protocol, source node flood the route request (RREQ) to its

neighbour nodes to reach the destination. Intermediate nodes check its destination node if
the node itself is not the destination then it rebroadcast the RREQ packet in similar manner
until it reaches the destination. On receiving the RREQ, destination node generate the RREP
packet and reply it through the reverse path in unicast manner [1]. RREQ packet contains
the following specifications; Source Address, Destination Address, Source Sequence
Number, Hop Count, Source Sequence Number, Destination Sequence Number, Broadcast Id
(Request Id) and time-to-live (TTL) field. Similarly RREP packet contains; Source Address,
Destination Address, Sequence Number.

Dynamic Source Routing (DSR) Protocol
DSR routing protocol is almost similar to the AODV routing protocol, except that

each intermediate node that broadcasts a route request(RREQ) packet adds its own address
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identifier to a list carried in the packet. In DSR, RREQ packet contains; Address Sequence,
Destination Address, Hop Count, Sequence Number and the RREP packet formate is similar
to the RREQ except its propagated in unicast direction [2].

Wireless ad-hoc network advantages
• Low cost of deployment: Ad hoc networks can be deployed on the fly; hence no

expensive infrastructure such as copper wires or data cables is required.
• Fast deployment: Ad hoc networks are very convenient and easy to deploy since

there are no cables involved. Deployment time is shortened.
• Dynamic Configuration: Ad hoc network configuration can change dynamically over

time. When compared to configurability of LANs, it is very easy to change the
network topology of a wireless network.
MANET has various potential applications. Some typical examples include

emergency search-rescue operations, meeting events, conferences, and battlefield
communication between moving vehicles and/or soldiers. With the abilities to meet the
new demand of mobile computation, the MANET has a very bright future.

Attack Modules
Black Hole Attack

In black hole attack, a malicious node uses its routing protocol in order to advertise
itself for having the shortest path to the destination node or to the packet it wants to
intercept. This hostile node advertises its availability of fresh routes irrespective of
checking its routing table. In this way attacker node will always have the availability in
replying to the route request and thus intercept the data packet and retain it. In protocol
based on flooding, the malicious node reply will be received by the requesting node before
the reception of reply from actual node; hence a malicious and forged route is created.
When this route is establish, now it’s up to the node whether to drop all the packets or
forward it to the unknown address.

The method how malicious node fits in the data routes varies. Below Figure shows
how black hole problem arises, here node “A” want to send data packets to node “D” and
initiate the route discovery process. So if node “C” is a malicious node then it will claim
that it has active route to the specified destination as soon as it receives RREQ packets. It
will then send the response to node “A” before any other node. In this way node “A” will
think that this is the active route and thus active route discovery is complete. Node “A”
will ignore all other replies and will start seeding data packets to node “C”. In this way all
the data packet will be lost consumed or lost.
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Figure 1. Black Hole Problem

Two types of black hole attack can be described in order to distinguish the kind of
black hole attack.

Internal Black hole attack
This type of black hole attack has an internal malicious node which fits in between

the routes of given source and destination. As soon as it gets the chance this malicious node
make itself an active data route element. At this stage it is now capable of conducting
attack with the start of data transmission. This is an internal attack because node itself
belongs to the data route. Internal attack is more vulnerable to defend against because of
difficulty in detecting the internal misbehaving node.

External Black hole attack
External attacks physically stay outside of the network and deny access to network

traffic or creating congestion in network or by disrupting the entire network. External
attack can become a kind of internal attack when it take control of internal malicious node
and control it to attack other nodes in MANET. External black hole attack can be
summarized in following points

1. Malicious node detects the active route and notes the destination address.
2. Malicious node sends a route reply packet (RREP) including the destination address

field spoofed to an unknown destination address. Hop count value is set to lowest
values and the sequence number is set to the highest value.

3. Malicious node send RREP to the nearest available node which belongs to the active
route. This can also be send directly to the data source node if route is available.

4. The RREP received by the nearest available node to the malicious node will relayed
via the established inverse route to the data of source node.

5. The new information received in the route reply will allow the source node to
update its routing table.

6. New route selected by source node for selecting data.
7. The malicious node will drop now all the data to which it belong in the route.
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In black hole attack the malicious node “A” first detect the active route in between
the sender “E” and destination node “D”. The malicious node “A” then send the RREP
which contains the spoofed destination address including small hop count and large
sequence number than normal to node “C”. This node “C” forwards this RREP to the sender
node “E”. Now this route is used by the sender to send the data and in this way data will
arrive at the malicious node. These data will then be dropped. In this way sender and
destination node will be in no position any more to communicate in state of black hole
attack.

Gray Hole Attack
In this kind of attack the attacker misleads the network by agreeing to forward the

packets in the network. As soon as it receive the packets from the neighboring node, the
attacker drop the packets. This is a type of active attack. In the beginning the attacker
nodes behaves normally and reply true RREP messages to the nodes that started RREQ
messages. When it receives the packets it starts dropping the packets and launch Denial of
Service (DoS) attack. The malicious behavior of Gray Hole attack is different in different
ways. It drops packets while forwarding them in the network. In some other Gray Hole
attacks the attacker node behaves maliciously for the time until the packets are dropped
and then switch to their normal behavior. Due this behavior it’s very difficult for the
network to figure out such kind of attack. Gray Hole attack is also termed as node
misbehaving attack.

Flooding Attack
The flooding attack is easy to implement but cause the most damage. This kind of

attack can be achieved either by using RREQ or Data flooding. In RREQ flooding the attacker
floods the RREQ in the whole network which takes a lot of the network resources. This can
be achieved by the attacker node by selecting such I.P addresses that do not exist in the
network. By doing so no node is able to answer RREP packets to these flooded RREQ. In
data flooding the attacker get into the network and set up paths between all the nodes in
the network. Once the paths are established the attacker injects an immense amount of
useless data packets into the network which is directed to all the other nodes in the
network. These immense unwanted data packets in the network congest the network. Any
node that serves as destination node will be busy all the time by receiving useless and
unwanted data all the time.

Selfish Attack
In MANETs the nodes perform collaboratively in order to forward packets from one

node to another node. When a node refuse to work in collaboration to forward packets in
order to save its limited resources are termed as selfish node, this cause mainly network
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and traffic disruption. The selfish nodes can refuse by advertising non existing routes
among its neighbor nodes or less optimal routes. The concern of the node is only to save
and preserves it resources while the network and traffic disruption is the side effect of this
behavior. The node can use the network when it needs to use it and after using the network
it turn back to its silent mode. In the silent mode the selfish node is not visible to the
network.

The selfish node can sometime drop the packets. When the selfish node see that
the packets need lot of resources, the selfish node is no longer interested in the packets it
just simply drop the packets and do not forward it in the network.

Wormhole Attack
Wormhole attack is a severe attack in which two attackers placed themselves

strategically in the network. The attackers then keep on hearing the network, record the
wireless data. The figure bellow shows the two attackers placed themselves in a strong
strategic location in the network.

Figure 1.2 Wormhole attack
In wormhole attack, the attacker gets themselves in strong strategic location in the

network. They make the use of their location i.e. they have shortest path between the
nodes as shown in the Fig above. They advertise their path letting the other nodes in the
network to know they have the shortest path for the transmitting their data. The wormhole
attacker creates a tunnel in order to records the ongoing communication and traffic at one
network position and channels them to another position in the network. When the attacker
nodes create a direct link between each other in the network, the wormhole attacker then
receives packets at one end and transmits the packets to the other end of the network.
When the attackers are in such position the attack is known as out of band wormhole.

The other type of wormhole attack is known as in band wormhole attack. In this
type of attack the attacker builds an overlay tunnel over the existing wireless medium. This
attack is potentially very much harmful and is the most preferred choice for the attacker.
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Conclusion
In this paper, I discussed about the various routing protocols and attacks.its helps

us to realize the data communication between the nodes are inadequate.the attack is easy
to implement but cause the most damage. It  misleads the network by agreeing to forward
the packets in the network.so i conclude many attackers are there but it is overcome by
using  best algorithm and routing protocols for better communication between the nodes
and also enhance the security level and improves the performance in an efficient manner.
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Abstract
This paper aims to an discuss an several technologies used in smart watches for monitoring

the health status of individuals using smart wearable embedded system based smart watches. The
smart watches using in various parts of used in technology today. These recent developments have
created the ability for smart watches to synchronize with smart phones, have new mini-camera
capabilities, an increased battery life and memory, voice recognition and video calling, and using
smart watches for health care.
Keywords: Pregnant, Running, Heart rate, Sleeping.

Introduction
Smart watches have a lot of variation between their looks and functionality,

These two watches as examples of the current status of smart watches. In today’s market,
the “smart watch is designed to work only in tandem with a user’s smart phone”. They are
not intended to stand-alone, smart watches have been developed to work with other
personal communication devices to make hands-free easier. Most of the other popular
smart watches function in the same way and have similar features. They also both come
with built-in apps, like email, SMS messaging, calendar, and other basic apps (Smart Watch
Profiles, 2013). A main problem being address with the recent release of these smart
watches is the battery life. The current market for smart watches is growing.

While smart watches are full of remarkable features, They are also capable of
being a remote health monitoring devices. Two of these health smart watches are the
Smart Health and Basics smart watches used for communication. They have sensors and
technology that track your health and activity throughout the day. These watches a person
can track keep record and up-to-date information on their health. This technology is
important for smart watches.

Literature review
Kishalaya Kundu says, about smart watches have been a fairly niche product

category thus far, in spite of leading tech companies like Google, Apple and Samsung
desperately trying to popularize the product among mainstream consumers. Even though
smart watch sales are rising at a rapid rate, they are still far from becoming the must-have
accessories that smart phones have turned into over the past decade or so. least one
company believes that there is a large-enough market for smart wristwatches, they are
targeted at a very specific segment of society. Chinese telecommunication and consumer
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electronics giant, Huawei, had launched its first-generation smart watches targeted at
children back in August last year, and the response must have been encouraging enough for
the company to have now come out with its next-gen devices exactly a year down the line.
The smart watch, meanwhile, will also be pretty versatile, seeing as it will come with
voice-calling. All in all, it should be a pretty interesting device once it goes on sale,
although there’s no word currently.

Seth Porges  says, about today’s top smart watches Apple Watch and Android Wear
are positively packed with sensors. They can track your heart rate, steps, and GPS location;
all while delivering notifications and serving as a shortcut to many of your phone’s
functions. But there’s one thing that most modern smart watches simply aren’t particularly
useful for: Tracking your sleep. Well it comes down to one of their most seemingly magical
features: The ability to wirelessly boost their battery with no plug-ins required. The science
of it involves alternating electric currents traveling through conductive coils; but all you
really need to understand is that it lets your phone or smart watch charge.

M.Senthil Kumar says, about a year ago, visiting sister pregnancy at Madurai. He
realized that she had no idea about the frequency visit that she had to make the doctor.
The importance of measuring regular pulse rates. Being an engineer he came back to
Bangalore where he worked and in month. A watch for her that could capture pulse rates
notifies her of doctor’s appointments and dial emergency services based on the readings of
the watch. I realized that this could be a great business and IOT products, says senthil went
on to found IOTranic. The company was born in 2016 out of this experience.

Smart watch techniques
Pregnant

Bangalore based startup IOTranic has made smart watch for pregnant women called
“save mom ”. It tracks the heart rate and sleep patterns of pregnant women. works without
networks or blue tooth connectivity, has zero radiation and has a battery life of nine
months. The watch stores all its data on a memory card can be shared the health. It has a
simple SD card. The capture of heart rate and sleeping patterns. The SD card can then be
ported  on to a laptop of the doctor or the health care provider to get the data on to the
hospital application and the mother  was recorded on a graph realized found in IOTranic.
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A watch for that could capture pulse rates, notify her of doctor’s appointments and
dial emergency services based on the readings of the watch. There are color coded dials in
the watch alert to make it to doctor appointments. The watch can sync with the phone if
need be and its APIs – when synced utility app – can dial emergency services or call taxis.
After four months of using the watch, the entire pulse rate data of the baby and the
mother was recorded on a graph.

Running
Fitness bands: Fitness trackers are about all-day 24-hour activity monitoring. Some

of them track active exercise, but most lack GPS functions that serious runners crave.
These are, mostly, for the average person looking to get a bit healthier. The Fit bit Charge
getting a HR . The regular Fit bit Charge, and adds 24-hour heart-rate tracking. It also
tracks sleep, has decent battery life and is easy to use.  Its long battery life and shower-
friendly water resistance. A semi-smart watch with fitness built in: the Activity Pop feels
like a regular analog watch but has eight months of battery life. The fitness tracking might
head can track swimming, and syncs steps and sleep over Bluetooth everyday watch.

Runners will probably want a watch that shows time, distance, pace, and lap time,
at the very least. If  good accuracy for those metrics without having to carry a smart
phone, a runner's watch with built-in GPS.

Running power tools watches: Garmin, Timex, Polar and many others have
dedicated running watches. These sync data with your phone or PC, but their advantages
over fitness trackers tend to involve longer battery life, GPS, and more detailed runner-
oriented data. the Polar M400 : its combination of smart watch-like notifications (for iOS),
GPS and all-day activity tracking make it stand out. The Garmin Forerunner 15 is a solid
entry-level running watch, but it lacks Bluetooth for phone syncing.

Having on-board GPS and a wealth of runner-targeted stats at your fingertips, plus
a display that maximizes easy reading of those stats, still makes these watches stand apart
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from most fitness bands and smart watches. Cyclists have even more considerations.
There's a difference between tracking how many miles you pedal and calories burn versus
monitoring power and cadence. a few fitness trackers that support bicycling as an activity,
including the Fit bit Surge and the Garmin Vivo active. More serious cyclists a device that
can pair with additional bike equipment, like a cadence sensor, and should look at devices
from sport-specific companies, like Garmin, Mio Global, and Polar.

The fitness bands, improvements in heart-rate sensors and apps that interpret
heart rate in helpful ways still need to emerge to justification run or bicycle, we
recommend tracking your runs or rides on a tracer with some trackers, carry your phone to
get accurate distance, and mapping, with carrying  phone, or a tracker with built-in GPS we
recommend are Runtastic PRO (for running), Cycle meter(for bicycling), and Strava (for
both running and cycling).
Heart rate

Heart rate monitoring sounds like the best feature ever, but there are different
kinds of heart rate monitors. A built-in heart rate monitor drives up the optical heart rate
monitors are the ones built into the device itself. These devices can read your heart rate all
day long. Some trackers only take your heart rate while you're working out, however.
They are meant for heart rate training, not for watching resting heart rate.
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Some very good fitness trackers don't have a heart rate monitor built-in, but can
pair with a chest strap. Most every device from Garmin and Polar supports a chest strap,
tracking heart rate, Many smart phone apps, including Withings, Health mate, let you take
your heart rate in about 15 seconds using the phone's camera Check your pulse once or
twice a day.

Several fitness trackers have some smart watch functionality, and some smart
watches have fitness features, too. But a smart watch is different than a fitness tracker
heart is in the right place and device fitness trackers of the best smart watches
recommendations in that category.

Sleep
Many fitness trackers record your sleep. they generally watch for movement using a

three-axis accelerometer to a more sensitive degree than they do during the day. Some
devices report graphs showing the times when you were in light sleep and deep sleep based
on motion. the trackers for sleep tracking  connect the app to a companion app called UP
Coffee that tracks caffeine intake and correlates it with sleep.

They can track sleeping rate, steps, and GPS location; all while delivering
notifications and serving as a shortcut to many of your phone’s functions.
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But there’s one thing that most modern Smart watches simply aren’t particularly
useful for: Tracking your sleep. Well it comes down to one of their most seemingly magical
features: The ability to wirelessly boost their battery just be sitting on their dock, with no
plug-ins required.

Conclusion
Overall, the technology for smart watches has advanced  tremendously over the

last few years. From the beginning of basic smart watches. The 70’s, this industry has been
pushing technological boundaries. The smart watch has gone through many revolutions from
LCD technology to smart voice technology. These watches have revolutionized the industry
once again by making watches communication devices. Most smart watches are now phone
watches. Research shows that the growth of the smart watch industry looks promising. In
the future, consumers can  look forward to seeing an technology and more advanced
interconnectivity between different smart watches and smart phones. Multilevel of
networks using in to smart watches.
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Abstract
In recent years, big data and cloud computing are the major issues in an organizations. It

enables computing resources to be provided as information technology service with high efficiency
and effectiveness. Today’s big data is the one of the major problem that researchers try to solve it.
The main focus is on security issues in cloud computing that are associated with big data. Big data
applications are a great benefit to organizations, business, companies and many large scale and
small scale industries. The another important issue is how to gain a perfect security for big data in
cloud computing. The  possible solutions for the issues in cloud computing security and Hadoop.
Cloud computing plays a very vital role in protecting data, applications and the related
infrastructure with the help of policies, technologies, controls, and big data tools. cloud computing,
big data and its applications, advantages are likely to represent the most promising new frontiers in
science[1].
Keywords: Cloud computing, Big data, Hadoop, Map reduce, HDFS, Big data security, CSA.

Introduction
Big data is the term for data sets, so large and complicated that it becomes

difficult to process using traditional data management tools or processing applications. The
data and to identify patterns it is very important to securely store, manage and share large
amounts of complex data. Cloud comes with an explicit security challenge, i.e. the data
owner might not have any control of where the data is placed. Hadoop  is an open-source
implementation of Google MapReduce, including a distributed file system, provides to the
application programmer the abstraction of the map and the reduce. With Hadoop it is
easier for organizations to get a grip on the large volumes of data being generated each
day, but at the same time can also create problems related to security, data access,
monitoring, high availability and business continuity. Google has introduced MapReduce
framework for processing large amounts of data on commodity hardware. Apache’s Hadoop
distributed file system (HDFS) is evolving as a superior software component for cloud
computing combined along with integrated parts such as Map Reduce[2]. Cloud Security
Alliance (CSA)  model outlines where the data is being processed and stored, and includes
the big data sources, processing clusters and endpoint consumers of the data (systems,
mobile devices, etc.), along with the cloud environments. Security and privacy issues are
magnified by velocity, volume, and verity of big data, such as large scale cloud
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infrastructures, diversity of data sources an d formats, streaming nature of data acquisition
and high volume inter-cloud migration.

Reviews on Recent Literature
Venkata Narasimha Inukollu

Security issues for cloud computing, Big data, Map Reduce and Hadoop
environment. The main focus is on security issues in cloud computing that are associated
with big data. Big data applications are a great benefit to organizations, business,
companies and many large scale and small scale industries
Elmustafa Sayed Ali Ahmed

One of the most important issue is how to gain a perfect security for big data in
cloud computing. Big data with clouds computing security and the mechanisms that used to
protect and secure also have a privacy for big data with an available clouds.
V.P.MuthuKumar

The issue in cloud computing security and Hadoop. Cloud computing security is
developing at a rapid pace which includes computer security, network security, information
security, and data privacy. Cloud computing plays a very vital role in protecting data,
applications and the related infrastructure with the help of policies, technologies, controls,
and big data tools.

Cloud Computing
Cloud Computing is a technology which depends on sharing of computing resources

than having local servers or personal devices to handle the applications. In Cloud
Computing, the word “Cloud” means “The Internet”, so Cloud Computing means a type of
computing in which services are delivered through the Internet. The goal of Cloud
Computing is to make use of increasing computing power to execute millions of instructions
per second. Cloud Computing uses networks of a large group of servers with specialized
connections to distribute data processing among the servers. Cloud computing technology is
being used to minimize the usage cost of computing resources. The cloud network,
consisting of a network of computers, handles the load instead. The cost of software and
hardware on the user end decreases. The only thing that must be done at the user's end is
to run the cloud interface software to connect to the cloud. Cloud Computing consists of a
front end and back end. The front end includes the user's computer and software required
to access the cloud network. Back end consists of various computers, servers and database
systems that create the cloud. The user can access applications in the cloud network from
anywhere by connecting to the cloud using the Internet. Some of the real time applications
which use Cloud Computing are Gmail, Google Calendar, Google Docs and Drop box etc.[3],
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Figure 1.1.Cloud Computing Image
Big Data

Big Data is the word used to describe massive volumes of structured and
unstructured data that are so large that it is very difficult to process this data using
traditional databases and software technologies. The term “Big Data” is believed to be
originated from the Web search companies who had to query loosely structured very large
distributed data. The three main terms that signify Big Data have the following properties:

Figure 1.2.5Vs Of Big data
• Volume: Many factors contribute towards increasing Volume streaming data and

data collected from sensors etc.
• Variety: Today data comes in all types of formats emails, video, audio, transactions

etc.
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• Velocity: This means how fast the data is being produced and how fast the data
needs to be processed to meet the demand. The other three dimensions that need
to consider with respect to Big Data are Veracity, Variability and Complexity.

• Variability: Along with the Velocity, the d peaks. This refers to the inconsistency
which can be shown by the data at times, thus hampering the process of being able
to handle and manage the data effectively.

• Veracity: The quality of the data being captured can vary greatly. Accuracy of
analysis depends on the veracity of the source data.

• Complexity: Complexity of the data also needs to be considered when the data is
coming from multiple sources. The data must be linked, matched, cleansed and
transformed into required formats before actual processing.
Technologies today not only support the collection of large amounts of utilizing

such data effectively transactions made all over the world with respect to a Bank, Walmart
customer transactions, and Facebook users generating social interaction data[4].

Figure 1.3.Big data
When making an attempt to understand the concept of Big Data, the words and

“Hadoop” cannot be avoided.

HADOOP
Hadoop, which is a free, Java-based programming framework supports the

processing of large sets of data in a distributed computing environment. It is a part of the
Apache project sponsored by the Apache Software Foundation. Hadoop cluster uses a
Master/Slave structure. Using Hadoop, large data sets can be processed across a cluster of
servers and applications can be run on systems with thousands of nodes involving thousands
of terabytes. Distributed file system in Hadoop helps in rapid data transfer rates and allows
the system to continue its normal operation even in the case of some node failures. This
approach lowers the risk of an entire system failure, even in the case of a significant
number of node failures. Hadoop enables a computing solution that is scalable, cost
effective, flexible and fault tolerant. Hadoop Framework is used by popular companies like
Google, Yahoo, Amazon and IBM etc., to support their applications involving huge amounts
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of data. Hadoop has two main sub projects – Map Reduce and Hadoop Distributed File
System (HDFS).

Figure 1.4.Big data with Hadoop Architecture

Map Reduce
Hadoop Map Reduce is a framework used to write applications that process large

amounts of data in parallel on clusters of commodity hardware resources in a reliable,
fault-tolerant manner. A Map Reduce job first divides the data into individual chunks which
are processed by Map jobs in parallel. The outputs of the maps sorted by the framework are
then input to the reduce tasks. Generally the input and the output of the job are both
stored in a file-system. Scheduling, Monitoring and re-executing failed tasks are taken care
by the framework.

Hadoop Distributed File System (HDFS)
HDFS is a file system that spans all the nodes in a Hadoop cluster for data storage.

It links together file systems on local nodes to make it into one large file system. HDFS
improves reliability by replicating data across multiple sources to overcome node
failures[5].

Cloud Issues and Challenges
Cloud computing comes with numerous security issues because it encompasses

many technologies including networks, databases, operating systems, virtualization,
resource scheduling, transaction management, load balancing, concurrency control and
memory management. Hence, security issues of these systems and technologies are
applicable to cloud computing. For example,it is very important for the network which
interconnects the systems in a cloud to be secure. Also, virtualization paradigm in cloud
computing results in several security concerns. Data security not only involves the
encryption of the data, but also ensures that appropriate policies are enforced for data
sharing. In addition, resource allocation and memory management algorithms also have to
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be secure. The big data issues are most acutely felt in certain industries, such as telecoms,
web marketing and advertising, retail and financial services, and certain government
activities. The data explosion is going to make life difficult in many industries, and the
companies will gain considerable advantage which is capable to adapt well and gain the
ability to analyze such data explosions over those other companies. Finally, data mining
techniques can be used in the malware detection in clouds. The challenges of security in
cloud computing environments can be categorized into network level, user authentication
level, data level, and generic issues.
Network level: The challenges that can be categorized under a network level deal with
network protocols and network security, such as distributed nodes, distributed data, Inter
node communication.
Authentication level: The challenges that can be categorized under user authentication
level deals with encryption/decryption techniques, authentication methods such as
administrative rights for nodes, authentication of applications and nodes, and logging.
Data level: The challenges that can be categorized under data level deals with data
integrity and availability such as data protection and distributed data.
Generic types: The challenges that can be categorized under general level are traditional
security tools, and use of different technologies.

Big Data Privacy and Security
Big Data is one of the most talked about technology. But lost among all the

excitement about the potential of Big Data are the very real security and privacy challenges
that threaten to slow this momentum. Security and privacy issues are magnified by the
three V’s of big data: Velocity, Volume, and Variety. These factors include variables such as
large-scale cloud infrastructures, diversity of data sources and formats, streaming nature of
data acquisition and the increasingly high volume of inter cloud migrations. Consequently,
traditional security mechanisms, which are tailored to securing small-scale static data,
often fall short[6]. The CSA’s Big Data Working Group followed a three step process to
arrive at top security and privacy challenges presented by Big Data; Interviewed CSA
members and surveyed security practitioner oriented trade journals to draft an initial list of
high priority security and privacy problems studied published solutions.

Characterized a problem as a challenge if the proposed solution does not cover the
problem scenarios. The Working Group researchers compiled their list of the Top 10
challenges as shown in figure 1.5 below. The Expanded Top 10 Big Data challenges have
evolved from the initial list of challenges presented at CSA Congress to an expanded version
that addresses three new distinct issues:
Modeling: formalizing a threat model that covers most of the cyber-attack or data-leakage
scenarios.
Analysis: finding tractable solutions based on the threat model.
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Implementation: implanting the solution in existing infrastructures.

Figure 1.5.Top 10 Challenges of CSA’s Big Data Working Group

The information security practitioners at the Cloud Security Alliance know that big
data and analytics systems [7]. The group’s latest 10 major security and privacy challenges
facing infrastructure providers and customers. By outlining the issues involved, along with
analysis of internal and external threats and summaries of current approaches to mitigating
those risks, the alliance’s members hope to prod technology vendors, academic researchers
and practitioners to collaborate on computing techniques and business practices that
reduce the risks associated with analyzing massive datasets using innovative data analytics.

Real-time system monitoring techniques that works well on smaller volumes of data
but not very large datasets. The growing number of devices, from smartphones to sensors,
producing data for analysis. General confusion “surrounding the diverse legal and policy
restrictions that lead to ad hoc approaches for ensuring security and privacy[8]. Given the
very large data sets that contribute to a Big Data implementations, there is a virtual
certainty that either protected information or critical Intellectual Property (IP) will be
present. This information is distributed throughout the Big Data implementation as needed
with the result that the entire data storage layer needs security protection [9]. There are
many types of protection and security used such as.
Vormetric Encryption: seamlessly protects Big Data environments at the file system and
volume level. This Big Data analytics security solution allows organizations to gain the
benefits of the intelligence gleaned from Big Data analytics while maintaining the security
of their data – with no changes to operation of the application or to system operation or
administration.
Data Security Platform: The Vormetric Data Security Platform secures critical data –
placing the safeguards and access controls for your data with your data. The data security
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platform includes strong encryption, key management, fine-grained access controls and the
security intelligence information needed to identify the latest in advanced persistent
threats (APTs) and other security attacks on your data.
Encryption and Key Management: Data breach mitigation and compliance regimes require
encryption to safeguard data. Vormetric provides the strong, centrally managed, encryption
and key management that enables compliance and is transparent to processes, applications
and users.
Fine-grained Access Controls: Vormetric provides the fine-grained, policy based access
controls that restrict access to data that has been encrypted allowing only approved access
to data by processes and users as required to meet strict compliance requirements.
Privileged users of all types (including system, network and even cloud administrators) can
see plaintext information only if specifically enabled to do so. System update and
administrative processes continue to work freely – but see only encrypted data, not the
plaintext source.
Security Intelligence: Vormetric logs capture all access attempts to protected data
providing high value, security intelligence information that can be used with a Security
Information and Event Management solution to identify compromised accounts and
malicious insiders as well as finding access patterns by processes and users that may
represent and APT attack in process. Use the Vormetric Toolkit to easily deploy, integrate
and manage your Vormetric Data Security implementation with the rest of your big data
implementation[10].

Figure 1.6. Vormetric Concept Automation
Conclusion

Recently, researchers focusing their efforts in how to manage , handling and also
processing the huge amount of data as known a Big data deals with three concepts volume ,
Variety and velocity which requires a new mechanisms to manage , processing , storing ,
analyzing and securing the big data. Its   managing and processing of big data have many
problems and required more efforts to handle these requirements when deal with big data,
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security is one of the challenges that arise when systems try to handle the concept of big
data. More researches required to overcome the security of big data instead of current
security algorithms and methods. Cloud environment is widely used in industry and research
aspects; therefore security is an important aspect for organizations running on these cloud
environments. Using proposed approaches, cloud environments can be secured for complex
business operations. By leveraging the work of the CSA working group for big data and
focusing explicitly on the key controls that should be in place, enterprise consumers can
help to properly evaluate the state of big data infrastructure and applications in their
service providers' environments.
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Abstract
Enterprise Resource Planning (ERP) System provides the real time integrated information

and data to all the units of enterprise through a single application. The ERP System are becoming
one of the widespread IT Solution, however the implementation of ERP system requires huge
investment in terms of human resources, money, time and other assets, the accurate and successful
implementation of ERP is of great importance otherwise numbers of challenges are to be faced by
the enterprises. The previous studies reveal that around 60 to 70% of the ERP implementation
worldwide ends up in a failure or meet their end prematurely. Success and failure factors have been
studied for successful ERP implementation. The quality issues in during the ERP Implementation are
not explored. Taking this in to consideration the present focused on investigation of quality issues in
the entire life cycle of the ERP implementation.

The company history reveals that most off the project either cost or time over run, Study
disclose that the delay due to the software development methodology adopted to customize the ERP
software. These issues are well defined by Capability Maturity Model Integration (CMMI), it was
decided to carry out gap analysis and the map the process areas of CMMI, finally the gaps are closed
and project turnaround time reduced drastically. The quality of the ERP software is improved by
participation of the customer, the detailed Define, Measure, Analyze, Improve and Control phases of
the six sigma methodology are use for this purposes.

Introduction
In today’s highly competitive globalized economy, the enterprises are continuously

striving to anticipate customer expectation in terms of quality, time and cost of services.
The accelerated pace of change is influencing the enterprises to reinvent, resize and
reorganize the business processes. Traditionally, organizations developed computer
application only for specific functional area such as general ledger, purchase, inventory and
planning. Systems have been developed as ‘Island’ of information where focus was only on
function. Data was redundant and consolidations of functional areas were not possible.
The decision makers of the organization did not have the access to the information that
could have helped them in taking timely decision and management control was difficult.
Thus, response to change in the constantly changing business environment is challenging.
The enormous amount of time and efforts are consumed to change the business process.
This necessitates an integrated system that could address these requirements.
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Methodology: An Overview
The aim is to expose and analyze the key areas of the implementation process and

procedure for various kinds of problems and other than human factors which contributes to
the end result of an unsuccessful implementation. The quality issues that occurred during
the implementation phase as well as the phase after which the system went live were
recorded by the trained personnel on site and maintained in a log book. Each of these
issues was segregated on the basis of the module in which they originated and the
frequency with which they occurred in these modules. The complete issue list was then
considered for further analysis by means of a Pareto Chart. The major benefit of using this
type of an analysis was to get the client to concentrate on just the vital few problems from
the complete issue list that was recorded. This enabled a deep and thorough analysis of
problems encountered in implementation so that a concentrated study might be carried
out. Defect Causal Analysis was developed to highlight the root causes, which had a major
contribution in the problems that both the client as well as the vendor faced during the
course of the ERP implementation procedure.

Further the qualitative research approach is used which gives the significance to
the context and usage. The research method used Grounded theory proposed by Glaser and
Strauss. In the grounded theory model is the Hypothetic-deductive that is the line of
investigation begins with the theory and moves from the concepts of definition to proposed
relations out to the “real world”. Next in order to prioritizing the factors affecting ERP
implementation the analytical hierarchy process (AHP) is used ,as the methodology to on
the basis of the priority value obtained by this method for each cell in the framework. The
AHP provides a method to assign numerical values to subjective judgments on the relative
importance of each element and then to synthesize the judgments to determine which
elements have the highest priority. AHP is a method that advocates the comparison of two
requirements at one moment. In this regard a questionnaire was used, the questionnaire
being a frequent vehicle for collecting quantitative data, through a survey. The
questionnaires were focused on the identification and ranking of critical factors for ERP
implementation at Indian SMEs.

Background of Enterprise Resource Planning
In today’s highly competitive globalized economy, the enterprises are continuously

striving to anticipate customer expectation in terms of quality, time and cost of services.
The accelerated pace of change is influencing the enterprises to reinvent, resize and
reorganize the business processes. Traditionally, organizations developed computer
application only for specific functional area such as general ledger, purchase, inventory and
planning. Systems have been developed as ‘Island’ of information where focus was only on
function. Data was redundant and consolidations of functional areas were not possible.
The decision makers of the organization did not have the access to the information that
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could have helped them in taking timely decision and management control was difficult.
Thus, response to change in the constantly changing business environment is challenging.
The enormous amount of time and efforts are consumed to change the business process.
This necessitates an integrated system that could address these requirements. The
integrated software solution must provide a multilingual capability by taking the sales order
or the purchase order from the different languages. Order placed must be printed and
returned to customer in their native languages on a single host platform. Multicurrency
functionality has the capability of receiving invoices from various currencies and also
facilitates the splitting of payment into other currency and vice versa.

Functional Modules of ERP
A typical ERP package contains multiple functional modules. The main functional

module of ERP systems are Sales and Distribution Module, Material Management Modules,
Finance Modules, Human Resource Modules, Production Planning Modules, Plant
Maintenance Modules, Quality Management Modules, Customer 6 Service Modules etc. The
number of modules varies from package to package. An ERP package contains many
modules. The number and the features of ERP modules may vary with ERP package. The
ERP software can either custom-built software or ERP Vendor packages. ERP vendor
packages include SAPR/3 from SAP and BAAN ERP from Baan Company, the vendor propriety
tools can be altered to suit the requirement. The market share of ERP vendor software and
the potential market for the ERP system are discussed in the next section.

The Market of ERP System
The market shares of ERP software have very large potential market by small

medium and large   scale enterprises. The share of global and the Indian market ERP
software is presented in the following discussion.
Global ERP Market

The International Data Corporation (IDC), events and research company, USA
reported that the Compounded Annual Growth rate (CARG) of worldwide ERP 7 activities is
as mentioned in Table No.1. The Revenue from the Customer Segments by ERP Business
includes Licensing ERP application, Maintaining and Subscribing ERP software.

Table 1 Market segmentation of ERP System
Classification of Enterprise According to Size 2008-2013(CAGR* %)

Small Business (< 1000 Employees) 5
Medium-Size Business (1000-4999 Employees) 5.5
Large Business (5000+ Employee) 2.6
Total size 4.2

CAGR-Compound Annual Growth Rate (CAGR) Source IDC
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The ERP product growth continues across the various set of industry and across the
various countries. The growth rate is expected to compound annually at the rate of 4.8%
over the next three years exceeding $21 billion in 2010 forecasted by ARC advisory Group
study. The leading players such as SAP, ORACLE, BAAN, PEOPLESOFT and RAMCO Systems
are likely to continue to dominate the global ERP market in future. Globally, the mid-range
and Small and Medium Enterprises (SME) markets continue to be a major focus area for ERP
vendors. SME market sector has fuelled the growth of the global ERP market in recent years
Figure-1.1 shows the various ERP vendor market share.

Figure 1- Global ERP Market Share

Indian ERP Market
The criteria for selecting the ERP system based on its ability of planning current

resource utilization and future expansion of organization. The ERP systems can dramatically
enhance the performance of an organization’s business operations, they also expensive,
very complex and difficult to implement. It usually involves process re-engineering and
multiple changes in the business processes. Even after investing many resources in
implementing ERP, organizations face a plethora of problems particularly during the actual
implementation process. Thus the organization can use structured and well defined
methodology for implementing an ERP system, starting from the selecting the package and
find the people who understand the process and technology can minimizes the degree of
risk involved and improve the probability of the project success. In the next section we will
discuss the different types of ERP Implementation strategies and approaches.
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Figure 2 - Indian ERP Market Share

Defect Casual Analysis technique: Identify the root cause
The arrangement of data was made to identify the significant module having major

problems. The solution for these problems are identified by the technique called Defect
Causal Analysis also called Root Cause Analysis (RCA). Monitoring the quality issues or the
fault details can produces a surfeit of details about individual activity, In order to monitor
the accurate classification of schema and to Identification of Vital problem. DCA is a
technique to identify and eliminating the process faults or defects. It consists of four main
steps to select significant classes of faults and track them back to their original causes:
what, when, why and how.

I.What are the faults/defects?
The goal of this step is to identify the class of important parts. The faults are

categorized by severity and kind. The defects are categorized based on the occurrence of
the issues in the modules, the number of errors and the corresponding modules were as
shown in the following table.

Table 2 Issues Observed in Modules
Modules Number of faults

SD 53
FI-CO 35
MM 25
HR 10
PP 4

BASIS 4
Total 131

II. When did defects occur?
This phase determines when the defects are introduced to the system that is when

particular fault is occurred and introduced in coding or did it results in an error in
architectural design.
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III. Why did the defect occur?
In this step the objective is to identify the root cause associated with many defects

in the module. It is proceeds literately by attempting to explain the error that led defect,
then the cause of that error, the cause of that cause, and so on. The rule of thumb “ask six
times” does not precise stopping rule for the analysis, but suggests that several steps may
be needed to find a cause in common among a large fraction of the adult class under
consideration.

IV. How could the defects prevented?
The final step of DCA is improving the process by removing root cause or making

early detection likely, the measures taken to have a minor impact on the development
process or may have substantial modification of the process. After tracing the cause the
preventive or detection measures are taken by keeping the goal in mind at the cost
effective manner. The aim is to expose and analyze the key areas of the implementation
process, procedure for various kinds of problems and other than human factors which
contributes to the end result of an unsuccessful implementation. Hence a Cause and Effect
analysis was carried out which highlighted the root causes which had a major contribution
in the problems that both the client as well as the vendor faced. Defects are analyzed to
determine the cause of an error through a what, when, why and how assessing the main
effect that was the major bottlenecks and the performance of the software. Since the
issues is organizational focused the researcher decided to explore the factors affecting ERP
Implementation by inductively grounded approach.

Scope for Further Research
Researching in a particular area is a continuous process. More so in quality

management, which is a dynamic area. This research provides a base for further study on
the following lines.
The present research study is confined to only Bangalore. The scope of study can be
extended to other geographical areas of the country. Further to this comparative.
 The focus of this study is on the Enterprise Resource planning sector in general.

However there do exists lot of operational and work culture differences amongst the
broad categories of enterprise, So, a comparative study on the quality issues and other
related implementation issues amongst these categories can be initiated.

 The sample size can be enhanced to get the outcome of the research to as much reality
as possible

 The software industry in India has matured and the average experience of the
employee has increased. So, a study can be thought of taking into consideration the
software architecture, software design and coding vis-à-vis the experience in the
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sector. May be this can be again a comparative study across the levels of the
organization as well as the industries in the Electronic commerce space.

 The software industry in India has matured and the average experience of the
employee has increased. So, a study can be thought of taking into consideration the
software architecture, software design and coding vis-à-vis the experience in the
sector. May be this can be again a comparative study across the levels of the
organization as well as the industries in the Electronic commerce space.

Conclusion
The performance issues of the ERP software are explored and corrective action was

taken based on identified root causes.  The ‘third party consultant’ customizing the ERP
software by New Generation Delivery Methodology(NGDM), implementation history at
company shows that the most of the project are either cost or time over run. The
consultant was adapted a methodology known as spiral software development life cycle
model comprising of three prototypes followed by final solution. The issues of software
quality focused on process improvement are well defined by Capability Maturity Model
Integration (CMMI).NGDM approach was mapped with CMMI, the gaps in the process areas of
NGDM are identified and the major gaps found in the risk management, project planning,
integrated project management decision analysis and resolution process areas. The gaps
are closed by developing risk template, appropriate project plan, activity tracking and
quality cost matrix. The results are evidence in tremendous improvement in turn round
time. Finally we conclude that for the effective ERP implementation the integrated frame
work provides insight issues occurrences by considering the life cycle of the ERP systems
implementation.
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Abstract
Nanotechnology is rapidly developing all area of technology that affects on many fields. The

medicine is also affected from nanotechnology, since in cancer treatment nano technologically
modified methods can be used. One of the developing usage feels of nanotechnology is cancer
treatment. Nanotechnology can assist to have a better diagnoses with less harmful substances as
optical nanoparticles and ICG molecules.[1] It provide efficient drug delivery to tumour cells with
liposome and functionalised micelles. A board spectrum of applications in cancer treatment including
area suggests the diagnostics, therapeutic and prognostics. Nanotechnology offers a revolutionary
role in both diagnostics and treatment.
Keywords: Applications(nano tools),Scanning, Imaging, Liposomes, Nanoparticles, Nanotechnology,
NCI,.

Introduction
The use of nanotechnology in cancer treatment in offer some exciting possibility,

including the possibility of destroying cancer tumours with minimal damage to healthy
tissue and organs as well as the detection and elimination of cancer cells before they form
a tumours. Most efforts to improve cancer treatment through nanotechnology are at the
research or at the development stage[1]. The effort to make these treatment a reality is
highly focused.

Since 2004, alliance researchers have focused on developing the new nanomaterials
for using diagnosing and treating cancer and assessing their behaviour in the body. With a
substantial knowledge based to inform their efforts, alliance investigators have created a
targeted, nano enabled the agents with the aim of moving these new construct into human
clinical trails. These efforts have been aided by formal interaction between the national
cancer institute (NCI). U.S. food and drug administration(FDA) and the national institute of
standards  and technology (NIST) to establish standards for regulating clinical ttrails of
nanotechnology enable products.

Nanoparticles are a particles between a 1 and 100 nanometers in size. In
nanotechnology a particle is defined as a small object that behaves as a whole unit with
respect to its transport and properties. Nanoparticles have a one dimension that measures
100 nanometers  or less than properties of numerous customary materials change when
shaped from the nanoparticles[2]. Nanoparticles are great scientific interest as they are
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effectively a bridge between bulk materials and atomic or molecular structure. The alliance
for nanotechnology in cancer, established by the US national cancer institute, is fostering
innovation and collaboration among researchers to resolve some of the major challenges in
the application of nanotechnology to cancer.

Recent Review of Literature
Niranjan Bhandare* and Ashwatha Narayana

Recent advances in the application of nanotechnology in medicine, often referred
to as nanomedicine, may revolutionize our approach to healthcare. Cancer nanotechnology
is a relatively novel interdisciplinary area of comprehensive research that combines the
basic sciences, like biology and chemistry, with engineering and medicine. Nanoparticles
may be designed to offer a multifunctional approach operating simultaneously as an
effective and efficient anticancer drug as well as an imaging material to evaluate the
efficacy of the drug for treatment follow-up.
Chetan C.Anajwala

Nanotechnology refers to the interactions of cellular and molecular components
and engineered materials—typically clusters of atoms, molecules, and molecular
fragments—at the most elemental level of biology. Such nanoscale objects— typically,
though not exclusively, with dimensions smaller than 100 nanometers—can be useful by
themselves or as part of larger devices containing multiple nanoscale objects.
Ranjita Misra

The application of nanotechnology for cancer therapy has received considerable
attention in recent years. Cancer nanotechnology  is an upcoming field with extensive
applications. It provides a unique approach and comprehensive technology against cancer
through early diagnosis, prediction, prevention, personalized therapy and medicine. Target-
specific drug therapy and methods for early diagnosis of pathologies are the priority
research areas in which nanotechnology would play a vital part.

Developing a Cancer Nanotechnology Plan
NCI’s Cancer Nanotechnology Plan will provide critical support for the field though

extramural projects, intramural programs, and a new Nanotechnology Standardization
Laboratory. This latter facility will develop important standards for nanotechnological
constructs and devices that will enable researchers to develop cross-functional platforms
that will serve multiple purposes. The laboratory will be a centralized characterization
laboratory capable of generating technical data that will assist researchers in choosing
which of the many promising nanoscale devices they might want to use for a particular
clinical or research application. In addition, this new laboratory will facilitate the
development of data to support regulatory sciences for the translation of nanotechnology
into clinical applications[3].
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The six major challenge areas of emphasis include:
Prevention and Control of Cancer

• Developing nanoscale devices that can deliver cancer prevention agents
• Designing multicomponent anticancer vaccines using nanoscale delivery vehicles

Early Detection and Proteomics
• Creating implantable, biofouling-indifferent molecular sensors that can detect

cancer-associated biomarkers that can be collected for ex vivo analysis or analyzed
in situ, with the results being transmitted via wireless technology to the physician.

• Developing “smart” collection platforms for simultaneous mass spectroscopic
analysis of multiple cancer-associated markers.

Imaging Diagnostics
• Designing “smart” injectable, targeted contrast agents that improve the resolution

of cancer to the single cell level
• Engineering nanoscale devices capable of addressing the biological and evolutionary

diversity of the multiple cancer cells that make up a tumor within an individual
Multifunctional Therapeutics

• Developing nanoscale devices that integrate diagnostic and therapeutic functions
• Creating “smart” therapeutic devices that can control the spatial and temporal

release of therapeutic agents while monitoring the effectiveness of these agents
Quality of Life Enhancement in Cancer Care

• Designing nanoscale devices that can optimally deliver medications for treating
conditions that may arise over time with chronic anticancer therapy, including
pain, nausea, loss of appetite, depression, and difficulty breathing

Interdisciplinary Training
• Coordinating efforts to provide cross-training in molecular and systems biology to

nanotechnology engineers and in nanotechnology to cancer researchers
• Creating new interdisciplinary coursework/degree programs to train a new

generation of researchers skilled in both cancer biology and nanotechnology

Nanotechnology
Nanotechnology refers to the interactions of cellular and molecular components

and engineered materials—typically clusters of atoms, molecules, and molecular
fragments—at the most elemental level of biology. Such nanoscale objects— typically,
though not exclusively, with dimensions smaller than 100 nanometers—can be useful by
themselves or as part of larger devices containing multiple nanoscale objects[4].
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Figure 1.1.Nanoscale
At the nanoscale, the physical, chemical, and biological properties of materials

differ fundamentally and often Noninvasive access to the interior of a living cell affords the
opportunity for unprecedented gains on both clinical and basic research frontiers.
unexpectedly from those of the corresponding bulk material because the quantum
mechanical properties of atomic interactions are influenced by material variations on the
nanometer scale. In fact, by creating nanometerscale structures, it is possible to control
fundamental characteristics of a material, including its melting point, magnetic properties,
and even color, without changing the material’s chemical composition. Nanoscale devices
and nanoscale components of larger devices are of the same size as biological entities.
They are smaller than human cells (10,000 to 20,000 nanometers in diameter) and
organelles and similar in size to large 6 biological macromolecules such as enzymes and
receptors— hemoglobin, for example, is approximately 5 nm in diameter, while the lipid
bilayer surrounding cells is on the order of 6 nm thick. Nanoscale devices smaller than 50
nanometers can easily enter most cells, while those smaller than 20 nanometers can transit
out of blood vessels. As a result, nanoscale devices can readily interact with biomolecules
on both the cell surface and within the cell, often in ways that do not alter the behavior
and biochemical properties of those molecules. From a scientific viewpoint, the actual
construction and characterization of nanoscale devices may contribute to understanding
carcinogenesis. Noninvasive access to the interior of a living cell affords the opportunity for
unprecedented gains on both clinical and basic research frontiers.

Figure 1.2.Nanotechnology in Cancer
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The ability to simultaneously interact with multiple critical proteins and nucleic
acids at the molecular scale should provide better understanding of the complex regulatory
and signaling networks that govern the behavior of cells in their normal state and as they
undergo malignant transformation.

Liposomes

Figure 1.3.Schematics of different nanotechnology-based tools used for cancer therapy

Liposomes have become very versatile tools in biology, biochemistry and medicine
because of their enormous diversity of structure and compositions [5]. Examples of
liposome-mediated drug delivery are doxorubicin (Doxil) and daunorubicin (Daunoxome),
which are currently being marketed as liposome delivery systems. Polyethylene glycol
(PEG)ylated liposomal doxorubicin (Doxil1, Caelyx1; Alza Pharmaceuticals, San Bruno, CA,
USA) has achieved the most prolonged circulation to date, with a terminal half-life of 55
hours in humans [7,9]. These PEGylated (also referred to as sterically stabilized, or
‘Stealth’) liposomes display inhibited interaction with plasma proteins and mononuclear
phagocytes and, consequently, display greatly prolonged circulation time. A similar
approach was utilized by packaging therapeutic molecules inside a liposome and decorating
the surface of liposome using molecular ‘Trojan Horse’ technology. Zhang et al. prepared
OX-26-transferrin-targeted PEGylated immunoliposomes carrying expression plasmids of
gene encoding tyrosine hydroxylase, and promising results were obtained in a rat model for
Parkinson’s disease. Leamon et al. have recently evaluated the in vitro and in vivo status of
the delivery of oligonucleotides encapsulated in folate-coated liposomes. Moreover, folate-
receptor-targeted liposomes have proven effective in delivering doxorubicin in vivo and
have been found to bypass multidrug resistance in cultured tumor cells.
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Nanoparticles
These are submicron-sized colloidal particles with a therapeutic agent of interest

encapsulated within their polymeric matrix or adsorbed or conjugated onto the surface.
Nanoparticles are targeted to specific sites by surface modifications, which provide specific
biochemical interactions with the receptors expressed on target cells [6]. Another
important function of nanoparticles is their ability to deliver drugs to the target site,
crossing several biological barriers such as the blood–brain barrier. By coating the
nanoparticles with polysorbates, the drug-loaded nanoparticles can be transported across
the blood–brain barrier, enabling brain targeting after an intravenous injection. It is well
recognized that the development of novel approaches for early cancer detection and
effective therapy will contribute notably to improving patient survival. New synthetic
methods have been developed to control precisely the size and shape of nanoparticles as a
means to tune absorption and emission properties. The development of nanoparticles as
imaging contrast agents also makes possible the production of multifunctional nanoparticles
with a capacity for targeted tumor imaging and delivery of therapeutic agents .

Polymeric micelles
A micelle is defined as a collection of amphiphilic surfactant molecules; micelles

are turning out to be a keystone in the future of therapeutics. The first polymeric micelle
formulation of paclitaxel, Genexol-PM (PEG-poly (D,L-lactide)-paclitaxel), is a cremophor-
EL-free polymeric micelle-formulated paclitaxel. A phase I and pharmacokinetic study has
been conducted in patients with advanced refractory malignancies. It have formulated
antitumor antibody-conjugated polymeric micelles (immunomicelles), encapsulating the
water-insoluble drug Taxol, that effectively recognize and bind to various cancer cells in
vitro. Mohanty et al. [7] have developed curcumin-loaded methoxy poly ethylene
glycol/poly-e-caprolactone diblock copolymeric micelles and have shown the improved
efficacy of the micellar system over the native drug using pancreatic cell lines.

Dendrimers
Dendrimers are macromolecular compounds that comprise a series of branches

around an inner core, the size and shape of which can be altered as desired, and hence
serve as an attractive modality for drug delivery . The unique architecture of dendrimers
enables for multivalent attachment of imaging probes, as well as targeting moieties; thus,
it can be also used as a highly efficient diagnostic tool for cancer imaging. Gadolinium-
based magnetic resonance imaging contrast agents can operate at an approximately 100-
fold less concentration than iodine atoms required for computed tomography imaging. They
can be targeted to a single site, which improves the sensitivity of imaging. Phase I clinical
trials of Starpharma’s dendrimerbased microbicide (VivaGel) are also the first human
dendrimer pharmaceutical clinical trials.
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Nanocantilever
Microarray methods employing the detection of specific biomolecular interactions

are now an indispensable tool for disease diagnosis, genome research and drug discovery.
Tiny bars anchored at one end can be engineered to bind to molecules associated with
cancer. These molecules can bind to altered DNA proteins that are present in certain types
of cancer. During detection procedures, when biospecific interactions occur between a
receptor immobilized on one side of a cantilever and a ligand in solution, the cantilever
bends; if detected optically, it is possible to tell whether cancer molecules are present
and, hence, detect early molecular events in the development of cancer[7,8]. They also
demonstrated the applicability of microcantilevers for the quantitation of PSA at clinically
considerable concentrations. The breakthrough potential afforded by nanocantilevers
resides in their extraordinary multiplexing capability.

Carbon nanotubes
Another type of nanodevice for biomarker detection is the carbon nanotube.

Carbon nanotubes are carbon cylinders composed of benzene rings that have been applied
in biology as sensors for detecting DNA and protein, as diagnostic devices for the
discrimination of different proteins from serum samples and as carriers to deliver drug,
vaccine or protein [4,8]. An emerging field in nanotechnology is the exploration of
interesting structural, mechanical, electrical and optical properties of single-walled carbon
nanotubes (SWNTs) for biological applications including biosensors, molecular transporters
for drug delivery and potential new therapies.  Surface-functionalized multiwalled carbon
nanotubes have also been used successfully for bioimaging purposes. Drugs bound to carbon
nanotubes were shown to be more effectively internalized into cells than free drug alone.

Quantum dots
In recent years, semiconductor quantum dots (QDs) have attracted the attention of

many research groups because of their scientific and technological significance in
microelectronics, optoelectronics and cellular imaging [9,47,48]. Semiconductor QDs are
emerging as a new class of fluorescent labels for biology and medicine. The broad
absorption and narrow emission characteristics of the QDs make it possible to perform
multicolor imaging with a single excitation source. The high fluorescence quantum yield of
the QDs, their resistance to photobleaching and their unique physical, chemical and optical
properties make them good candidates for fluorescent tagging for in vivo molecular and
cellular imaging. First reported that it is feasible to simultaneously target and image
prostate tumors in living animal models using bioconjugated, prostate membrane antigen-
targeted QDs. The surface of QDs can be engineered or modified to improve QD solubility,
sensitivity, specificity and visualization in target tissue.
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Aspects of Targeted Cancer Therapy
Ideally, for anticancer drugs to be effective in cancer treatment, they should first

(after administration) be able to reach the desired tumor tissues through the penetration of
barriers in the body with minimal loss of volume or activity in the blood circulation.
Second, after reaching the tumor tissue, drugs should have the ability to selectively kill
tumor cells without affecting normal cells with a controlled release mechanism of the
active form. These two basic strategies are also associated with improvements in patient
survival and quality of life, by simultaneously increasing the intracellular concentration of
drugs and reducing dose-limiting toxicities. Principle of nanoparticle delivery of anticancer
drugs to tumor tissues can be achieved by either passive or active targeting.

Figure 1.4.Tumor targeting

Passive Targeting
There are now several nanocarrier-based drugs on the market, which rely on

passive targeting through a process known as "enhanced permeability and retention."
Because of their size and surface properties, certain nanoparticles can escape through
blood vessel walls into tissues. In addition, tumors tend to have leaky blood vessels and
defective lymphatic drainage, causing nanoparticles to accumulate in them, thereby
concentrating the attached cytotoxic drug where it's needed, protecting healthy tissue and
greatly reducing adverse side effects.

Active Targeting
On the horizon are nanoparticles that will actively target drugs to cancerous cells,

based on the molecules that they express on their cell surface. Molecules that bind
particular cellular receptors can be attached to a nanoparticle to actively target cells
expressing the receptor. Active targeting can even be used to bring drugs into the
cancerous cell, by inducing the cell to absorb the nanocarrier. Active targeting can be
combined with passive targeting to further reduce the interaction of carried drugs with
healthy tissue[6,5]. Nanotechnology-enabled active and passive targeting can also increase
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the efficacy of a chemotherapeutic, achieving greater tumor reduction with lower doses of
the drug.

Scanning and Imaging Cancerous Tumours
Imaging techniques, such as Magnetic Resonance Imaging (MRI) or Computed

Tomography (CT) scans, can detect the presence of tumours in the body. However, by the
time the tissue has altered enough to be detected by this method, the cancer has
progressed to a fairly advanced stage, which may make the treatment less effective. It is
also not clear from these scans whether the tomour is cancerous, or benign - a further
stage of tissue analysis is needed to confirm this.

To make these scans a more robust method of testing for cancer at as early a stage
as possible, a "tagging" method is required - something which will selectively bind to
cancerous cells and drastically increase their visibility scans.

It seems that nanotechnology will be able to provide the solution to this problem.
Metal oxide nanoparticles, which generate a very strong signal on CT and MRI scans, can be
coated with antibodies which bind to a certain receptors which are produced in greater
quantities in cancerous cells than in normal cells[6,9]. The nanoparticles would be
concentrated around cancer cells, allowing cancerous tumours to be identified very easily.
The strong signal means that very early stage tumours could be detected by this technique.

CT scan (computer tomography) and PET scan (positron emission tomography) are
different but related imaging techniques. A PET scan uses nuclear medicine imaging to
produce a three-dimensional picture of functional processes in the body. PET scans
provide metabolic information and are increasingly read alongside CT or MRI (magnetic
resonance imaging) scans, which provide anatomic information.
New-Cat/Pet Combo Scans- The current "wave of the future" is a new type of scan that
combines the technologies of CT and PET. Superimposing the images of function on
structure seems to give the best of both worlds - the anatomical detail of the CT and the
ability to find small clumps of cancer cells of the PET. This type of scan is not yet widely
available, but many hospitals have plans to add them in the coming months.
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Scanning Comparison Table
CT MRI PET

Acronym for Computed (Axial)
Tomography

Magnetic Resonance
Imaging.

Positron emission
tomography

Cost CT Scan costs range from
$1,200 to $3,200; they
usually cost less than MRIs
(about half the price of
MRI).

MRI costs range from
$1,200 to $4,000 (with
contrast), which is
usually more expensive
than CT scans and X-
rays, and most
examining methods.

PET scans cost $3,000
to $6,000; much higher
than regular CT scans.

Time taken
for complete
scan

Usually completed within 5
minutes. Actual scan time
usually less than 30
seconds. Therefore, CT is
less sensitive to patient
movement than MRI.

Depending on what the
MRI is looking for, and
where it is needing to
look, the scan may be
quick
(finished in 10-15
minutes) or may take a
long time (2 hours).

Usually takes 2 to 4
hours

Radiation
exposure

The effective radiation dose
from CT ranges from 2 to 10
mSv, Usually, CT is not
recommended for pregnant
women or children unless
absolutely necessary.

None. MRI machines do
not emit ionizing
radiation.

Moderate to high
radiation

Scope of
application

CT can outline bone inside
the body very accurately.

MRI is more versatile
than the X-Ray and is
used to examine a large
variety of medical
conditions.

PET scans can image
biological processes
within the body.

Principle
used for
imaging

Uses X-rays for imaging Uses large external
field, RF pulse and 3
different gradient fields

Radioactive tracers
that emit positrons are
used. The positrons
are tracked by the
system to generate a
3D image over time.

Nanotechnology in Protection
Nanotechnology is a powerful tool for combating cancer and is being put to use in other

applications that may reduce pollution, energy consumption, greenhouse gas emissions, and
help prevent diseases. NCI's Alliance for Nanotechnology in Cancer is working to ensure that
nanotechnologies for cancer applications are developed responsibly.
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There is nothing inherently dangerous about being nanosized. Our ability to manipulate
objects at the nanoscale has developed relatively recently, but nanoparticles are as old as the
earth. Many nanoparticles occur naturally (for example, in volcanic ash and sea spray) and as
by-products of human activities since the Stone Age (nanoparticles are in smoke and soot from
fire). There are so many ambient incidental nanoparticles, in fact, that one of the challenges of
nanoparticle exposure studies is that background incidental nanoparticles are often at order-of-
magnitude higher levels than the engineered particles being evaluated.

As with any new technology, the safety of nanotechnology is continuously being tested.
The small size, high reactivity, and unique tensile and magnetic properties of nanomaterials
have raised concerns about implications for the environment, health, and safety (EHS)[9]. There
has been some as yet unresolved debate recently about the potential toxicity of a specific type
of nanomaterial—carbon nanotubes (CNTs)—which has been associated with tissue damage in
animal studies. However, the majority of available data indicate that there is nothing uniquely
toxic about nanoparticles as a class of materials.

In fact, most engineered nanoparticles are far less toxic than household cleaning
products, insecticides used on family pets, and over-the-counter dandruff remedies. Certainly,
the nanoparticles used as drug carriers for chemotherapeutics are much less toxic than the
drugs they carry and are designed to carry drugs safely to tumors without harming organs and
healthy tissue. To date, the NCL has evaluated more than 125 different nanoparticles intended
for medical applications.

Whether actual or perceived, the potential health risks associated with the
manufacture and use of nanomaterials must be carefully studied in order to advance our
understanding of this field of science and to realize the significant benefits that nanotechnology
has to offer society, such as for cancer research, diagnostics, and therapy.

Conclusion
The application of nanotechnology in cancer treatment has exhibited significant

advancements in recent decades. Nanoparticless offer characteristics for designing and
exhibiting properties that may not be feasible with conventional pharmaceutical agents.
They show promise in both cancer diagnosis and therapy. Besides the nanoparticles that have
obtained approval for clinical use, at present, several other nanoparticle systems are under
various stages of preclinical and clinical development and investigation. These include various
liposomes, polymeric micelles, dendrimers, QDs, gold nanoparticles, and ceramic nanoparticles.
Of the nanoparticles, the potential value of theragnostic nanoparticles is significant.
These nanoparticles may be able to carry functions useful for diagnosis and treatment of
cancer.
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Abstract
Huge  data  base  which  have  been  accumulated  in  the  recent  times  has  also  created a

need  for  good  machine  learning  technique . Consequently newer approaches to feature selection
become inevitable. Hence  feature  selection  has  become  a  prominent  area  of  interest. Fuzzy
entropy facilitates the partition of the input space into decision regions. It enables the selection of
appropriate features with good seperability for the classification task. In the recent times, the study
of the lightning quality of the fireflies has led to the introduction of the firefly algorithm for
computing models. It has been applied to find solution for many optimization applications. This
paper proposes a method for feature subset selection based on Fuzzy entropy with Firefly
optimization. The proposed algorithm is applied to four different data sets. Further the
performance metrics and  the dimension metrics are calculated. The results show that the proposed
algorithm can give significant results for the feature selection process.
Keywords: Fuzzy entropy, Firefly algorithm, Feature Selection Algorithm, High dimensional data,
FCBF

Introduction
Our times have witnessed a phenomenal rise in the day to day collection and

storage of huge data in various domains. The huge sources of information available must be
utilized to the maximum. Data mining is a new technology which aims to draw out the
crucial information from large data bases available. It has a great potential to help the
companies looking out for the valuableinformation in  their  data  warehouses. Data mining
can be classified as descriptive and predictive data mining. The  descriptive  mining
summarizes  general  properties  of  data  whereas  predictive  mining  predicts  the
needed  information  by  inferring  the  current  data.  The  volume  of  the  data  set
becoming  vast,  unless  the  unwanted  features  are  distinguished from the most  needed
features,  and  removed,  it  will  have  adverse  effect  in   learning  in  many
applications. Correspondingly,  the  reduction  of  irrelevant  and  redundant  features  will
minimize  the  computing  time  of  algorithm  and  increase  the  level  of  performance.

In  data  mining,  feature  selection  is  a  term  generally  used  to  signify  the
tools  and  techniques  available  for minimizing  inputs  to  a  convenient size  for
processing  and  analysis. Feature  selection,  on  the  one  hand  is  the  reduction  of
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features  which  may  be  imposed,  arbitrary  or  predefined  and  on  the  other  hand  the
choice  of  attributes  depending  on  their value  for  analysis. The  performance of
prediction  getting  better,  establishing  faster  and  cost  effective  and  familiarizing   the
process  of  data  generation  are  the  three major  objectives of  feature  selection.

Fuzzy entropy enables partition of the input space into decision regions in order to
choose appropriate features with good seperability for the classification task. This idea has
been defined in diverse waysas well as so widespread in applied areas like economics,
mathematics, communications and statistical thermodynamics. Meta heuristic algorithm
assumes a vital role in soft computing and computational intelligence in the sphere of
present day global optimization algorithms.  A subset of meta heuristics is called as ‘Swarm
Intelligence’ (SI) based algorithm which are developed by imitating the behaviors of natural
agents such as fish, birds, humans and others. Among the nature inspired optimization
algorithms, firefly algorithm is one which can produce effective solutions for a large
number of problems. This study presents a novel approach for selecting features by
integrating fuzzy entropy and firefly algorithm.

Related Work
The filter model and the wrapper model are the predominant categories in the

feature selection algorithm. The filter model has an advantage of depending on the general
characteristics of the training data while selecting some features. Since the selection of the
features does not take over any bias of a learning algorithm, filter algorithm is faster, does
not require re execution, inexpensive and highly suitable for a very large number of
features. This can remove both irrelevance and redundancy efficiently. The wrapper model
needs a pre determined learning algorithm in feature selection. Further it utilizes its
performance to evaluate and find the selected features. The wrapper model requires to
learn a new hypothesis for each new subset of features.  Although it is computationally
expensive, it does give a superior performance.

Within filter  model,  various  feature  selection  algorithms  can  be  further
categorized  into  two groups,  namely,  feature  weighting  algorithm  and  subset  search
algorithms.  Feature  waiting  algorithms  assigns  weights  to  features  individually  and
rank  them  based  on  their  relevance  to  the  target  concepts..  Relief  is very familiar
among the feature weighting algorithms which weighs feature’s capacity to distinguish
events of various results depending on criteria related to distance. The disadvantage with
Relief is that it is unable to deal with the removal of redundant features. Relief –F, which is
an extension of Relief, although is a competent algorithm in various ways, it is inefficient
regarding the redundant features. As redundant features have adverse effects like
i(ncreased computing time and lack of precision in learning algorithm, it has to be
removed.
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Subset search algorithm  seeks  through  candidate  feature  subsets  guided  by  a
certain  evaluation  measures. Consistency  measure and  the  correlation  measure[10] are
the two  kinds  of  subset  search  algorithm  and  are  effective  in  removing  both
irrelevant  and  redundant  features . That the  feature  subset  which  correlates  with  the
class  and  at  the  same  time  which  does  not  correlate  with  each  other   being
considered   as  a  good  feature, is  applied  to  evaluate  in  correlation  measure.

The  correlation  measure  is  further  classified  into  linear correlation  measure
and information  theoretical  measure.  The  linear  correlation  coefficient  between  the
pair  of  variables  (X,Y)  is  given  by

given  by

where  x,y, represents  the  means  of  X  and  Y  respectively.  Then r lies between
-1and 1.If  X  and  Y  are  completely  correlated,  r  takes  the  value  1or -1.  If  X  and  Y
are  totally  independent,  r  =  0.Linear  correlation  may  not  fit  for  non  linear  features
and  features  with  non-numericalvalues. The  other  approach  namely  information
theoretical  concepts  defines  Entropy,  a  measure  of  uncertainty  of  a  random  variable
and  is  given  by

H(X) = - (2)

And  the  Entropy  of  X  with  respect  to  Y  is  given  by
H(X/Y) = - (3)

Information gain is given by
IG(X/Y ) = H(X) - H(X/Y ) (4)

Information  gain  is  inclined  towards  features  which  has  more  values,  and
then  has  to  be  normalised  which  leads to  the  introduction  of symmetrical
uncertainty [11] defined  as

SU(X,Y) = 2 (5)

That normalizes its value to the range [0,1].  This  gives  the  Mutual  Information
between  X  and  Y  indicating  that  if  X  and  Y  are  independent  then  MI  will  be  zero
and  if  they  are  dependent,  MI  will  be  greater  than  zero.

CFS[12] , FCBF[13,14] and CMIM[15] are algorithms which deal with the redundant
features. CFS emerges from the assumption that features in a good feature subset
correlates extremely with the target class but does not correlate with each other. FCBF is

r = (1)
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an efficient fast filter method to identify relevant features and redundancy. CMIM
repeatedly selects features to increase the mutual information. FAST[16] algorithm is distinct
from the above mentioned algorithms and it selects features by using methods based on
clustering

The Genetic algorithm[17] is one of the recent developments among the various
types of feature selection algorithms. The GA is an evolutionary algorithm, biologically
based and very efficient in scientific and engineering optimization[18]. Comparisons in the
performance of GA with other classical algorithms has shown the usefulness of GA in the
selection of features and had been published in several articles[19,20]. In GA, the
chromosomes of the present generation is compared with fit chromosomes and selected
credibly as seeds for the future generation by random mutation and cross over.

A new mathematical tool, rough set theory, deals with uncertainties and
ambiguities of decision making. It had been actively used in all fields[21]. It selects the
reduced set of set of all the qualities of the decision process. Medical data sets facilitate
the introduction of rough set and neural net work based reduction[22]. Protocol based
classification was proposed[23] using genetic algorithm with logistic regression and applied
on KDD99 dataset. Methods to analyze data were formulated[24]. They deal with methods
based on rules, machine learning and artificial intelligence.

A study deals with discernibility matrix and information gain to minimize features is
presented[25]. Another finding introduces a new method about feature subset selection
based on Fuzzy Entropy measures in making decisions[26]. Further an efficient feature
selection technique using supervised Fuzzy information theory was proposed in[27].  In
paper[28], offered a method which considers boundary samples while selecting features.
Thus Fuzzy entropy method does not measure the purity of data sets. This method finds
suitable attributes to obtain improved classification accuracy. A technique for innovative
feature subset selection based on Fuzzy entropy measure was proposed in[29].  In[30] hybrid
feature selection method is presented for network intrusion. In this paper, it deals with a
new algorithm based on hybrid method which combines information gain and genetic
algorithm in order to select features. Clustering is a technique used to choose features for
classification. Paper[31] which gives an example of clustering technique that combines of
two clustering algorithms to achieve a quality cluster of even small data points.

In handling modern global optimization problems[32,33,34], meta heuristic algorithms
motivated by nature are very dominant. A subset of meta heuristics referred to as swarm
intelligence (SI)based algorithms have been developed by imitating the natural behavior of
biological agents such as birds, fishes, humans and others. The swarming behavior of birds
and fishes led to determine Particle swarm optimization[35], while the flashing pattern of
tropical fireflies developed the firefly algorithm[36,37].  Likewise, the broad parasitism of
some cuckoo species inspired the cuckoo search algorithm[38]. The firefly algorithm has
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proved to be very efficient among these new algorithms in dealing with multimodal global
optimization problems.

Rough set based attribute reduction (RSAR) [39] approach offers theoretical base to
feature selection problems which need exhaustive search and which is not practical for
large number of Datasets. Various heuristic and random search strategies such as
QuickReduct and Entropy Based Reduct[40] are more efficient to overcome difficulties.
Comparatively, algorithms inspired by nature are far more efficient to deal with
complicated problems like optimization. Firefly OPF algorithm is implemented for finding
optimal solution and sizing of STATCOM[41].  Several attempts have been made to bring
together the RSAR approach with nature inspired algorithm to maximize the efficiency such
as Gen RSAR[42], Ant RSAR[43], PSO-RSAR[44] and Bee RSAR[45] which are based on genetic
algorithms, Ant colony optimization, particles swarm optimization and Bee colony
optimization respectively.

However, the performance of Gen RSAR, Ant RSAR and PSO–RSAR are irregular and
differ with the parameter values. Although Bee RSAR algorithm do not need any random
parameter supposition, still it is slow to select a reduct[46]. Paper[47] presents a modern
approach for feature selection based on nature inspired firefly algorithm. Papers[48,49]

formulates a new meta heuristic algorithm by combining Levy’ flights with a search strategy
via firefly algorithm.

This study aims to propose an efficient algorithm for feature selection by
integrating the Fuzzy entropy and Firefly algorithm. In section 3, Fuzzy entropy method,
Firefly algorithm, our proposed architecture and algorithms are discussed. Section 4 deals
with the performance analysis of our proposed algorithm with existing works.

Methodology
Fuzzy Entropybased Feature Selection Method

Entropy is a quantity of uncertainty as a result of arbitrary research. The concept
of fuzzy entropy is expansion to Shannon entropy in which the assessments of entropies are
facilitated by the fuzzy sets. Fuzzy entropy is estimated by calculating the membership
using Fuzzy C-means clustering algorithm (FCM). Trivedi and Bezdeck presents fuzzy C-
means algorithm given by
Lm (U,  v) =
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Instead of each pattern, FCM algorithm computes the membership of every

attribute in all clusters. The clusters are represented by centroid. Rather than calculating
probability of a particular feature which will be in every precise class and then normalizing
them, the feature’s actual membership is found using FCM  in the classes which also sum up
to one. So the new term called match degree Dc is given by
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The fuzzy entropy of the elements of class c is given by

FEC = - DC log DC (10)
Fuzzy entropy along the universal set have to be calculated to find H(X)
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In order to eliminate those features which have no major contributions, a threshold

r has to be fixed. Thus features are selected using Fuzzy entropy based on threshold value.

Firefly Algorithm
Firefly algorithm (FA) was introduced by  Xin She Yang, based on the flashing

behaviour of fireflies. The three major rules of fireflies are:
 Fireflies are unisex so that one is fascinated  to the other despite of their sex,
 The attractiveness is proportional to their brightness and both (attractiveness and

brightness) depends on the distance between fireflies.
 The landscape of objective function determines the brightness of the firefly. The

less brighter firefly moves towards the brighter firefly. Incase the less brighter
firefly is unable to find a more brighter firefly, it moves in random.
The firefly’s attractiveness is proportional to light intensity (β) seen by adjacent

fireflies which varies with distance r and is given by
2

0
re   where β0is the
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attractiveness at r=0. The movement of a firefly i is attracted to another more attractive
(brighter) firefly j is determined by:

t
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i tQxxexx ij     )(

2

0
1 (12)

where the second term is due to attraction. The thirdterm is randomization with

randomization parameter αt and t
iQ is a Gaussian distribution vector of random numbers. If

β0 = 0, it becomes a random walk. If γ =0, it reduces to particles swarm optimization.
The basic firefly algorithm assumes that there exists n fireflies x i(i = 1 . . . . n)

initially placed arbitrarily in space. The light intensity I of each firefly is determined by the
objective function f(x). ie I=α f(x). If Ii>Ij, j=1….n, j≠ i, the less brighter firefly j will move
towards more brighter firefly i. The attractiveness varies with the distance γ ij =d(xi,xj).
Also, the light intensity decrease with the distance from its source and it is also absorbed in
the air determined by the absorption coefficient.

Proposed Work
This study aims to provide an optimized feature selection algorithm using Fuzzy

entropy with Firefly concept in high dimensional data. Features can be extracted using
fuzzy entropy and fuzzy C-means algorithm. The redundancy can also be removed. Firefly
algorithm is a powerful nature inspired optimization algorithm that can produce
competitive solutions for a wide variety of problems.  This work combines both fuzzy
entropy and firefly algorithm. Figure 1 depicts the proposed architecture of this paper.

FIREFLY BASED OPTIMIZATION

High Dimensional
Data

Fuzzy
entropy
based
FMI
estimati
on for
each
feature

Threshold
based
subset
feature
selection

Selected features

SVM
classifier
accuracy
based on
light
intensity

Generate
initial
population
of fireflies
with
different
feature
vector
combinatio
n
Movement of fire flies due
to attraction of brightness

Figure 1 Architecture for Feature Selection - Entropy and Firefly Concept
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The following is the Pseudo code of our proposed Optimized Feature Selection using
Fuzzy Entropy and Firefly algorithm.

Procedure OFEFLY
{Input: N – set of all features (fi where i= 1 to N)
Output: Sbest – Reduced set of features
1. begin
2.     for i = 1 to N do begin
3.          calculateFEi,c for fi;
4.           if (FEi,c>= )
5.               append fi to S’list.
6. end;
7. Objective function f(x) : where f represents the SVM classifier accuracy; X=(x1,....xd)

T

8.      Generate initial population of fireflies xi (i = 1 . . . . n)  where xi  subset of randomly
selected features from S’list.

9.      Light intensity li at xi is determined by f(xi)
10.    Define absorption Coefficient g
11.    While ( t< max Generation )
12.    for i = 1 : n all n fireflies
13.         for j = 1 : i all n fireflies
14.              if (lj> li )
15.                 Move firefly i towards j
16.              end if
17.         end j; 18.     end i
19.     Rank the fireflies and find current best Cbest;

20.     end while
21. Sbest = Cbest;

22.end;
}

OFEFLY Algorithm
Given a data set with N features and a class c, the algorithm finds a set of

predominant features Sbestfor the class concept. It consists of two parts.  In the first part, it
calculates fuzzy entropy value of each feature, selects relevant features into S’ list based on
the predefined threshold .In the second part, it further calculates the light intensity using
SVM classifier accuracy of each firefly according to the formula l = l0e

igr where l0 is the
original light intensity and g is the fixed absorption Coefficient.  The attractiveness b of a
firefly is proportional to the light intensity seen by adjacent fireflies and is given
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by
2

0
igrebb  where b0 is the attractiveness at r = 0.  The movement of a firefly is attracted

to another more attractive firefly j is determined by
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If brightness of j is greater than i, move i to j.  Thus convergence of firefly is determined

by its movements.

Experimental Analysis
Experimental Datasets

In this section the performance of our OFEFLY, algorithm is analyzed using four
different data sets (WILT, ORL, LC, and CTG). Johnson et al analyzed diseased trees in
quick bird imagery and the study is named as WILT data set. In this data et, some training
samples are called ‘diseased trees’ class(74) and many for the ‘other land cover class’
(4265). The ORL data base of face images were collected during April 1992 to April 1994.
The Cambridge University Engineering department utilized the ORL data set for the face
recognition project.LC data set is a  very inclusive  data set containing 3200 instances and
56 integer attributes about lung cancer.  CTG (Cardio tomography), a monitoring of fetal
heart rate and uterine contractions database, contains 552 intrapartum recordings with 21
attributes, collected at the obstetrics ward of the University Hospital in Bruno during April
2010 to August 2012.

Result and Analysis
In this section, a performance of OFEFLY algorithm is analyzed. The algorithms are

implemented using MATLAB.  All experiments are done on Dual Core Processor with 2 GB
RAM, and 500 GB Hard Disk, running Windows 7.  The results of all the four data sets with
respect to Specificity, Sensitivity, Accuracy and Features selected are analyzed.



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 160

Accuracy is the over all performance which is calculated using the function
Accuracy  = (TP+TN) / (TP+TN+FP+FN)
The findings of the entire four data sets with respect to Specificity, Sensitivity,

Accuracy and Features selected are shown in the following Figures. Figure 2 shows the
analysis of sensitivity ratio of our OFEFLY algorithm.Figure 3 shows the analysis of
specificity ratio of our OFEFLY algorithm. Figure 4 shows the analysis of accuracy of our
OFEFLY algorithm and Figure 5 shows the analysis of feature selection process.
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Conclusion
The author introduced an optimized algorithm, utilizing fuzzy entropy and firefly

concepts, for feature subset selection. This algorithm is developed to achieve maximum
relevance and minimum degree of redundancy. Our OFEFLY algorithm performances are
analyzed using four different data sets WILT, ORL, LC and CTG. We analyzed the
performance metrics such as sensitivity, specificity, accuarcy and dimension metrics
feature selection for all the data sets. Thus OFEFLY algorithm not only selects relevant
features but also enhance the performance by removing redundant, meaningless, corrupted
and insignificant features.
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Abstract
This paper discusses several Biometric scan techniques: finger-scan, facialscan and retinal-

scan. How finger-scan technology was influenced and advancements in the most widely used
Biometric technology today. Facial-scan technology is the bestwith privacy concerns especially when
technology is applied to unsuspecting crowds. Retinal-scan technology, is a relatively new entrant to
the biometric field and offers significant promise.  The design of security system based upon the
fingerprint and face and iris technology. In this paper security systems and techniques are referred.
Here are discussed some basic principles of each of thetechnologies.
Keywords: Biometric, Face, Finger print, Recognition, Iris, Security

Introduction
This paper deals with several Biometric scan techniques: finger-scan, facial scan

and retinal-scan. Biometric scan technologies have been influenced by such pseudo-
sciences as Phrenology, the study of human skull characteristics and Anthropometry, the
study of human body measurement. How finger-scan technology was influenced by French
and British police in advancement and still remain the most widely used Biometric
technology today. Facial-scan technology is best with privacy concerns especially when this
technology is applied to unsuspecting crowds. Retinal-scan technology, is a relatively new
entrant to the biometric field and offers significant promises. One of the continuing
challenges for the biometric industry is to define the environment in which the technology
provides the strongest benefit to individuals and institutions.

Reliable person identification is necessary due to the growing importance of the
information technology, the necessity of the protection and access restriction.
The identification or verification might serve for a purpose of an access grant. Everyone
successfully identified and accepted may acquire certain privileges. In the lawsuit, the
identification is very important as the best evidence. The person identification/verification
includes all systems that make the interface between a computer system and a human.
There are a lot of attributes that could be used for identification purposes. These
attributes are unique for each person. Of those attributes, the fingerprint was the first one
to be discovered and examined. Everyone’s finger carries a unique pattern. This pattern
consists of different loops, spirals and curves and is absolutely unique.
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Literature Review
ZiqingZhuang,says about digital image watermarking, with increasing use of

computer nowadays, information security is becoming an important issue for private
companies and government organizations. Various security technologies have been
developed, such as authentication, authorization, and auditing. However, once a user logs
on, it is assumed that the system would be controlled by the same person. To address this
flaw, developed a demonstration system that uses facial recognition technology to
periodically verify the identity of the user. If the authenticate face disappears, the system
automatically performs a log-off or screen-lock operation. This paper presents the further
efforts in developing image pre-processing and dealing with angled facial images.
The objective is to improve the accuracy of facial recognition under uncontrolled
conditions. To compare the results with others, the frontal pose subset of the Face
Recognition Technology (FERET) database was used for the test. The experiments showed
that the proposed algorithms provided promising results. The result showed that the
proposed scheme provides high image quality while it was robust against various attacks,
such as Compression, Filtering, additive Noise,Cropping, Scaling, Changing of aspect ratio,
Copy attack, and Composite attack in comparison with related methods.

RobertW.Ives, says about Iris recognition for human identification is one of the most
accurate biometrics, and its employment is expanding globally. The use of portable iris
system, particularly in law enforcement and applications are growing. In many of these
applications, the portable device may be required to transmit an iris image or template
over a narrow-bandwidth communication channel. Typically, a full resolution image (e.g.,
VGA) is desired to ensure sufficient pixels across the iris to be confident of accurate
recognition results. To minimize the time to transmit a large amount of data over a narrow-
bandwidth communication channel, image compression can be used to reduce the file size
of iris image. In other applications, such as the Registered Traveller program, an entire iris
image is stored on a smart card, but only 4kB is allowed for the iris image. For this type of
application, image compression is also the solution. This paper investigates the effects of
image compression on recognition system performance using a commercial version of the
Daugman iris2pi algorithm along with JPEG-2000 compression, and links these to image
quality. Using the ICE 2005 iris database, find that even in the face of significant
compression, recognition performance is minimally affected.

Galton’s, says Fingerprint identification is one of the most well-known and
publicized biometrics.  Because of their uniqueness and consistency over time, fingerprints
have been used for identification for over a century, more recently becoming automated
(i.e. a biometric) due to advancements in computing capabilities. Fingerprint identification
is popular because of the inherent ease in acquisition, the numerous sources (ten fingers)
available for collection, and their established use and collections by law enforcement and
immigration.
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Biometric Techniques
Face Recognition

The Generalized Procrustes Analysis (GPA) was conducted to standardize the
configuration of landmarks associated with individuals into a common coordinate system.
The superimposed coordinates for each individual were used as commensurate variables
that describe individual shape and were analysed using Principal Component Analysis (PCA)
to identify population variation. The first PC indicates that overall size is an important
component official  variability. The second PC accounts for long and narrow or short and
wide faces. Longer narrow orbits versus shorter wider orbits can be described by PC3, and
PC4 represents variation in the degree of ortho/pragmatism. Geometric Morph metric (GM)
provides a detail and interpretable assessment of morphological variation that may be
useful in assessing respirators and devising new stand certification standards.

Generalized Procrustes Analysis:Landmark coordinates are not directly
comparable as quantitative measures of shape because they are usually recorded with
respect to an arbitrary set of orthogonal reference axes. In its simplestcase, irrelevant
variation is introduced into coordinate values by the position and orientation of the
specimen relative to digitizing apparatus or scanning device.

Population Variation:Population variation for the dataset, after GPA, was analysed
by principal components analysis (PCA) to identify patterns of variation in the data.Major
directions of variation were compared and visualizedusing GM methods and software.

Software: The above analyses were carried out using acombination of standard
statistical software, existing morphometricsoftware, and new routines developed
specifically for analysing the data used. All standard statistical analyses, such as PCA
package. The matrix capabilities werealso used for some custom data manipulation and
testing. [5]

Figure: 1 Location and identification of the 26 landmarks used for the PCA
Tragion (1, 19), Zygion (2, 17), gonion (3, 18), Frontotemporale (4, 15),

Zygofrontale (5, 16), Infraorbitale (6, 14), Glabella (7), Sellion (8), Pronasale (9), Subnasale
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(10), Menton (11), Chelion (12, 13), Pupil (20, 21), Nasal root point (22, 23), Al (24, 25),
and Chin (26). [5]

The recent advance in network and multimedia techniques, digital images may be
transmitted over the nonsecure channels such asInternet. Therefore, the enforcement
tomultimediacopyrightprotectionhasbecome an important issue in literature. Watermarking
and cryptography are two standard multimedia security methods. However, cryptography is
not an effective method because it does not provide permanent protection for the
multimedia content after delivery to consumers, because, after encryption there is no
protection for the documents. Digital watermarking technologies allow users to hide
appropriate information in the original image that is imperceptible during normal use but
readable by special application. Therefore, the major purpose of digital watermarks is to
provide protection for intellectual property that is in digital format. To evaluate a
watermark system, the following attributes are generally considered.
IReadability: A watermark should convey as much information as possible, statistically
detectable, enough to identify ownership and copyright unambiguously.
II Security: Only authorized users gain access to the watermark data.
III Imperceptibility: The embedding process should not introduce any perceptible artifacts
into original image and not degrade the perceived quality of image.
IV Robustness: The watermark should be able to withstand various attacks while can be
detected in the extraction process.

The most important watermarking schemes are invisible where are secure and
robust. Moreover, in the invisible watermarking, the embedding locations are secret, and
only the authorized persons who have the secret keys can extract the watermark.

Iris Recognition
Iris recognition stands out as one of the most accurate biometric method using now

a days. One of the first iris recognition is referred to as the Ridge Energy Direction (RED)
algorithm, will be the basis for this work. There are many iris detection algorithms. What
follows is a brief description of the RED algorithm. Since this research is focused on
computational acceleration. The iris is the coloured part of the eye, protected by the
cornea that extends from the pupil to the white of the eye. Its patterns remain stable over
a lifetime. An example iris image is depicted in Figure. Typically an iris image is captured
in the nearest Infrared light spectrum. Most iris capture systems have dedicated
illumination and capture a 640 by 480pixels image containing eight bits per pixel. Once a
digital image of the iris is captured, the system begins processing the image to transform it
from a two-dimensional array of pixels to a two dimensional encoded string of bits for
comparison. In this, the first step is to identify the iris among other facial elements such as
the eyelids, sclera (white part of the eye), pupil (dark circle in the center of the eye), and
eyelashes. The pupil by thresholding the image and using basic features such as circularity
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to find the most circle-like object in the threshold image. The outer boundary is found
using local kurtosis which has near-zero values at the boundary. Details of this
segmentation method are described in prior art. Once these boundaries are located, the
computer can now extract only the meaningful portions of the iris.

Iris recognition by Quality Metric under three measures. The information distance-
based quality measure is used to evaluate the iris image quality. Prior to the application of
the quality measure, the iris is first segmented and transformed to polar coordinates.
This quality measure includes three parts: Feature Information Measure, Occlusion Measure,
and Dilation Measure, which are then combined into a quality score. These three parts and
the fusion to form the quality score are described. Feature Correlation Measure (FCM).
The compression process will introduce artificial iris patterns, which may have low
correlation with the true patterns. Occlusion Measure is the total amount of invalid iris
patterns can affect the recognition accuracy. Here, occlusion measure is to use to measure
the percentage of the iris area that is invalid due to eyelids, eyelashes, and other noise.
The dilation of a pupil can also affect the recognition accuracy and this is calculated by the
ratio of pupil radius and iris radius. [15]

Figure: 2 Image from the ICE 2005 database (imageno. 245596).
The visual quality is very good. [15]

Fingerprint Recognition
Galton, the existing paper on finger print described the process of automating

fingerprint classification, searching, and matching.NIST identified two key challenges:
scanning fingerprint cards and extracting minutiae from each fingerprint and searching,
comparing, and matching lists of minutiae against large repositories of fingerprints. The
technology called AFIS technology. AFIS technology exploits some of these fingerprint
features.  Friction ridges do not always flow continuously throughout a pattern and often
result in specific characteristics such as ending ridges, dividing ridges and dots, or other
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information. An AFIS is designed to interpret the flow of the overall ridges to assign a
fingerprint classification and then extract the minutiae detail – a subset of the total amount
of information available yet enough information to effectively search a large repository of
fingerprints.

In Hardware a variety of sensor type’s optical, capacitive, ultrasound, and thermal
are used for collecting the digital image of a fingerprint surface. Optical sensors take an
image of the fingerprint, and are the most common sensor today.  In Software the two main
categories of fingerprint matching techniques are minutiae-based matching and pattern
matching. Pattern matching simply compares two images to see how similar they are.
Pattern matching is usually used in fingerprint systems to detect duplicates.  The most
widely used recognition technique, minutiae-based matching, relies on the minutiae points
described above, specifically the location and direction of each point.

In this second article the author described about the proposed method by the
following steps:
 Pre-processing stage: The input image is made suitable for further processing by image

enhancement techniques.
 Processing stage: The datais submitted to specific segmentation (data sets) using

computational geometry algorithms implemented. Thus, onion layers (convex polygons)
are created from these data sets.

 Meta-processing stage (during registration only): The smallest layer (convex polygon)
of the constructed onion layers is isolated from the fingerprint in vector form. For the
rest of this paper, this will be referred to as the referenced polygon. This is supposed
to be stored in a reference database, for subsequent verification.

 Verification stage: An unknown fingerprint is submitted to the proposed processing
method and a new set of onion layers is constructed. The referenced polygon that has
been extracted during registration stage is intersected with the onion layers and the
system decides whether the tested vector identifies the onion layers correctly or
not.[10]

Figure: 3 Onion Layers of a set of points (coordinate vector)
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Conclusion
In summary, Biometrics allow for increased security, convenience and

accountability while detecting and deterring fraud. One of the continuing challenges for
the biometric industry is to define the environment in which the technology provides the
strongest benefit to individuals and institutions.  For the security, the challenge will be to
demonstrate to upper management that the costs associated with deployment outweigh the
risks and the effectiveness of costs to improve the tradeoff and extraction rate.
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Abstract
This paper presents the grid computing technology, the recent developments in this field.

The idea of grid computing has its origins in the early development of computer networks and
technologies involved, given that CPU cycle use "free" or "unused" was seen as an optimal and cost-
effective way to use all capabilities of the hardware resources which were very expensive
machinery.
Keywords: grid computing, technology, virtualization, data base, file system

Introduction
The term grid is referring to a distributed computing infrastructure, able to provide

resources based on the needs of each client. Grid technology can largely enhance
productivity and efficiency of virtual organizations, which must face the challenges by
optimizing processes and resources and by sharing their networking and collaboration. Grid
computing technology is a set of techniques and methods applied for the coordinated use of
multiple servers. These servers are specialized and works as a single, logic integrated
system. The grid has developed as a computing technology that connects machines and
resources geographically dispersed in order to create s virtual supercomputer. A virtual
system like this is perceived like it has all the computing resources, even if they are
distributed and has a computing capacity to execute tasks that different machines cannot
execute individually.

In the past few years grid computing is defined as a technology that allows
strengthening, accessing and managing IT resources in a distributed computing
environment. Being an advanced distributed technology, grid computing brings into a single
system: servers, databases and applications, using a specialized software. In terms of
partnership between organizations, grid technology may include the same enterprise
organizations as well as external organizations. Therefore, grids may involve both internal
and external partners, as well as only internal ones.

The complexity of the environment in which the grid will be developed and the
requirements that have to be applied depend on the environmental impact of trade,
defining the relationship of trust, security considerations, globalization and integration
period, of the company involved, in the market. Based on the different levels of complexity
for the enterprise, grids can be categorized as follows:

• Infra-Grid – this type of grid architecture allows optimizing the resource sharing
within a division of the organization’s departments. Infra-grid forms a tightly
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controlled environment with well defined business policies, integration and
security.

• Intra-Grid – it’s a more complex implementation than the previous because it’s
focused on integrating various resources of several departments and divisions of an
enterprise. These types of grids require a complex security policies and sharing
resources and data. However, because the resources are found in the same
enterprise, the focus is on the technical implementation of the policies.

• Extra-Grid – unlike intra-grid, this type of grid is referring to resource sharing to /
from a foreign partner towards certain relationships are established. This grids
extend over the administrative management of local resources of an enterprise and
therefore mutual convention on managing the access to resources are necessary.

• Inter-Grid – this kind of grid computing technology enables sharing and storage
resources and data using the Web and enabling the collaborations between various
companies and organizations. The complexity of the grid comes from the special
requirements of service levels, security and integration. This type of grid involves
most of the mechanism found in the three previous types of grid. Grid computing
technology is not the only distributed technology; among other distributed
technologies we can include: web technology, peer-to-peer, clustering and
virtualization.
The similarities between the grid computing technology and the others distributed

technologies are:
• A grid hides its complexity, interconnects different resources and provides a unified

perception of the environment;
• Can share files and communicate directly through a central broker;
• Clusters and grids groups the resources in order to solve a problem and can have a

tool for unified management of all components [2].
The differences between the grid computing technology and the others distributed

technologies are:
• A grid allows machines to work together and collaborate in a way that involves

more than simple communication.
• Grids can use the relations many to many to share a wide variety of resources, not

just files.
• A cluster is made of computers of the same type located in a central location

requiring a single system image – SSI. Unlike the cluster, where the emphasis is on
performance of parallel processing, in a grid is on the resource sharing. SSI is not
anymore a requirement, computers from grid are heterogeneous and geographically
distributed.

• Unlike virtualization, which refers to a single system, a grid allows virtualization of
heterogeneous resources everywhere, even global, to form a pool of IT services.
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2. Grid Computing Requirements
The requirements of grid computing technology are: security, fault tolerance,

global name spaces, scalability, adapting heterogeneity, persistence and non persistence,
extensibility, complexity management and autonomy.

• Security - addresses a wide range of issues, such as: authentication, data integrity,
access control and updates. Grid system and technologies, in order to earn a place
on the corporations market and their use in important IT departments, is necessary
the grid to be focused on the security issues. The security mechanism must allow
the integration of applications with any degree of diversity and to support various
security policies, adopted in each particular case of entities that integrate and
implement a system like this. To ensure flexibility, security must be integrated in
the environment of the grid from the beginning. Future changes of the system may
lead to amendments to security needs so that the existing necessary security
mechanism elements can avoid the need to update and modify essential parts of
the system and applications. The security mechanism must be sufficiently abstract
to allow the definition and integration of any security policy. These conditions
being given, the grid system must provide mechanisms that allow users and
resources owners to use that policy that adapts to the requirements of security and
performance and to local administrative requirements.

• Fault tolerance - Binding the developers to predict and deal with all the faults in a
system leads to a significant increase of the application complexity. For this
reason, grid computing would be provided with mechanisms for fault tolerant
computing.

• Global name spaces - The absence of a global namespace that allows a convenient
and consistent access to data and resources is a general issue in the fields that
involves parallel and distributed calculations. Thus, one of the tendencies of grid
computing is that each grid object must be able to access the grid in a transparent
way without harming the data integrity and resources.

• Scalability - Grids adopt an architecture based on a review of non centralized
resources. So, the architecture is based on the principle of distributed system: the
service required by any component is independent from the number of system
components.

• Adapting heterogeneity - A grid system must support interoperability between
resources and heterogeneous hardware and software systems.

• Persistence and non persistence - One of the most important aspects of resource
management is the aggregation in an advanced mechanism of detection algorithms
and resource planning. This mechanism should ensure a high level of performance
in order to respond to the high demands regarding service quality. In this regard,
the resource management should firstly address to aspects concerning on the
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resources persistence and non persistence, because the environment proposed by
the grid technology involves multiple administrative domains, a variety of
heterogeneous resources whose behaviour in unpredictable even in the short term.

• Extensibility - means grid system flexibility so that they can meet the current and
future requirements of users and also the ones that cannot be anticipated.

• Complexity management - Complexity is common in developing applications in a
space with more dimensions, dimensions generated by: heterogeneity in using the
resources and security policies, a wide variety of malfunctions, the requirements on
the availability of resources, name spaces and the number of components. In this
matter of abstraction that grid computing technology provides, must be sufficiently
high to reduce the size of the units of measurements and allows them a efficient
complexity administration.

• Autonomy - Grid systems may include resources from different organization
involved in the distributed environment. Each resource owner wants to keep
control over its own resources and therefore the grid system should give the
opportunity to vary the level of access given to users, to specify when and how a
resource can be used and also the possibility that each owner to organize their own
resources according to needs, without relying on the grid system [3].

3. Advantages and disadvantages of Grid Computing Technology
Although grid computing has been developed in research laboratories,

manufactures and companies have also started to adopt this technology on two of the most
important benefits that grids brings: economy and performance. Grid computing aims to
bring together operating systems and different hardware platforms into a single virtualized
entity whose performances is higher on average then parts.

Grid computing saves financial resources both in capital and operating costs.
This positive aspect is achieved by using all the computing resources of all components of
the grid.

The second benefit of grid computing technology is performance in processing data
integrity. By increasing the processing power, applications run faster the computing tasks
and provide faster results. Even if the benefits of grids are real, this is still a specialized
technology. Grid computing is suitable for organizations that already use in a way or
another the high performance computing or are already oriented in some form towards
distributed computing. Although there isn’t a direct barrier to the passage of an
organization to use a grid system, there are still issues to be taken into consideration
before such a step. One of the reasons this happens is determined by the applications,
which must provide the possibility of breakdown into smaller computing tasks in order to
take advantage of parallel computing. If the operation currently executed depends on the
previous tasks, then processing cannot be done in parallel on distributed resources so that
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the application cannot benefit from the grid advantages in terms of high performance
computing.

Another issue that emerged over the time is the one that occurs in administration
and accounting resources. This problem is more obvious as a solution involving a grid
system involves multiple departments of the same organizations and each department
require proportionality between the grids contribution, through its own resources, and the
gain obtained from it.

Besides resources accounting there’s also a problem with software licensing. This is
particularly important because licensing costs may eventually cancel the savings obtained
from the use of grids.

Securing the servers and grid administration resource is an issue that should not be
neglected. In many cases servers are public addressable because of data delivering and
receiving from agents that are anywhere, geographically speaking. So, these servers are
exposed to attacks and unauthorized access, even DoS – Deny of Service. Experts
recommends that, in this case, the companies must eliminate all unnecessary services and
to carefully monitor these machines. However, this brings an extra complexity problem.

One of the benefits of grid environments is that it allows the development of
specific and on demand environments for various commercial environments. An important
feature of on demand environments is the ability to respond to rapid changes in the market
while reducing operational costs.

Grid computing helps distributing and sharing data, which enables a collaborative
improvement at both inside and outside the enterprise. Thus, companies can reduce time
spent placing products on the market, can quickly solve specific problems and can address
immediately to the customers’ requests. One of the troubles encountered when distributing
the workload over several machines is the difficulty to trace the distribution process, which
can lead to bandwidth problems. Is not only the bandwidth performance criterion but also
the performances of the grid, of the way tasks are distributed and how they handle the
distribution server. Bandwidth management is a serious problem that must be taken into
account. A grid network bandwidth covers two aspects of any grid:

• CPU utilization. CPU bandwidth in a grid represents the maximum rate at which the
grid can operate.

• Using the network. Available bandwidth of the grid and the one used internally by
the grid.
These two elements affects a number of different systems and it’s important to

balance these elements in order to avoid the risk of having an inefficient grid, a grid that is
unable to manage the computing tasks, or customers to start overburden the resources that
they have at their disposal.

Although there are several technologies that can be integrated into the grid or
pattern which can form the basis of the mechanism of resource management and workload
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distribution and planning, however, they must be adapted to the needs of grids. We cannot
avoid the artificial intelligence solutions to solve these type of problems, but must consider
the complexity of the system and the additional resources that they are bringing.
Categories of grid computing fits into several areas of research communities. These may
include areas oriented in intensive computational calculus, peer to peer, utility, data and
applications and collaborations. Each of these communities can use a different model on
the adoption of grid technology.

Grid computing is a new concept for commercial industry and a large area of
interest has developed around infrastructure virtualization through the manipulation of
resources as utilities.

Adopting a grid solution in a commercial activity depends on the ability of
technology to meet the needs of improving turnover. This involves the adoption of the grid
models key factors, such as adaptation of existing resources, reducing operational costs,
creating a flexible and scalable infrastructure, while accelerating development, reducing
the period of development and marketing of products and increase customer satisfaction
and business productivity.

An important issue in grid adoption models is the complexity of IT infrastructure
needed to implement a grid system. The integration complexity of heterogeneous
environments is a challenge and it must be taken into account factors such as activation of
grid resources in homogeneous and heterogeneous environments, enabling resources in the
form of services to external participants and porting applications to grid applications.
These features allow a classification of grids into the following categories, with varying
degrees of complexity at the level of integration:

• Grids developed to optimize computing infrastructure;
• Computing grids, with the virtualization of processing resources.
• Data grids with virtualization and data storage resources.
• Service grids with virtualized services for easy integration.
• Virtualized applications through the composition of resources, through service

interfaces, applications from various partners.
Architecture and technology standards developed for grid computing presents a

crucial role in adopting grids commercially. Because these standards are constantly evolving
and are not mature enough to support subsequent stages, which can evolve into after the
adoption of grids, the speed at which these stages will be achieved is reduced. Grid
computing solutions have been adopted in several key areas (finance, education,
telecommunication, research) and answer the implementation and evolution of
environmental performance requirements that are integrated. From this we can conclude
that the success of grid computing depends on the integration, service orientation and
ability to break down skills and applications and then expose them through the services.

Although grid computing is an important step in information technology it does not
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involve the disappearance of existing resources and advanced equipment such as
supercomputers, mainframes, clusters etc. The grid has no purpose in replacing the current
technology resources, performance management, but the efficiency in extracting optimum
benefits from investments made in such resources. There are still many areas (particle
physics, simulations, computational intensity processing) in which execution of tasks
involves only supercomputer (or dedicated resources in general performance), only areas
where the grid cannot cope, or rather does not provide the necessary desired performance
in such cases.

Growth of technology and applications on this area, in the last period, may lead to
a future in areas indispensability of enterprise grid computing. Such a critique must always
be approached in the case of adoption of this technology to enable a more coherent
adaptation to the needs for which a solution is desired grid.

4. Technologies used in computational grids
Performance criteria in a grid environment are dictated by several of the most

important aspects are planning mechanisms and the mechanisms of load balanced and
integrating resources and data necessary for their calculations on the same node. The
choice in favour of another technology to support the role of a computational grid
environment is a problem of decision that can be solved only after a careful analysis on a
number of factors who are determining the particular environment in which to apply the
solution and the specific requirements of grid. Heterogeneity. Any facility planning
software that is used in the grid should be able to support heterogeneous computing nodes.
Even if the current implementation does not need them, yet this method is a useful
strategy for the future expansion of the system. Thus the nodes of a service reservoir have
to bear the same service or set of services irrespective of the choice or implementation of
their type. Security. Mechanisms planning software must support the required levels of
security specified in the particular needs of any environment that will be integrated grid
system. However, many implementations of grid are located in the same administrative
domain where security requirements are less stringent than in distributed environments
that cover more organizations. Under these conditions many grids shows a low outside the
additional security provided by the operating system of nodes, since all the nodes are
behind the same firewall as well protected as any system in the network company. Thus a
compromise must be made because the existence of an additional security level without a
decrease in performance (speed of the executable is directly affected), but leads to a
secure data protection.

Reliability. Since the planning provides some of the most important performance,
the mechanisms must ensure the reliability levels needed to resolve defects. And in this
case the solutions on this issue are not unique and their usefulness varies depending on the
environment in which a solution will be integrated grid. Such technology should be
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appropriate and adapted to the user.
Thus, in some environments the emphasis is on completion of the total load of

calculation, so that some form of recovery of computing tasks is sufficient. If a sub-task of
calculation fails due to a defect node, network or software, then that burden is being
passed back to another appropriate node. This mechanism provides some fault tolerance
but without any warranty and / or improve the response time of the task, is known that it
will grow with each retransmission of sub-tasks.

On the other hand, in other environment the response time is the most important
criterion and the planner should be able to ensure the return of preserving the response but
decreased during execution.

Such solutions usually involve a launch of multiple copies of sub-tasks to different
nodes in grid computing. This technology is suitable for planning grid environments are
those that present a high flexibility towards upgrades and additional features that ensure
the fundamental planning.

Data Virtualization is an architectural approach that hides the location and data
format for the user. Level virtualization architecture that addresses the data shows a direct
proportion to the level of complexity with the complexity of the level of computing
resources. Data handled in a grid environment can be structured or unstructured, ordinary
files and other objects stored in file systems, also in case of a grid covering a development
involving several organizations, external data sources can cover a wide large format and
can be publicly accessible, available on a contract basis, can be shared between companies
working together in a consortium or assumptions to be shared in an academic or business
environment based on collaboration in a joint project, some data may support active
interrogation while others do not. In these conditions of an environment that involves a
high degree of dynamism so the question of criteria for a decision on the choice of
technologies to fill the grid environment. The answer is not unique and the selection is
based on a number of important factors and their relationship shows a coefficient related
to the particular specifications of each environment that integrates a grid system. Thus
Cluster file systems or distributed network can integrate successfully into the grid system.
Also aggregation and data replication may be needed in certain grids. Cluster file systems is
particularly suitable for constraints within a single administrative domain because they are
usually sensitive to the degree of separation and differentiation between the cluster nodes,
therefore cluster systems are less applicable in distributed environments that cover more
administrative areas. In the same way file systems are network-oriented environments such
as logos or single-site campus.

Both solutions use the advantages of technological advances achieved in computer
networks. Distributed file systems have been developed following several administrative
areas covering a wide geographic dispersion. However only single file systems do not
provide sufficient data management mechanisms, especially where large volumes of data
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are stored in databases or other structured storage resources. Thus we have an important
role of federal databases and aggregates.

Aggregated databases are trying to achieve consolidation of all data formats from
disparate systems into a single parallel database. Although this model provides scalability it
is also oriented in the implementation, covering a secure administrative area.

Federative data bases are trying to keep track of data distribution in different
areas but to provide unified interfaces that hide implementation and data source to user. A
federative database provides a greater level of flexibility as opposed to aggregated
databases and a higher potential performance problems when characteristics of remote
data to the user. So, another mechanism may be added: data replication. Another aspect to
be taken into account in choosing the virtualization of data to support the heterogeneity of
data sources both in terms of platform (providing access and data) and in terms of
technologies or techniques used for data storage.

Linking data and calculations is a fundamental problem and refers to their
alignment on the same node in the grid to allow for optimal performance. Myriad of
available technologies and products that aim to solve this problem shows a touchstone: the
lack of collaborative approach based on open standards (this methodology to be
approached from a considerable number of organizations in the business environment in
recent years only). Thus, each technology presents a remarkable intelligence, but within
the limits of their own views on the environment and the grid components that involve, or
it can integrate them in time. In this way each technology manifests its decisions regarding
the settlement calculations with data alignment in a manner isolated from the others. In
conditions of low complexity and where planning decisions are obvious mechanism for
calculating the load (the entity charged with moving the appropriate entities for calculating
the node) and the mechanism for moving data (the entity charged with moving the data
entities) may relate so that both data and calculation takes place on the same node. In
terms of complexity of a grid and especially the expansion in complexity over time,
especially regarding the integration of geographically distributed resources with grades of
spreading increasingly larger planning mechanisms linking computing tasks with mechanisms
data handling is becoming more difficult because the decision conflicts are becoming more
frequent. Alignment of data and calculations on the same node is a strategy that further
studies should be conducted because it allows obtaining optimal performance in grid
environments and systems that exceed the current average.

5. Conclusion
Spurred the development of both high-speed networks and the increasing

computing power of microprocessors, processing grid has a remarkable impact not only at
academic level, but increasingly more and enterprise in all fields. Despite technological
advances, however, less than 5% of Windows servers processing power and desktops,
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respectively 15-20% for UNIX servers is used. Companies make profits and offers exceptional
rates, with a return period of low and low total cost compared to other technological
solutions.
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Abstract
The Li-fi technology was invented by Professor Harald Hass of University of Edinburgh.

LI-FI is transmission of data through illumination, sending data through a LED light bulb that varies
in intensity faster than human eye can follow.     So, In order to overcome this issue the Li-Fi
technology is introduced.     Radio Spectrum is congested but the demand for wireless data double
each year. Everything, it seems want to use wireless data but the capacity is drying up. It has gained
a huge popularity in two years of its invention. Such technology has brought not only greener but
safer and cheaper future of communication.
Li Fi technology is still in its infancy .However some areas where it seems perfectly applicable are:-

• Traffic Lights
• Public internet hotspots
• On ocean beds
• Airlines

Keywords: LED (Light Emitting Diode),Wi-Fi (Wireless Fidelity),Li-Fi (Light Fidelity),VLC (Visible
Light Communication),RF (Radio Frequency).

Introduction
Due to the increasing demand for wireless data communication, the available radio

spectrum below 10 GHz (cm wave communication) has become insufficient. The wireless
communication industry has responded to this challenge by considering the radio spectrum
above 10 GHz (mm-wave communication). However, the higher frequencies, f, mean that
the path loss, L, increases according to the Friis free space equation (L ∝ f2).As a
consequence, systems must be designed to enhance the probability of line-of-sight (LoS),
typically by using beam forming techniques and by using very small cells (about 50 m in
radius). The need for small cells is not an issue from a system capacity perspective. This is
because reducing cell sizes has without doubt been the major contributor for enhanced
system performance in current cellular communications. This means, contrary to the
general understanding, using higher frequencies for terrestrial communication has become
a practical option. However, one disadvantage is that the challenge for providing a
supporting infrastructure for ever smaller  cells becomes significant. Light-fidelity (Li-Fi) is
a continuation of the trend to move to higher frequencies in the electromagnetic spectrum.
Li-Fi uses light emitting diodes (LEDs) for high speed wireless communication, and speeds of
over 3 Gb/s from a single micro-light emitting diode (LED) have been demonstrated using
optimized direct current optical orthogonal frequency division multiplexing (DCO-OFDM)
modulation. Given that there is a widespread deployment of LED lighting in homes, offices
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and streetlights because of the energy-efficiency of LEDs, there is an added benefit for Li-
Fi cellular deployment in that it can build on existing lighting infrastructures.

Literature Survey
In July, 2011, Dr. Harald Haas, Professor, introduce the Li-Fi technology  in

University of Edinburgh, publicly demonstrated loyalty to light for the first time, how to
Visible light communications (VLC) technology further. Researchers at the Heinrich Hertz
Institute in Berlin, Germany achieved a data transfer rate of over 500 Mbps using standard
white light LEDs. Dr. Harald Haas also has settings a spin-off company to sell the VLC
transmitter. Even more sophisticated and advanced techniques are development at the
University of Oxford and the University of Edinburgh. The team from the University of
Oxford and the University of Edinburgh focused on parallel data transmission using led
arrays, where each led transfers to another data stream, whereas other groups a mixture of
red, green, and blue LEDs to change light the frequency of each frequency data
transmission channel coding. Today researchers are working for its feasibility and design of
hardware equipment required to perform the technology is reliable and useful. Li-FI-
technology has a higher potential, it is very you can transfer data via light by changing the
flicker rate, provide a variety of line 1 and 0, and its the intensity is modulated so fast that
the human eye may be negligible. There are about 19 billion light radiates around the
world. Which may in turn be replaced by led, i.e. a potential source of data? "This is based
on the Technology of new generation high-brightness LED light-emitting diodes, "said
Harald Hass,from University of Edinburgh, United Kingdom is very simple, if the led you
transfer digital 1, if it is off, you pass 0,"They can be switched on and off very quickly,
gives good opportunities to connect and transfer Data very quickly, efficiently and
accurately without any external interference.

Existing System
The existing system of Li-Fi technology is Wi-Fi. Wi-Fi is a technology that uses

radio waves to provide network connectivity. A Wi-Fi connection is established using a
wireless adapter to create hotspots - areas in the vicinity of a wireless router that are
connected to the network and allow users to access internet services. Once configured, Wi-
Fi provides wireless connectivity to your devices by emitting frequencies between 2.4GHz -
5GHz, based on the amount of data on the network.

Issues
 Call quality is greatly influenced by the environment, is particularly sensitive

to electromagnetic radiation generated by household appliances. This primarily affects
the speed of data transmission.
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 Wi-Fi has a limited radius of action and it is suitable for home networking, which is
more dependent on the environment.

 At high density Wi-Fi-points operating in the same or adjacent channels, they can
interfere with each other. This affects the quality of the connection.

 Less secure(passes through the walls)

Proposed System
In this paper we propose, with the increasing use of Wi-Fi, the existing radio

frequency is getting blocked slowly and simultaneously, there is an increasing number of
people who want to connect to the internet. Wireless radio frequencies are getting higher,
complexities are increasing and RF interferences continue to grow. The LI-FI technology
helps us to overcome these problems. LI-FI uses the Visible Light Communication (VLC).
Visible light communication is a data communications medium which uses visible light
between 400 and 800 THz (780–375 nm). VLC is a subset of optical wireless communications
technologies. The technology uses fluorescent lamps (ordinary lamps, not special
communications devices) to transmit signals at 10 Kbit/s, or LEDs for up to 500 Mbit/s. Low
rate data transmissions at 1 and 2 kilometers (0.6 and 1.2 mi) were demonstrated. Specially
designed electronic devices generally containing a photodiode receive signals from light
sources, although in some cases a cell phone camera or a digital camera will be sufficient.
The image sensor used in these devices is in fact an array of photodiodes (pixels) and in
some applications its use may be preferred over a single photodiode. Such a sensor may
provide either multi-channel communication (down to 1 pixel = 1channel) or a spatial
awareness of multiple light sources.

Modulation Techniques
Since LI-FI uses visible light for sending data, it is necessary to modulate the data

into a signal which can be transmitted. These signals consist of light pulses. Some of the
common modulation techniques used in LI-FI is discussed below:

OFDM
Orthogonal frequency-division multiplexing (OFDM) is a method of encoding digital

data on multiple carrier frequencies. OFDM is a frequency-division multiplexing (FDM)
scheme used as a digital multi-carrier modulation method. A large number of closely spaced
orthogonal sub-carrier signals are used to carry data on several parallel data streams or
channels. Each sub-carrier is modulated with a conventional modulation scheme (such as
quadrature amplitude modulation or phase shift keying) at a low symbol rate, maintaining
total data rates similar to conventional single-carrier modulation schemes in the same
bandwidth.
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OOK
On-off keying (OOK) denotes the simplest form of amplitude-shift keying (ASK)

modulation that represents digital data as the presence or absence of a carrier wave. In its
simplest form, the presence of a carrier for a specific duration represents a binary one,
while its absence for the same duration represents a binary zero. Some more sophisticated
schemes vary these durations to convey additional information. It is analogous to unipolar
encoding line code. It is very easy to generate and decode but is not very optimal in terms
of illumination control and data throughput.

PWM
Pulse-width modulation (PWM) is a technique used to encode a message into a

pulsing signal. Although this modulation technique can be used to encode information for
transmission, its main use is to allow the control of the power supplied to electrical
devices, especially to inertial loads such as motors. Pulse Width Modulation transmits the
data by encoding the data into the duration of the pulses. More than one bit of data can be
conveyed within each pulse.

PPM
Pulse-position modulation (PPM) is a form of signal modulation in which M message

bits are encoded by transmitting a single pulse in one of possible required time-shifts. This
is repeated every T seconds, such that the transmitted bit rate is bits per second. It is
primarily useful for optical Communications systems, where there tends to be little or no
multipath interference.

SIM-OFDM
Sub-carrier Index Modulation OFDM is a technique which adds an additional

dimension to the two dimensional amplitude/phase modulation technique i.e., Amplitude
Shift Keying (ASK) and Quadrature Amplitude Modulation (QAM). SIM uses the sub-carrier
index to convey information to the receiver. Unlike the traditional OFDM technique, the
SIM-OFDM technique splits the serial bit stream into two bit sub-streams of the same
length.

Multiuser Access in LIFI
As a wireless broadband technology, Li-Fi can provide multiple users with

simultaneous network access. In previous research, optical space division multiple access
(SDMA) has been studied by using an angle diversity transmitter. When compared with the
optical time division multiple access (TDMA) technique, it has been shown that optical
SDMA can achieve more than tenfold increase in the system throughput within a Li-Fi
network. However, such performance enhancement requires careful design of the angle
diversity transmitter and time-consuming user-grouping algorithms based on exhaustive
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search. OFDM provides a straightforward method for multiuser access, i.e., orthogonal
frequency division multiple access (OFDMA), where users are served and separated by a
number of orthogonal subcarriers. However, unlike RF systems, no fast fading exists in Li-Fi
systems and the indoor optical wireless channel shows the characteristic similar to the
frequency response of a low-pass filter. Hence, subcarriers with lower frequencies
generally provide users with high SNR statistics. Therefore, it is important in OFDMA to use
appropriate user-scheduling techniques to ensure that fairness in the allocation of
resources (subcarriers) is maintained. In order to enhance the throughput of cell edge
users, non orthogonal multiple access (NOMA) was proposed in for RF communication
systems. By utilizing the broadcasting nature of LEDs, it was shown in that the performance
of a  Li-Fi network can be efficiently enhanced with the application of NOMA. Different
from conventional orthogonal multiple access technologies, NOMA can serve an increased
number of users via non-orthogonal resource allocation (RA), and it is considered as a
promising technology for 5G wireless communication. There are various multiplexing
schemes for NOMA, however, in this paper the focus is on a single variant, namely power-
domain multiplexing. In this scheme, successive interference cancellation (SIC) is used at
the receiver side to cancel the inter-user interference.

Fig. 1. Illustration of NOMA principle (two-user example)

Multiuser Access in Single Li-Fi Attocell
Based on power domain multiplexing, the super positioned signal is given as a

summation of signals, with each multiplied by a weighing factor. Due the fact that the indoor
LoS channel is largely deterministic and strongly related to the Euclidean distance of the
transmission link, the channel qualities or the signal-to-interference-plus noise ratios (SINRs)
may fluctuate significantly among users. For this reason, the interfering signal is detected and
canceled in a descending order of the SINR at each receiver (excluding the user with the worst
channel quality). Furthermore, in the process of signal detection, the interfering signals whose
power are smaller than the useful signal power are treated as noise. Consider the downlink LiFi
transmission in a single attocell, in which the optical access point (AP) is located in the ceiling
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and K mobile users are uniformly scattered within a disc underneath. Without loss of

generality, all of the users are first indexed based on their channel conditions, so that h1 ≤ ・

・ ・ ≤ hk ≤ ・ ・ ・ ≤ hK , where hk represents the optical channel gain between the k-th user
and the LiFi AP. In order to balance user data rate regardless of their geographical locations,
the power partition parameters, denoted by ak , are set so that users with poorer channel

equalities are allocated more signal power (a1 ≥ ・ ・ ・ ≥ ak ≥ ・ ・ ・ ≥ aK ), at the same
time satisfying the total power constraint. Assuming perfect knowledge of the channel state
information (CSI) and SIC signal processing at the receiver side, the Shannon limit on spectral
efficiency for each user, denoted by τk , can be found as:

Where ρ represents the transmit SNR at
the Li-Fi AP. As shown in Fig. 2, the performance of NOMA is simulated in a Li-Fi attocell

setup with two users.
The parameters listed in Table I are used. It can be

seen from Fig. 2 that, when compared with the conventional
TDMA technique, NOMA can always increase the sum
throughput of Li-Fi networks. Also, from the slope of the
curves, it can be found that NOMA can further enhance the
performance of users at the cell edge, without significantly
deteriorating the performance of other users with better
channel qualities.
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Fig. 2. Shannon spectral efficiency comparison between NOMA and TDMA in a Li-Fi
attocell setup (two-user example):

(a) two users with similar channel conditions;
(b) two users with distinctive channel conditions.

Multiuser Access in Li-Fi Attocell Networks:
In the first part of this section, the application of NOMA in a single Li-Fi attocell

configuration is discussed. In the second part, the application of NOMA in a Li-Fi network is
discussed. Due to the overlapping coverage area of adjacent Li-Fi APs, the cell edge users
will experience increased interference from neighbouring attocells. As shown in Fig. 3, cell
edge user 1 in Li-Fi attocell 1 also receives the unwanted signal transmitted from the AP in
Li-Fi attocell 2. Therefore, directly using NOMA in a Li-Fi network cannot efficiently
mitigate interference transmitted from adjacent attocells. This inter-cell interference can
be efficiently reduced or mitigated through intelligent frequency planning techniques,
however, with the disadvantage of reducing the frequency utilization efficiency. One
promising and effective solution to enhance the performance of cell edge users in a Li-Fi
network is the combination of NOMA and SDMA. Unlike, where SDMA is realised with the use
of an angle diversity transmitter, in this paper SDMA is based on a coordinated multi-point
(CoMP)-aided joint transmission technique. Specifically, users at different locations are
served simultaneously with the use of transmit pre-coding (TPC). After the signal
propagating through the optical channel to the receiver side, inter-user interference is
mitigated aided by TPC and SDMA.

Fig. 3. Illustration of combined use of NOMA and SDMA in a two- cell Li-Fi network
SIC is used to eliminate interference.

Take Fig. 3 as an example, since user 1 and user 3 can receive signals from both
LED 1 and LED 2, their “spatial signatures,” i.e., optical channel gains, are exploited for
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designing the TPC vector. As a result, transmission links from both LEDs are added
constructively to help enhance the performance of user 1 and user 3 at the cell edge. CoMP-
aided SDMA requires the Li-Fi APs to have knowledge of both the message data and CSI of user 1
and user 3. Note that in such a Li-Fi network, only the cell edge users are coordinated for joint
transmission. Therefore, the added signaling overhead and complexity in exchange for
enhanced system performance are not significant. Different from Fig. 1, where only user 2
needs to cancel the interfering signal for user 1, in Fig. 3 user 2 needs to cancel the pre-coded
version of the signals intended for both user 1 and user 3.

Fig. 4. Shannon spectral efficiency comparison between hybrid
NOMA/SDMA and TDMA in a Li-Fi network setup (two-atto cell example):

(a) user 1 and user 2 are both near the cell edge;
(b) user 1 is near the cell edge while user 2 is near the cell center.

As shown in Fig. 4, the performance of NOMA in combination with SDMA is
simulated in a Li-Fi network with two neighbouring attocells. The setup for Li-Fi APs and
users is similar as the one shown in Fig. 3, where the locations of user 1, 3 and 4 are fixed
while user 2 is moved from the cell edge [see Fig. 4(a)] to the cell center [see Fig. 4(b)].
The theoretical Shannon spectral efficiency is computed for both users in attocell 1. As
shown in Fig. 4, if no intelligent interference management techniques are used, the
performance of TDMA in a typical Li-Fi network is severely affected by inter-cell
interference. On the other hand, the throughput of a Li-Fi network can be greatly increased
by using NOMA and SDMA techniques.
Future Enhancement

The future of LI-FI is GI-FI. GI-FI or gigabit wireless refers to wireless
communication at a data rate of more than one billion bits (gigabit) per second. In 2008
researchers at the University of Melbourne demonstrated a transceiver integrated on a
single integrated circuit (chip) that operated at 60 GHz on the CMOS process. It will allow
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wireless transfer of audio and video data at up to 5 gigabits per second, ten times the
current maximum wireless transfer rate, at one-tenth the cost. Researchers chose the 57–
64 GHz unlicensed frequency band since the millimeter-wave range of the spectrum
allowed high component on-chip integration as well as the integration of very small high
gain arrays. The available 7 GHz of spectrum results in very high data rates, up to 5 gigabits
per second to users within an indoor environment, usually within a range of 10 meters.
Conclusion

In this paper we conclude ,LI-FI is an emerging technology and hence it has vast
potential. A lot of research can be conducted in this field. Already, a lot of scientists are
involved in extensive research in this field. This technology, pioneered by Harald Haas, can
become one of the major technologies in the near future. If this technology can be used
efficiently, we might soon have something of the kind of WI-FI hotspots wherever a light
bulb is available. It will be cleaner and greener and the future of mankind will be safe. As
the amount of available bandwidth is limited, the airwaves are becoming increasingly
clogged, making it more and more difficult to get a reliable, high-speed signal. The LI-FI
technology can solve this crisis. Moreover, it will allow inter access in places such as
operation theaters and aircrafts where internet access is usually not allowed.
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Absract
Mathematical Morphology(MM) supplies powerful tools for low-level image analysis and

nonlinear branch in image processing. The design of morphological operators for a given application
is not a trivial one. MM is a theory and technique for the analysis and processing of geometrical
structures, based on set theory, lattice theory, topology and random functions. Morphology has an
ability to make close range photogram metric technology faster and simplify the human work.
Morphology directly relate to shape of the object in the image , majorly applied on gray scale and
binary images. Morphological operators transform the original image into another image through the
interaction with the other image of certain shape and size which is known as the structure element.
In this paper a survey has been made on various mathematical morphology operations on binary
images and implemented in MATLAB.
Key word: Dilation, Erosion, Opening, Closing, Hit or Miss, Skeletonization

Introduction
Morphology is the identification, analysis and description of the structure. MM is

most commonly applied to digital images. Topological and geometrical continuous space
concepts such as size, shape, convexity, connectivity and geodesic distance were
introduced by mathematical morphology on both continuous and discrete space. MM is
foundation of morphological image processing. This consists of a set of operators that
transform images according to the characterizations.

MM operators were developed for binary images and was later extended to
grayscale functions and images. MM gives an approach to the processing of digital images
which is based on shape of the object in the image. MM operation tend to simplify image
data preserving their essential shape characteristics and eliminating irrelevancies. As the
identification of objects ,object features and assembly defects correlate directly with
shape, it becomes apparent that the natural processing approach to deal with the machine
vision recognition process.

Classification of Black and White Images
Morphological operations are affecting the form, structure or shape of an object.

Applied on binary images (black & white images – Images with only 2 colors: black and
white). They are used in pre or post processing (filtering, thinning, and pruning) or for
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getting a representation or description of the shape of objects/regions (boundaries,
skeletons convex hulls).Black pixel value will be 0 and White pixel value will be 255.
Binary Images

A binary image is a digital image that has only two possible values for each pixel.
From the two colors one is used as the foreground color for the objects in the image while
the rest of the image is the background color. Binary images are also called bi-level or two-
level. This means  that  each pixel is stored as a single bit (0 or 1). A binary image is usually
stored in memory as a bitmap, a packed array of bits. BW = im2bw(I, level) this function
converts the grayscale image I to a binary image. The output image BW replaces all pixels
in the input image with luminance greater than level with the value 1 (white) and replaces
all other pixels with the value 0 (black). Specify level in the range [0,1]. If the input image
is not a grayscale image, im2bw converts the input image to grayscale, and then converts
this grayscale image to binary by thresholding.
Output:

(a) Original Image (b) Binary Image
Gray Scale Image

A grayscale digital image value of each pixel carries intensity information.
Grayscale images have many shades of gray in between. Grayscale images are also called
monochromatic, denoting the presence of only one (mono) color (chrome). Grayscale
images are often the result of measuring the intensity of light at each pixel in a single band
of the electromagnetic spectrum and in such cases they are monochromatic  proper when
only a given frequency is captured. I = rgb2gray(RGB) this function converts the true color
image RGB to the grayscale intensity image I. rgb2gray converts RGB images to grayscale
by eliminating the hue and saturation information while retaining the luminance.
Output

(a) Original Image (b) Gray Image of (a)
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Logical Operations on Images
 Logical OR
 Logical AND
 Logical NOT

Logical OR Operation
A OR takes two bit patterns of equal length and performs the logical inclusive OR

operation on each pair of corresponding bits. The result in each position is 1 if the first bit
is 1 or the second bit is 1 or both bits are 1 otherwise the result is 0. Perform the addition
operation of two bits(0 , 1), that is 0 + 1 = 1 , however 1 + 1 = 1.

Output

(a) RGB Image1         (b) Binary Image of (a)

(c) RGB Image2          (d) Binary Image of (c)

(e) Result of (b) OR (d)
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Logical AND Operation
The AND takes two binary representations of equal length and performs the logical

AND operation on each pair of corresponding bits. The result in each position is 1 if the first
bit is 1 and the second bit is 1; otherwise the result is 0.

(a) RGB Image1 (b) Binary Image of (a)

(c) RGB Image2 (d) Binary Image of (c)

(e) Result of (b) and (d)

When we Resize and do the AND operation we get first  image
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Logical NOT Operation
Negation is an operation on one logical value, typically the value of a proposition

that produces a value of true when its operand is false and a value of false when its
operand is true.

Output

(a)  Original Image            (b)  Binary Image

(c) Complement of (b)
Morphological Operations

Some of the basic morphological operations are
 Dilation
 Erosion
 Opening
 Closing
 Hit or Miss
 Skeletonization

Dilation
Dilation is one of the basic operators in the area of mathematical morphology and

it is applied to binary images. The dilation process is performed by laying the structuring
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element on the image and sliding it across the image. The structuring element can have
any shape. It perform in a sequence of steps

 a. If the origin of the structuring element coincides with a 'white' pixel in the
image, there is no change; move to the next pixel.

 b. If the origin of the structuring element coincides with a 'black' in the image,
make black all pixels from the image covered by the structuring element.

Mathematical Notation: A ⊕ B
Output

(a) RGB Image                  (b) Binary Image of (a)

(c) Complement of (b) (d) Dilated Image

(e) Complement of (d)

Erosion
Erosion is another basic operator in the area of mathematical morphology. It is

typically applied  to binary image. The erosion process is similar to dilation, but we turn
pixels to 'white', not 'black'. As before, slide the structuring element across the image and
then perform these steps.

 If the origin of the structuring  element coincides with a 'white' pixel in the image,
there is no change; move to the next pixel.

 If the origin of the structuring element coincides with a 'black' pixel in the
image, and at least one of the 'black' pixels in the structuring element falls over a
white pixel in the image, then change the 'black' pixel in the image (corresponding
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to the position on which the center of the structuring element falls) from ‘black’ to
a 'white'.

Mathematical Notation: A Θ B
Output

RGB Image Binary Image

Erosion Image
Opening:

The normal morphological opening is erosion followed by dilation .The erosion
“shrinks” an image according to the shape of the structuring element, removing objects
that are smaller than the shape. Then the dilation step regrows the remaining objects by
the same shape.

Notation: A◦B = (AΘB)⊕B
Output

(a)  RGB Image                       (b)  Binary Image
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(c) Erosion Image         d)  Dilated Image of Erosion

Closing
The normal morphological closing is a dilation followed by erosion. The dilation

step “grows” the objects followed by the erosion  which “shrinks” an image according to
the shape of the structuring element, removing objects that are smaller than the shape.

Notation: A●B = (AB)ΘB ⊕
Output

(a)  RGB Image              (b) Binary Image

(c) Dilation Image         (d)  Erosion Image of Dilation

Hit or Miss Transformation
In MM, hit-or-miss transform is an operation the detects a given pattern in a binary

image, using the morphological erosion operator and a pair of disjoint structuring elements.
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The  result of the hit –or-miss transform is the set of positions, where the first structuring
element fits in the foreground of the input image and the  second structuring element
misses it completely.

Output

(a) RGB Image  (b) Binary Image (c) complemented Image

(d) Erosion Image(b)   (e) Erosion Image of(c) (f) And Image of (d)(e)

Skeletonization
Morphology is a tool for extracting image components that are useful in the

representation and description of region shape, such as skeletons, boundaries, or the
convex hull. Recognition of line objects is complex problem that can be solved in many
ways. It consists of more phases depending on approach. Each phase affects next so it is
important to obtain good results after the first ones. Pre-processing is the first step in all
methods. It modifies input raster to enhanced important information and wipe out those
that can cause future problems (like noise). In the next step we usually use some type of
thinning to create skeleton. This process is often called skeletonization or medial axis
transformation. Skeleton of a shape is thin version of the shape that is equidistant to its
boundaries. The skeleton usually emphasizes geometrical and topological properties of the
shape such as its connectivity, topology, length, direction and width. Together with the
distance of its points to the shape boundary, the skeleton can also serve as a
representation of the shape. Skeleton is an important shape property and has a variety of
applications Output
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Input  Image                             Binary Image                  Skeletonized Image

Applications of Morphology
A. Finger print feature Extraction

MM is used to remove the superfluous information for genuine feature extraction
and measure the feature extraction performance through sensitivity and specificity.

Input Fingerprint Enhanced Image

Image Noise reduction Using Mathematical Morphology
Morphological image cleaning algorithm(MIC) that preserves thin features while

removing noise. MIC is useful for grayscale images corrupted by dense, low-amplitude,
random noise. The Morphological image –cleaning algorithm will segment into features and
noise, the residual image that is the difference between an original image and a smoothed
version. The features from the residual are added back to the smoothed image. Ideally ,
this results in an image whose edges and other one dimensional features are as sharp as the
original yet has smooth regions between them.
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Conclusion
In this paper some basic operations of morphological concepts are implemented.

The morphological concepts are having powerful set of tools for extracting features of
interest in an image. A significant advantage in terms of implementation is the fact that
dilation and erosion are primitive operations of morphology.
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Abstract
Mobile wireless cellular communication is one of the hottest area that are developing a high

speed wireless networks with advanced technologies. A mobile wireless network is a radio network
technology. Mobile wireless technology have made a tremendous growth in the last 15 years. Now a
days, mobile handheld device has become the most common tool of communication. The Wireless
technology of mobile communication is started from first generation and reached up to fifth
generation[1]. In this paper we deal with the comparative study of third generation (3G), fourth
generation (4G) and the Fifth generation (5G). The comparison between these wireless
communication system in relations to its frequency, architecture, standards, basic tools, switching
designs, speed, and its technical specification as well as its features and discovered their
performance to solve the problems of poor coverage, poor quality of service, bad interconnectivity
and improve in the technology. The main objective of this study to evaluate a fast and effective
mobile wireless devices for connections and communication, including the compatibility of
supporting and allowing high frequency wireless communication.

Introduction
One of the most active areas of technology development is Wireless Communication

of our time. The transformation of what has been supporting voice telephony into a
medium for supporting other services leads development in technological areas such as the
transmission of data, text, images, and videos[2][3]. Thus, new wireless capacity’s demand
started growing at a very rapid pace just as in 1990s demand for wire line capacity
increased. Day by day, Increasing variety of user-friendly widespread wireless technologies
and wider availability of open source tools for content generation, multimedia-enabled
terminals has lead encouraged user-centric networks, which results into a need for efficient
design for network. There has been a shift to mobile cellular telephony from fixed, results
into Network Planning and Optimization related services coming in to sharp focus. Due to
evolution of wireless access, technology reaches about its fourth generation. In the last
fifteen years, Wireless networks and mobile have made tremendous growth. Now a days,
many mobile phones are equipped with a WLAN adapter. Besides their 4G, 3G, WLAN, and
Bluetooth adapters, many mobile phones will have WiMAX adapter in the near future, On
one side, Using IP for both 2.5G and 3G Public Land Mobile Networks (PLMN) and on the
other to raised research on their integration WLAN is used. Regarding the 4G, its focus is
towards seamless integration of cellular networks such as 3G and GSM. In 4G,
multimodeuser terminals are seen, but different security mechanisms with different QoS
support in different wireless technologies remains a great challenge. However, even today
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integration among different wireless networks (e.g. WLMN and PLAN) is functioning in
practice, with different wireless networks from a single terminal being used exclusively;
i.e., there is no combination of different wireless access technologies for a same session
(e.g. FTP download)[4]. The 5G (or beyond 4G) systems will be capable of supporting the
www allowing a highly flexible network in evolutionary view, such as a Dynamic Adhoc
Wireless Network (DAWN). Flexible modulation and advanced technologies including
intelligent antenna are keys to optimize the adhoc wireless networks. In revolutionary
view, 5G systems would be an intelligent technology capable of interconnecting the entire
world without limits in the view of revolutionary. A robot, is an example application, with
in-built wireless communication with artificial intelligence [5].

Figure 1 Mobile Network Evolution Timeline

Wireless Mobile Network Study
Third Generation (3g)

3G is the third generation mobile wireless technology. Technically we can say that
3G is a network protocol which refers the generation of mobile and its equipment, which
are compatible with IMT-2000 standard specification by the International
Telecommunication Union (ITU). There should be at least 200Kb/s data rates for compiling
the IMT-2000 standards. 3G functions in the range of 2100Hz and bandwidth 15-20 MHz.[6]
The most important fact of 3G technology is the CDMA, GSM and TDMA standards are under
one roof. There are basically three air interface modes for accomplished the 3G wireless
technology. [7]
There are three basic air interface modes for accomplish the 3G wireless technology.
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1. Wideband CDMA (W-CDMA)
2. CDMA-2000
3. UWC-136 (Universal Wireless Communication)

W-CDMA this is the most common deployment for 3G wireless network. This wireless
standardcommonly operated on 2100MHz frequency band, as well as on 850,900 and 1900
MHZ bands.

HSPA is the combination of several upgraded W-CDMA standards and provide 14.4
Mb/s down and 5.76 Mbit/s up speed.

HSPA+ is upgraded and revised version of HSPA, it provide highly speed data rates
up to 168 Mbit/s down and 22 Mbit/s up. Using the combination of standard air interfaces
improve the peak level data rate [8].

CDMA-2000 This is also called IS-2000, including CDMA2000 and CDMA2000 1x high peak
rate packetdata, standardized by 3GPP2, include original IS-95 CDMA system that are
especially used in India, Japan, North America, Europe and China.

UWC-136 it is a TDMA radio interface designed to meet the basic requirements of 3G
wireless system.UWC-136 was developed aiming at a maximum commonality between
TIA/EIA-136 and GSM GPRS. There are four basic strategies to accomplished the 3G network
evolution by TIA/EIA-136 i.e. 136+, 136 HS Indoor , 136 HS outdoor and 136 EHS. Firstly,
136+ is based on enhancement of voice and data capabilities of 30KHz channel. 136 HS
Outdoor, based on improvement of a 200KHz carrier channels, inclusion of GPRS
technology.[10] 136 HS Indoor is based on addition of 1.6MHz carrier component. 136EHS,
based on the addition alternative 200KHz carrier components for high speed data (inclusion
of EDGE technology).

Fourth Generation (4G)
4G stands for fourth generation of mobile telecommunication technology. 4G is

succeeding 3G and preceding 5G. In India this is currently developed and is looking to be
implemented in 2012 to 2015. In March 20008, the standard listed by the International
Telecommunication Union-Radio Communication Sector (ITU-R) for 4G standards, are called
the International Mobile Telecommunications Advanced (IMT- Advance). Since the WIMAX
and LTE version support only less than 1GB/s peak bit rate. Both are not fully IMT-Advance
complaint, but are often branded 4G by service provider[11].
There are some basic requirements for the IMT-Advances radio interfaces are:
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A rate of 1GB/s for low mobility communication (stationary users) and 100Mbps for
high mobility communication.

High Quality mobile communication services. Capability of World Wide roaming
facility.

Compatible with IMT ,WiMax and fixed networks. Inter-networking with other radio
access technology.

On Dec. 6, 2010, 4G commonly observed by industry are the Wi-Max 2 and LTE-
Advanced network which will gives faster and higher speed of internet services in the
future. The ITU-R is looking for a network technology system that has high interoperability
between mobile hand held devices and that can maintain a peak frequency data exchange
rate between computers and technologies[12]. The two new technologies that could
possibly qualify as 4G are the Wi-Max 2 and LTE-Advanced networks.

LTE LTE-Advanced stands for Long Term Evolution Advanced, is a mobile network
technology standardthat offers higher throughput than is predecessor. Radio Access
network is one of the component of LTE
Advanced network, allow to achieve high capacity rates [
The following technologies involved with the LTE Advanced system.

Orthogonal Frequency Division Multiplexing (OFDM) this is the basis of radio bearer,
including theOrthogonal Frequency Division Multiple Access (OFDMA) and Single Channel
Orthogonal Frequency Division Multiple Access (SC-QFDMA). OFDM is a form of transmission,
uses a large number of carriers that are modulated with low frequency rate. It decrease the
amount of interface of the signals which also reduce the amount of delay between
channels.

Multiple Input Multiple Output, MIMO The other feature of LTE Advanced is MIMO. A
radiotechnology that increased the performance by using multiple antennas for transmitters
and receivers. MIMO is also used by many technologies like as Wi-Max and Wi-Fi- 802.11n.

Carrier Aggregation, CA For those operators do not have proper contiguous spectrum to
gives theminimum required bandwidths for high speed data rates, for develop the Carrier
aggregation. CA technology operators are able to multiple channels either in the same
bands and provide the required bandwidth.

LTE Relaying This is a scheme that enable wireless signals to be forwarded by remote
stations from abase station to improve the coverage area or signals.

WIMAX Wi-Max stands for worldwide interoperability for microware access, a wireless
communicationstandard developed to gives 30 to 40 Mbps data rate for communication. In
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2011, the improved version of WIMAX is developed. called WiMax-2. This is based on the
IEEE 802.16m standard, which is an improved version of IEEE standard 802.16e. currently,
this technology is being worked on by Samsung, Intel and Motorola to make it 4G
Compatible. During the trail runs by Samsung, this technology has actually hit 330 Mbps
downloading speed [14]. The specification of WiMax-2 are built on the institute of Electrical
and Electronics Engineers 802.16m standard. It include high air competency.

Wi-Max 2 Specifications
The WiMax technology has some technical specification that will make it faster than

other network. WiMax 2 standard can deliver 120Mb/s down and 60Mb/s up without any
restriction.

Wimax 2 technology used MIMO support antennas with 20 MHzchannel that enable
signals everywhere. IEEE 802.16m standard carrier to 100MHz of bandwidth and allows for
the use of super frames.

WiMax 2 network speed will be very fast and user can do much before.
With the help of WiMax 2, the data, voice and video transmission are the clear

efficiency.
WiMax supports Time Division Duplexing (TDD) and Frequency Division Duplexing

(FDD), both provides low cost accomplishment [15].

Fifth Generation (5G)
5G, Fifth Generation wireless system denotes the future of the mobile

telecommunication technology. The 5Gmobile networks alliance defines the following
requirements are given below:

 5G is not a term that is being used for any official document or specification yet
made public by telecommunication companies or other bodies like 3GPP, Wi MAX
Forum or ITU-R.

 5G technology stands for 5th generation mobile technology.
 5G technology offer high resolution.
 It provides advanced billing interfaces.
 It provides large broadcasting of data that supports almost 65,000 connections.
 A user can get better and fast solution through remote management that is offered

by 5G technology. It is providing up to 25 Mbps connectivity speed.
 It supports virtual private network.
 Uploading and downloading speed of 5G technology is far more superior to 3G and

4G technology.
 9.5G technologies have an extraordinary capability to support Software and

consultancy. It provides high connectivity as it uses router and switch technology.
 5G technology has a growing feature.
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 11.In the 5G technology, World Wide Wireless Web (WWWW), wireless-based web
applications.

 Compatible Full multimedia accessibility.
 Applications cumulative with Artificial Intelligent (AI).
 Not harmful to human health.
 Less traffic fees due to low infrastructure deployment costs.
 Smart beam antenna systems.

5G Architecture
5G technology is entirely IP based model that is designed for wireless and mobile

networks. The whole system comprises of main user terminal and a number of independent
radio access technologies. Each of the independent radio technology is considered to be as
the IP link for the outer internet world [16]. 5G technology is combination of technologies
that are mentioned below:

Nanotechnoloy Cloudcomputig All IP platform
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Nanotechnology
 Nanotechnology is the engineering of functional systems at the molecular scale.
 Nanotechnology is an application of nano science that can handle process on nano

meter scale that varies from 0.1 to 100nm.
 This technology was introduced by Taniguchi in 1974 at the Tokyo international

conference.
 Sometimes It is referred as general purpose technology.it can work in many

applications like communication, medical, transportation, agriculture, home
products.

Cloud Computing
1. It is an internet based computing which works on sharing different computing

resource. Cloud computing focuses on maximizing the effectiveness of the shared
resources.

2. Cloud resources can be shared by multiple users as well as these can be available
on demand.

3. Its best example is Gmail where you can store your data like documents, music,
pictures, videos etc. and can share it with anybody you want.

4. Cloud computing solves out the problem of carrying a storage device. A user can
access data anytime at any place [18].

All Ip Network
 An all-IP network is simply a packet-based network in which all data is transferred

the same way and independent of the access or transport technology.
 It supports generalized mobility which will allow consistent and ubiquitous provision

of services to users. It offers unrestricted access by users to different service
providers.

 In the Core network, the voice service must be moved from circuit-switching to
VoIP and ISDN migrated to All-IP [19].

 In wired network, the VoIP must be integrated with digital subscriber line access
multiplexers and voice switching infrastructure must be eliminated.

 In the cable network, enable VoIP and SIP services after migrated to packet cable
standards.
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Comparative Study of Various Wireless Generations
3G, 4G and 5G Mobile Network Comparison
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Conclusion
In this paper, we have discuss the evolution of 3G, 4G and 5G mobile technologies

and also comparison of various technologies like as network architecture, core network,
switching, web standards, frequency band, data rates etc. and we concluded that it is the
need for development of different protocols and standards for great connectivity are error
less services. There are lots of improvements from 1G to 5Gwireless technology. 5G is the
latest wireless technology like as nanotechnology, cloud computing, All-IP framework and
high data rates provides great connectivity for future mobile network. The idea of keeping
the wireless network more simple and provide more functionalities to the terminals will
become reality in future generation of wireless mobile network technology.
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Abstract
Network security has become more important to personal computer users, organizations,

and the military. With the advent of the internet, security became a major concern and the history
of security allows a better understanding of the emergence of security technology. The internet
structure itself allowed for many security threats to occur. The architecture of the internet, when
modified can reduce the possible attacks that can be sent across the network. Knowing the attack
methods, allows for the appropriate security to emerge. Many businesses secure themselves from the
internet by means of firewalls and encryption mechanisms. The businesses create an “intranet” to
remain connected to the internet but secured from possible threats. The entire field of network
security is vast and in an evolutionary stage. The range of study encompasses a brief history dating
back to internet’s beginnings and the current development in network security. In order to
understand the research being performed today, background knowledge of the internet, its
vulnerabilities, attack methods through the internet, and security technology is important and
therefore they are reviewed.

Introduction
The world is becoming more interconnected with the advent of the Internet and

new networking technology. There is a large amount of personal, commercial, military, and
government information on networking infrastructures worldwide. Network security is
becoming of great importance becauseof intellectual property that can be easily acquired
through the internet.

There are currently two fundamentally different networks, data networks and
synchronous network comprised of switches. The internet is considered a data network.
Since the current data network consists of computer‐based routers, information can be
obtained by special programs, such as “Trojan horses,” planted in the routers. The
synchronous network that consists of switches does not buffer data and therefore are not
threatened by attackers. That is why security is emphasized in data networks, such as the
internet, and other networks that link to the internet.
The vast topic of network security is analyzed by researching the following:

• History of security in networks
• Internet architecture and vulnerable security aspects of the Internet
• Types of internet attacks and security methods
• Security for networks with internet access
• Current development in network security hardware and software
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Based on this research, the future of network security is forecasted. New trends
that are emerging will also be considered to understand where network security is heading.
1. Network Security

System and network technology is a key technology for a wide variety of
applications. Security is crucial to networks and applications. Although, network security is
a critical requirement in emerging networks, there is a significant lack of security methods
that can be easily implemented.

There exists a “communication gap” between the developers of security technology
and developers of networks. Network design is a well‐developed process that is based on
the Open Systems Interface (OSI) model. The OSI model has several advantages when
designing networks. It offers modularity, flexibility, ease‐of‐use, and standardization of
protocols. The protocols of different layers can be easily combined to create stacks which
allow modular development. The implementation of individual layers can be changed later
without making other adjustments, allowing flexibility in development. In contrast to
network design, secure network design is not a well‐ developed process. There isn’t a
methodology to manage the complexity of security requirements. Secure network design
does not contain the same advantages as network design.

When considering network security, it must be emphasized that the whole network
is secure. Network security does not only concern the security in the computers at each end
of the communication chain. When transmitting data the communication channel should
not be vulnerable to attack. A possible hacker could target the communication channel,
obtain the data, decrypt it and re‐insert a false message. Securing the network is just as
important as securing the computers and encrypting the message.
When developing a secure network, the following need to be considered [1]:

• Access – authorized users are provided the means to communicate to and from a
particular network

• Confidentiality – Information in the network remains private
• Authentication – Ensure the users of the network are who they say they are
• Integrity – Ensure the message has not been modified in transit
• Non‐repudiation – Ensure the user does not refute that he used the network

An effective network security plan is developed with the understanding of security
issues, potential attackers, needed level of security, and factors that make a network
vulnerable to attack [1]. The steps involved in understanding the composition of a secure
network, internet or otherwise, is followed throughout this research endeavor.

To lessen the vulnerability of the computer to the network there are many products
available. These tools are encryption, authentication mechanisms, intrusion‐detection,
security management and firewalls. Businesses throughout the world are using a
combination of some of these tools. “Intranets” are both connected to the internet and
reasonably protected from it. The internet architecture itself leads to vulnerabilities in the
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network. Understanding the security issues of the internet greatly assists in developing new
security technologies and approaches for networks with internet access and internet
security itself. The types of attacks through the internet need to also be studied to be able
to detect and guard against them. Intrusion detection systems are established based on the
types of attacks most commonly used. Network intrusions consist of packets that are
introduced to cause problems for the following reasons:

• To consume resources uselessly
• To interfere with any system resource’s intended function
• To gain system knowledge that can be exploited in later attacks

The last reason for a network intrusion is most commonly guarded against and
considered by most as the only intrusion motive. The other reasons mentioned need to be
thwarted as well.

Typical security currently exists on the computers connected to the network.
Security protocols sometimes usually appear as part of a single layer of the OSI network
reference model. Current work is being performed in using a layered approach to secure
network design. The layers of the security model correspond to the OSI model layers. This
security approach leads to an effective and efficient design which circumvents some of the
common security problems.
• Differentiating Data Security and Network Security

Data security is the aspect of security that allows a client’s data to be transformed
into unintelligible data for transmission. Even if this unintelligible data is intercepted, a
key is needed to decode the message. This method of security is effective to a certain
degree. Strong cryptography in the past can be easily broken today. Cryptographic methods
have to continue to advance due to the advancement of the hackers as well. When
transferring ciphertext over a network, it is helpful to have a secure network. This will
allow for the ciphertext to be protected, so that it is less likely for many people to even
attempt to break the code. A secure network will also prevent someone from inserting
unauthorized messages into the network. Therefore, hard ciphers are needed as well as
attack‐hard networks [2].
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The relationship of network security and data security to the OSI model is shown in
Figure 1. It can be seen that the cryptography occurs at the application layer; therefore the
application writers are aware of its existence. The user can possibly choose different
methods of data security. Network security is mostly contained within the physical layer.
Layers above the physical layer are also used to accomplish the network security required
[2]. Authentication is performed on a layer above the physical layer. Network security in
the physical layer requires failure detection, attack detection mechanisms, and intelligent
countermeasure strategies [2].

History of Network Security
Recent interest in security was fueled by the crime committed by Kevin Mitnick.

Kevin Mitnick committed the largest computer‐related crime in U.S. history [3]. The losses
were eighty million dollars in U.S. intellectual property and source code from a variety of
companies [3]. Since then, information security came into the spotlight.

Public networks are being relied upon to deliver financial and personal information.
Due to the evolution of information that is made available through the internet,
information security is also required to evolve. Due to Kevin Mitnick’s offense, companies
are emphasizing security for the intellectual property. Internet has been a driving force for
data security improvement.

Internet protocols in the past were not developed to secure themselves. Within the
TCP/IP communication stack, security protocols are not implemented. This leaves the
internet open to attacks. Modern developments in the internet architecture have made
communication more secure.

1. Brief History of Internet
The birth of the interne takes place in 1969 when Advanced Research Projects

Agency Network (ARPANet) is commissioned by the department of defense (DOD) for
research in networking.

The ARPANET is a success from the very beginning. Although originally designed to
allow scientists to share data and access remote computers, e‐mail quickly becomes the
most popular application. The ARPANET becomes a high‐speed digital post office as people
use it to collaborate on research projects and discuss topics of various interests. The
InterNetworking Working Group becomes the first of several standards‐setting entities to
govern the growing network [10]. Vinton Cerf is elected the first chairman of the INWG, and
later becomes known as a "Father of the Internet." [10]

In the 1980s, Bob Kahn and Vinton Cerf are key members of a team that create
TCP/IP, the common language of all Internet computers. For the first time the loose
collection of networks which made up the ARPANET is seen as an "Internet", and the
Internet as we know it today is born. The mid‐80s marks a boom in the personal computer
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and super‐minicomputer industries. The combination of inexpensive desktop machines and
powerful, network‐ready servers allows many companies to join the Internet for the first
time. Corporations begin to use the Internet to communicate with each other and with
their customers.

In the 1990s, the internet began to become available to the public. The World Wide
Web was born. Netscape and Microsoft were both competing on developing a browser for
the internet. Internet continues to grow and surfing the internet has become equivalent to
TV viewing for many users.

2. Security Timeline
Several key events contributed to the birth and evolution of computer and network

security. The timeline can be started as far back as the 1930s. Polish cryptographers
created an enigma machine in 1918 that converted plain messages to encrypted text. In
1930, Alan Turing, a brilliant mathematician broke the code for the Enigma. Securing
communications was essential in World War II.

In the 1960s, the term “hacker” is coined by a couple of Massachusetts Institute of
Technology (MIT) students. The Department of Defense began the ARPANet, which gains
popularity as a conduit for the electronic exchange of data and information [3]. This paves
the way for the creation of the carrier network known today as the Internet. During the
1970s, the Telnet protocol was developed. This opened the door for public use of data
networks that were originally restricted to government contractors and academic
researchers [3].

During the 1980s, the hackers and crimes relating to computers were beginning to
emerge. The 414 gang are raided by authorities after a nine‐day cracking spree where they
break into top‐secret systems. The Computer Fraud and Abuse Act of 1986 was created
because of Ian Murphy’s crime of stealing information from military computers. A graduate
student, Robert Morris, was convicted for unleashing the Morris Worm to over 6,000
vulnerable computers connected to the Internet. Based on concerns that the Morris Worm
ordeal could be replicated, the Computer Emergency Response Team (CERT) was created to
alert computer users of network security issues. In the 1990s, Internet became public and
the security concerns increased tremendously. Approximately 950 million people use the
internet today worldwide [3]. On any day, there are approximately 225 major incidences of
a security breach [3]. These security breaches could also result in monetary losses of a
large degree. Investment in proper security should be a priority for large organizations as
well as common users.

Internet Architecture and Vulnerable Security Aspects
Fear of security breaches on the Internet is causing organizations to use protected

private networks or intranets [4]. The Internet Engineering Task Force (IETF) has introduced
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security mechanisms at various layers of the Internet Protocol Suite [4]. These security
mechanisms allow for the logical protection of data units that are transferred across the
network.

The security architecture of the internet protocol, known as IP Security, is a
standardization of internet security. IP security, IPsec, covers the new generation of IP
(IPv6) as well as the current version (IPv4). Although new techniques, such as IPsec, have
been developed to overcome internet’s best‐known deficiencies, they seem to be
insufficient [5]. Figure 2 shows a visual representation of how IPsec is implemented to
provide secure communications.

IPSec is a point‐to‐point protocol, one side encrypts, the other decrypts and both
sides share key or keys. IPSec can be used in two modes, namely transport mode and tunnel
modes.

The current version and new version of the Internet Protocol are analyzed to
determine the security implications. Although security may exist within the protocol,
certain attacks cannot be guarded against. These attacks are analyzed to determine other
security mechanisms that may be necessary.
1. IPv4 and IPv6 Architectures

IPv4 was design in 1980 to replace the NCP protocol on the ARPANET. The IPv4
displayed many limitations after two decades [6]. The IPv6 protocol was designed with
IPv4’s shortcomings in mind. IPv6 is not a superset of the IPv4 protocol; instead it is a new
design.

The internet protocol’s design is so vast and cannot be covered fully. The main
parts of the architecture relating to security are discussed in detail.
1.1  IPv4 Architecture

The protocol contains a couple aspects which caused problems with its use. These
problems do not all relate to security. They are mentioned to gain a comprehensive
understanding of the internet protocol and its shortcomings. The causes of problems with
the protocol are:

• Address Space
• Routing
• Configuration
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• Security
• Quality of Service

The IPv4 architecture has an address that is 32 bits wide [6]. This limits the
maximum number of computers that can be connected to the internet. The 32 bit address
provides for a maximum of two billions computers to be connected to the internet. The
problem of exceeding that number was not foreseen when the protocol was created. The
small address space of the IPv4 facilitates malicious code distribution [5] configuration
hassles for the user but not the network’s administrators.

The lack of embedded security within the IPv4 protocol has led to the many attacks
seen today. Mechanisms to secure IPv4 do exist, but there are no requirements for their use
[6]. IPsec is a specific mechanism used to secure the protocol. IPsec secures the packet
payloads by means of cryptography. IPsec provides the services of confidentiality, integrity,
and authentication [6]. This form of protection does not account for the skilled hacker who
may be able to break the encryption method and obtain the key.

When internet was created, the quality of service (QoS) was standardized according
to the information that was transferred across the network. The original transfer of
information was mostly text‐based. As the internet expanded and technology evolved,
other forms of communication began to be transmitted across the internet. The quality of
service for streaming videos and music are much different than the standard text. The
protocol does not have the functionality of dynamic QoS that changes based on the type of
data being communicated [6].
1.2  IPv6 Architecture

Routing is a problem for this protocol because the routing tables are constantly
increasing in size. The maximum theoretical size of the global routing tables was 2.1
million entries [6]. Methods have been adopted to reduce the number of entries in the
routing table. This is helpful for a short period of time, but drastic change needs to be
made to address this problem.

The TCP/IP‐based networking of IPv4 requires that the user supplies some data in
order to configure a network. Some of the information required is the IP address, routing
gateway address, subnet mask, and DNS server. The simplicity of configuring the network is
not evident in the IPv4 protocol. The user can request appropriate network configuration
from a central server [6]. This eases When IPv6 was being developed, emphasis was placed
on aspects of the IPv4 protocol that needed to be improved. The development efforts were
placed in the following areas:

• Routing and addressing
• Multi‐protocol architecture
• Security architecture
• Traffic control

The IPv6 protocol’s address space was extended by supporting 128 bit addresses.
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With 128 bit addresses, the protocol can support up to 3.4 10 ^38 machines. The address
bits are used less efficiently in this protocol because it simplifies addressing configuration.

The IPv6 routing system is more efficient and enables smaller global routing tables.
The host configuration is also simplified. Hosts can automatically configure themselves.
This new design allows ease of configuration for the user as well as network administrator.

The security architecture of the IPv6 protocol is of great interest. IPsec is
embedded within the IPv6 protocol. IPsec functionality is the same for IPv4 and IPv6. The
only difference is that IPv6 can utilize the security mechanism along the entire route [6].

The quality of service problem is handled with IPv6. The internet protocol allows
for special handling of certain packets with a higher quality of service.

From a high‐level view, the major benefits of IPv6 are its scalability and increased
security. IPv6 also offers other interesting features that are beyond the scope of this paper.

It must be emphasized that after researching IPv6 and its security features, it is not
necessarily more secure than IPv4. The approach to security is only slightly better, not a
radical improvement.

Table 1: Attack Methods and Security Technology [8]

Common attack methods and the security technology will be briefly discussed. Not
all of the methods in the table above are discussed. The current technology for dealing
with attacks is understood in order to comprehend the current research developments in
security hardware and software.
• Attacks through the Current Internet Protocol IPv4

There are four main computer security attributes. They were mentioned before in a
slightly different form, but are restated for convenience and emphasis. These security
attributes are confidentiality, integrity, privacy, and availability.

Confidentiality and integrity still hold to the same definition. Availability means the
computer assets can be accessed by authorized people [8]. Privacy is the right to protect
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personal secrets [8]. Various attack methods relate to these four security attributes. Table
1 shows the attack methods and solutions.
2.1 Common Internet Attack Methods

Common internet attacks methods are broken down into categories. Some attacks
gain system knowledge or personal information, such as eavesdropping and phishing.
Attacks can also interfere with the system’s intended function, such as viruses, worms and
trojans. The other form of attack is when the system’s resources are consumes uselessly,
these can be caused by denial of service (DoS) attack. Other forms of network intrusions
also exist, such as land attacks, smurf attacks, and teardrop attacks. These attacks are not
as well known as DoS attacks, but they are used in some form or another even if they aren’t
mentioned by name.
2.1.1 Eavesdropping

Interception of communications by an unauthorized party is called eavesdropping.
Passive eavesdropping is when the person only secretly listens to the networked messages.
On the other hand, active eavesdropping is when the intruder listens and inserts something
into the communication stream. This can lead to the messages being distorted. Sensitive
information can be stolen this way [8].
2.1.2 Viruses

Viruses are self‐replication programs that use files to infect and propagate [8].
Once a file is opened, the virus will activate within the system.
2.1.3 Worms

A worm is similar to a virus because they both are self‐replicating, but the worm
does not require a file to allow it to propagate [8]. There are two main types of worms,
mass‐mailing worms and network‐ aware worms. Mass mailing worms use email as a means
to infect other computers. Network‐aware worms are a major problem for the Internet. A
network‐aware worm selects a target and once the worm accesses the target host, it can
infect it by means of a Trojan or otherwise. personal data, such as credit card numbers,
online banking credentials, and other sensitive information.
2.1.4 Trojans

Trojans appear to be benign programs to the user, but will actually have some
malicious purpose. Trojans usually carry some payload such as a virus [8].
2.1.5 Phishing

Phishing is an attempt to obtain confidential information from an individual, group,
or organization [9]. Phishers trick users into disclosing.

A firewall is a typical border control mechanism or perimeter defense. The purpose
of a firewall is to block traffic from the outside, but it could also be used to block traffic
from the inside. A firewall is the front line defense mechanism against intruders. It is a
system designed to prevent unauthorized access to or from a private network. Firewalls can
be implemented in both hardware and software, or a combination of both [8].
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2.1.6 IP Spoofing Attacks
Spoofing means to have the address of the computer mirror the address of a trusted

computer in order to gain access to other computers. The identity of the intruder is hidden
by different means making detection and prevention difficult. With the current IP protocol
technology, IP‐ spoofed packets cannot be eliminated [8].
2.1.7 Denial of Service

Denial of Service is an attack when the system receiving too many requests cannot
return communication with the requestors [9]. The system then consumes resources waiting
for the handshake to complete. Eventually, the system cannot respond to any more
requests rendering it without service.

2.2 Technology for Internet Security
Internet threats will continue to be a major issue in the global world as long as

information is accessible and transferred across the Internet. Different defense and
detection mechanisms were developed to deal with these attacks.
2.2.1 Crypographic Systems

Cryptography is a useful and widely used tool in security engineering today. It
involved the use of codes and ciphers to transform information into unintelligible data.
2.2.2 Firewall

Products are used to monitor connection in determining whether attacks are been
launched. Some IDS systems just monitor and alert of an attack, whereas others try to block
the attack.
2.2.3 Intrusion Detection Systems

An Intrusion Detection System (IDS) is an additional protection measure that helps
ward off computer intrusions. IDS systems can be software and hardware devices used to
detect an attack. IDS products are used to monitor connection in determining whether
attacks are been launched. Some IDS systems just monitor and alert of an attack, whereas
others try to block the attack.
2.2.4 Anti‐Malware Software and scanners

Viruses, worms and Trojan horses are all examples of malicious software, or
Malware for short. Special so‐called anti‐Malware tools are used to detect them and cure an
infected system.
2.2.5 Secure Socket Layer (SSL)

The Secure Socket Layer (SSL) is a suite of protocols that is a standard way to
achieve a good level of security between a web browser and a website. SSL is designed to
create a secure channel, or tunnel, between a web browser and the web server, so that any
information exchanged is protected within the secured tunnel. SSL provides authentication
of clients to server through the use of certificates. Clients present a certificate to the
server to prove their identity.areas of the IPv6 protocol still pose a potential security issue.

The new internet protocol does not protect against misconfigured servers, poorly



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 222

designed applications, or poorly protected sites.
The possible security problems emerge due to the following [5]:

• Header manipulation issues
• Flooding issues
• Mobility issues

Header manipulation issues arise due to the IPsec’s embedded functionality [7].
Extension headers deter some common sources of attacks because of header manipulation.
The problem is that extension headers need to be processed by all stacks, and this can lead
to a long chain of extension headers. The large number of extension headers can
overwhelm a certain node and is a form of attack if it is deliberate. Spoofing continues to
be a security threat on IPv6 protocol.

A type of attack called port scanning occurs when a whole section of a network is
scanned to find potential targets with open services [5]. The address space of the IPv6
protocol is large but the protocol is still not invulnerable to this type of attack.

Mobility is a new feature that is incorporated into the internet protocol IPv6. The
feature requires special security measures. Network administrators need to be aware of
these security needs when using IPv6’s mobility feature.

3. Security Issues of IP Protocol IPv6
From a security point of view, IPv6 is a considerable advancement over the IPv4

internet protocol. Despite the IPv6’s great security mechanisms, it still continues to be
vulnerable to threats. Some

Security in Different Networks
The businesses today use combinations of firewalls, encryption, and authentication

mechanisms to create “intranets” that are connected to the internet but protected from it
at the same time.Intranet is a private computer network that uses internet protocols.
Intranets differ from "Extranets" in that the former are generally restricted to employees of
the organization while extranets can generally be accessed by customers, suppliers, or
other approved parties. There does not necessarily have to be any access from the
organization's internal network to the Internet itself. When such access is provided it is
usually through a gateway with a firewall, along with user authentication, encryption of
messages, and often makes use of virtual private networks (VPNs).

Although intranets can be set up quickly to share data in a controlled environment,
that data is still at risk unless there is tight security. The disadvantage of a closed intranet
is that vital data might not get into the hands of those who need it. Intranets have a place
within agencies. But for broader data sharing, it might be better to keep the networks
open, with these safeguards:

• Firewalls that detect and report intrusion attempts
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• Sophisticated virus checking at the firewall
• Enforced rules for employee opening of e‐ mail attachments
• Encryption for all connections and data transfers
• Authentication by synchronized, timed passwords or security certificates

It was mentioned that if the intranet
wanted access to the internet, virtual private
networks are often used. Intranets that exist
across multiple locations generally run over
separate leased lines or a newer approach of
VPN can be utilized. VPN is a private network
that uses a public network (usually the Internet)
to connect remote sites or users together.
Instead of using a dedicated, real‐world
connection such as leased line, a VPN uses
"virtual" connections routed through the
Internet from the company's private network to
the remote site or employee. Figure 3 is a
graphical representation of an organization and

VPN network.
Current Developments in Network Security

The network security field is continuing down the same route. The same
methodologies are being used with the addition of biometric identification. Biometrics
provides a better method of authentication than passwords. This might greatly reduce the
unauthorized access of secure systems. New technology such as the smart card is surfacing
in research on network security. The software aspect of network security is very dynamic.
Constantly new firewalls and encryption schemes are being implemented. The research
being performed assists in understanding current development and projecting the future
developments of the field.
1. Hardware Developments

Hardware developments are not developing rapidly. Biometric systems and smart
cards are the only new hardware technologies that are widely impacting security.

The most obvious use of biometrics for network security is for secure workstation
logons for a workstation connected to a network. Each workstation requires some software
support for biometric identification of the user as well as, depending on the biometric
being used, some hardware device. The cost of hardware devices is one thing that may lead
to the widespread use of voice biometric security identification, especially among
companies and organizations on a low budget. Hardware device such as computer mice with
built in thumbprint readers would be the next step up. These devices would be more
expensive to implement on several computers, as each machine would require its own
hardware device. A biometric mouse, with the software to support it, is available from
around $120 in the U.S. The advantage of voice recognition software is that it can be
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centralized, thus reducing the cost of implementation per machine. At top of the range a
centralized voice biometric package can cost up to $50,000 but may be able to manage the
secure log‐ in of up to 5000 machines. The main use of Biometric network security will be
to replace the current password system. Maintaining password security can be a major task
for even a small organization. Passwords have to be changed every few months and people
forget their password or lock themselves out of the system by incorrectly entering their
password repeatedly. Very often people write their password down and keep it near their
computer. This is of course completely undermines any effort at network security.
Biometrics can replace this security identification method. The use of biometric
identification stops this problem and while it may be expensive to set up at first, these
devices save on administration and user assistance costs.

Smart cards are usually a credit‐card‐sized digital electronic media. The card itself
is designed to store encryption keys and other information used in authentication and other
identification processes. The main idea behind smart cards is to provide undeniable proof
of a user’s identity. Smart cards can be used for everything from logging in to the network
to providing secure Web communications and secure e‐mail transactions. It may seem that
smart cards are nothing more than a repository for storing passwords. Obviously, someone
can easily steal a smart card from someone else. Fortunately, there are safety features
built into smart cards to prevent someone from using a stolen card. Smart cards require
anyone who is using them to enter a personal identification number (PIN) before they’ll be
granted any level of access into the system. The PIN is similar to the PIN used by ATM
machines.

When a user inserts the smart card into the card reader, the smart card prompts
the user for a PIN. This PIN was assigned to the user by the administrator at the time the
administrator issued the card to the user. Because the PIN is short and purely numeric, the
user should have no trouble remembering it and therefore would be unlikely to write the
PIN down. But the interesting thing is what happens when the user inputs the PIN. The PIN
is verified from inside the smart card. Because the PIN is never transmitted across the
network, there’s absolutely no danger of it being intercepted. The main benefit, though, is
that the PIN is useless without the smart card, and the smart card is useless without the
PIN. There are other security issues of the smart card. The smart card is cost‐effective but
not as secure as the biometric identification devices.
2. Software Developments

The software aspect of network security is very vast. It includes firewalls, antivirus,
vpn, intrusion detection, and much more. The research development of all security
software is not feasible to study at this point. The goal is to obtain a view of where the
security software is heading based on emphasis being placed now.
Future Trends in Security

What is going to drive the Internet security is the set of applications more than
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anything else. The future will possibly be that the security is similar to an immune system.
The immune system fights off attacks and builds itself to fight tougher enemies. Similarly,
the network security will be able to function as an immune system. The trend towards
biometrics could have taken place a while ago, but it seems that it isn’t being actively
pursued. Many security developments that are taking place are within the same set of
security technology that is being used today with some minor adjustments. Network
security is an important field that is increasingly gaining attention as the internet expands.
The security threats and internet protocol were analyzed to determine the necessary
security technology. The security technology is mostly software based, but many common
hardware devices are used. The current development in network security is not very
impressive. Originally it was assumed that with the importance of the network security
field, new approaches to security, both hardware and software, would be actively
researched. It was a surprise to see most of the development taking place in the same
technologies being currently used. The embedded security of the new internet protocol
IPv6 may provide many benefits to internet users. Although some security issues were
observed, the IPv6 internet protocol seems to evade many of the current popular attacks.
Combined use of IPv6 and security tools such as firewalls, intrusion detection, and
authentication mechanisms will prove effective in guarding intellectual property for the
near future. The network security field may have to evolve more rapidly to deal with the
threats further in the future.
Conclusion

The improvement of the standard security software still remains the same. When
new viruses emerge, the antivirus is updated to be able to guard against those threats. This
process is the same for firewalls and intrusion detection systems. Many research papers
that have been skimmed were based on analyzing attack patterns in order to create
smarter security software. As the security hardware transitions to biometrics, the software
also needs to be able to use the information appropriately. Current research is being
performed on security software using neural networks. The objective of the research is to
use neural networks for the facial recognition software. Many small and complex devices
can be connected to the internet. Most of the current security algorithms are
computational intensive and require substantial processing power. This power, however, is
not available in small devices like sensors. Therefore, there is a need for designing
light‐weight security algorithms. Research in this area is currently being performed.
References
1. Dowd, P.W.; McHenry, J.T., "Network security: it's time to take it seriously," Computer,

vol.31, no.9, pp.24‐ 28, Sep 1998
2. Kartalopoulos, S. V., "Differentiating Data Security and Network Security,"

Communications, 2008. ICC '08. IEEE International Conference on, pp.1469‐1473, 19‐23
May 2008



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 226

3. “Security Overview,” www.redhat.com/docs/manuals/enterprise/RHEL‐4‐
Manual/security‐guide/ch‐sgs‐ov.html.

4. Molva, R., Institut Eurecom,“Internet Security Architecture,” in Computer Networks &
ISDN Systems Journal, vol. 31, pp. 787‐804, April 1999

5. Sotillo, S., East Carolina University, “IPv6 security issues,” August 2006,
www.infosecwriters.com/text_resources/pdf/IPv6_SSot illo.pdf.

6. Andress J., “IPv6: the next internet protocol,” April 2005,
www.usenix.com/publications/login/2005‐ 04/pdfs/andress0504.pdf.

7. Warfield M., “Security Implications of IPv6,” Internet Security Systems White Paper,
documents.iss.net/whitepapers/IPv6.pdf

8. Adeyinka, O., "Internet Attack Methods and Internet Security Technology," Modeling &
Simulation, 2008. AICMS 08. Second Asia International Conference on, vol., no.,
pp.77‐82, 13‐15 May 2008

9. Marin, G.A., "Network security basics," Security & Privacy, IEEE , vol.3, no.6, pp. 68‐72,

Nov.‐Dec. 2005
10. “Internet History Timeline,” www3.baylor.edu/~Sharon_P_Johnson/etg/inthistory.h

tm.
11. Landwehr, C.E.; Goldschlag, D.M., "Security issues in networks with Internet access,"

Proceedings of the IEEE, vol.85, no.12, pp.2034‐2051, Dec 1997
12. "Intranet." Wikipedia, The Free Encyclopedia. 23 Jun 2008, 10:43 UTC. Wikimedia

Foundation, Inc. 2 Jul 2008 <http://en.wikipedia.org/w/index.php?title=Intranet&ol
did=221174244>.

13. "Virtual private network." Wikipedia, The Free Encyclopedia. 30 Jun 2008, 19:32 UTC.
Wikimedia Foundation, Inc. 2 Jul 2008
<http://en.wikipedia.org/w/index.php?title=Virtual_priv
ate_network&oldid=222715612>.

14. Tyson, J., ”How Virtual private networks work,”
http://www.howstuffworks.com/vpn.htm .

15. Al‐Salqan, Y.Y., "Future trends in Internet security," Distributed Computing Systems,
1997., Proceedings of the Sixth IEEE Computer Society Workshop on Future Trends of ,
vol., no., pp.216‐217, 29‐31 Oct 1997

16. “Improving Security,” http://www.cert.org/tech_tips, 2006.
17. Serpanos, D.N.; Voyiatzis, A.G., "Secure network design: A layered approach,"

Autonomous Decentralized System, 2002. The 2nd International Workshop on, vol., no.,
pp. 95‐100, 6‐7 Nov. 2002

18. Ohta, T.; Chikaraishi, T., "Network security model," Networks, 1993. International
Conference on Information Engineering '93. 'Communications and Networks for the Year
2000', Proceedings of IEEE Singapore International Conference on , vol.2, no.,
pp.507‐511 vol.2, 6‐11 Sep 1993



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 227

THE BRIGHT FUTURE OF THE INTERNET OF THINGS

M. Keerthiga1 & MS. S. Rukumani2
1,2 Dept. of Comp.Science & Comp. Applications, Arul Anandar College, Madurai

Abstract
The Internet of Things is an emerging topic of technical, social, and economic significance.

The potential benefits of Internet of Things (IoT) are almost limitless andIoT applications are
changing the way we work and live by saving time and resources and opening new opportunities for
growth, innovation and knowledge creation. As a vital instrument to interconnect devices and to act
as generic enabler of the hyper-connected society, the Internet of Things has great potential to
support an ageing society, to improve the energy efficiency and to optimize all kinds of mobility and
transport. The success of the Internet of Things will depend on the ecosystem development,
supported by an appropriate regulatory environment and a climate of trust, where issues like
identification, trust, privacy, security, and semantic interoperability are pivotal. This paper
describes a vision for how IoT could change the world in the distant future, the insights on the state-
of-the-art of research and innovation in IoTand it concludes witha discussion of social and
governance issues that are likely to arise as the vision of the Internet of Things becomes a reality.

Introduction
The term “Internet of Things” is relatively new, the concept of combining

computers and networks to monitor and control devices has been around for decades.The
Internet of Things (IoT) is a concept being increasingly supported by various stakeholders
and market forces. The idea is to connect various devices or objects (“things”) through
wireless and wired connections and unique addressing schemes1 and create a pervasive
environment where a person can interact at any time with the digital world and physical
world. It also encompasses virtual objects and, virtual machines having digital attributes
and evolving personalities. IoT opens new exciting opportunities but also new questions on
the interaction between the citizen and businesses operating inthe digital world. Some of
these questions include the capture, processing and ownership of citizen’s data and the
possible need to create new legislative or technical frameworks to exercise more control
over such a large and complex environment while at the same time avoiding posing
unnecessary constraints to IoT market development. Other questions refer to access and
effects. These questions are related to various aspects: the governance, security and
privacy aspects, which cannot be separated from ethical aspects. This technology is
embodied in a wide spectrum of networked products, systems, and sensors, which take
advantage of advancements in computing power, electronics miniaturization, and network
interconnections to offer new capabilities not previously possible. IoT is a scenario when
things in our environment connect and communicate with other things without human
intervention. This interconnection among "things" enables us to develop smarter
environment with the help of smarter devices, smarter things.  The Internet of Things
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represents a general concept for the ability of network devices to sense and collect data
from the world around us, and then share that data across the Internet where it can be
processed and utilized for various interesting purposes.“Things having identities and virtual
personalities operating in smart spaces using intelligent interfaces to connect and
communicate within social, environmental, and user contexts”.Out of the potential
Internet of Things application areas, Smart Cities, Smart Car and mobility, Smart Home and
assisted living, Smart Industries, Public safety, Energy & environmental protection,
Agriculture and Tourism as part of a future IoT Ecosystem have acquired high attention.

Key Technologies Involved in Internet of Things
IoT can only be realized by useful deployment of multiple technologies that covers

in the domain of Hardware, Software and extremely robust applications around each
domain of industries and operating sectors. In this context, this Section will present the
technology areas enabling the IoT and will identify the research and development
challenges and outline a roadmap for future research activities to provide practical and
reliable solutions. Some of the key technology areas that will enable IoT are: (i)
identification technology, (ii) IoT architecture technology, (iii) communication technology,
(iv) network technology, (v) network discovery technology, (vi) software’s and algorithms,
(vii) hardware technology, (viii) data and signal processing technology, (ix) discovery and
search engine technology, (x) relationship network management technology, (xi) power and
energy storage technology, (xii) security and privacy technologies, and (xiii)
standardization.

The Internet of Things Today
The Internet of Things (IoT) is defined by ITU and IERC as a dynamic global network

infrastructure with self-configuring capabilities based on standard and interoperable
communication protocols where physical and virtual “things” have identities, physical
attributes and virtual personalities, use intelligent interfaces and are seamlessly integrated
into the information network. Over the last year, IoT has moved from being a futuristic
vision – with sometimes a certain degree of hype - to an increasing market reality.
Significant business decisions have been taken by major ICT players like Google, Apple and
Cisco to position themselves in the IoT landscape.

Telecom operators consider that Machine-to-Machine (M2M) and the Internet of
Things are becoming a core business focus, reporting significant growth in the number of
connected objects in their networks. Device manufacturese.g. concerning wearable devices
anticipate a full new business segment towards a wider adoption of the IoT.The EU has
already for some time invested in supporting Research and Innovation in the field of IoT,
notably in the areas of embedded systems and cyber-physical systems, network
technologies, semantic interoperability, operating platforms and security, and generic
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enablers. These research results are now feeding into innovation, and a series of
components are available, which could usefully be exploited and enhanced by the market.
In line with this development, the majority of the governments in Europe, in Asia, and in
the Americas consider the Internet of Things as an area of innovation and growth. Although
larger players in some application areas34 Putting the Internet of Things Forward to the
Next levels still do not recognize the potential, many of them pay high attention or even
accelerate the pace by coining new terms for the IoT and adding additional components to
it. In addition end-users in the private and business domain have nowadays acquired a
significant competence in dealing with smart devices and networked applications.

As the Internet of Things continues to develop, further potential is estimated by a
combination with related technology approaches and concepts such as Cloud computing,
Future Internet, Big Data, Robotics and Semantic technologies. The idea is of course not
new as such but, as these concepts overlap in some parts (technical and service
architectures, virtualisation,interoperability, automation), genuine innovators see more the
aspect of complementarity rather than defending individual domains.

Potential Success Factors
The Internet of Things Technologies will foster European core industrial activities

such as industry automation, generation and distribution of renewable energies (Smart
Grid), as well as the development and production of enhanced environmental technologies.
The future IoT will be a cornerstone for the development of smart and sustainable cities
and smart and sustainable infrastructures in general. Key success factors for promising
differentiation of the European IoT Technology players can be formulated as follows for
technological, user concerned, business and societal aspects:

• Mitigation of architecture/system divergences through a common architecture
framework for connected system qualities and interoperability

• Development of IoT technologies that support the shift from data collection to
knowledge creation

• Focus on IoT Value Chain development and adequate analysis from the start of
product development towards user acceptance
Development of a legal framework to ensure adequate consideration of trust and

ethical issues Internet of Things (IoT) is a concept and a paradigm that considers pervasive
presence in the environment of a variety of things/objects that through wireless and wired
connections and unique addressing schemes are able to interact with each other and
cooperate with other things/objects to create new applications/services and reach common
goals. In this context the research and development challenges to create a smart world are
enormous. A world where the real, digital and the virtual are converging to create smart
environments that make energy, transport, cities and many other areas more intelligent.
The goal of the Internet of Things is to enable things to be connected anytime, anyplace,
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with anything and anyone ideally using any path/network and any service. Internet of
Things is a new revolution of the Internet. Objects make themselves recognizable and they
obtain intelligence by making or enabling context related decisions thanks to the fact that
they can communicate information about themselves and they can access information that
has been aggregated by other things, or they can be components of complex services .

Future Prospects for IOT
Services are quickly arising around IOT so that individual devices are no longer the

primary focus. Enough IOT-capable devices are on the market that a distinct shift toward
connecting everything together is becoming evident.Interoperability is the keyword and in
an environment where 85% of the devices are not designed for connecting to the Internet or
sharing data, that challenge is on par with another sizable challenge: capturing, analyzing,
and harnessing the massive volumes of data generated by IoT implementations.The
connected car is quickly becoming commonplace and also being combined with services,
such those offered as a part of as insurance telematics, which can lower your insurance
rates and provide other benefits in exchange for giving insurers access to your driving
behavior and data about the operation of your vehicle. Operational data can translate to
useful driver benefits, such as reminders about when maintenance services are due,
feedback on driving practices that can improve safety and economy, remote diagnostics,
accident reconstruction, young driver coaching, and similar services.With the help of IoT
technologies, practical building automation solutions are moving beyond the province of
large-scale enterprises and are now within reach of small- to mid-sized businesses. Heating,
ventilation, and air conditioning can now be more efficiently monitored and controlled
using sensors, intelligent thermostats, actuators, and control systems connected—in many
cases—through a single control portal.

Not only the assimilation of ICT concepts and their constituencies are pivotal but
also integrating them in smart environments and ecosystems across specific application
domains. The overall challenge is to extend the current Internet of Things into a
dynamically configured web of platforms for connected devices, objects, smart
environments, services and persons. Numerous industrial analyses (Catechu, Cisco, Ericsson,
IDC, Forbes)have identified the evolution of the Internet of Things embedded in Smart
Environments and Smart Platforms forming a smart web of everything as one of the next big
concepts to support societal changes and economic growth, which will support the citizen
in their professional and domestic/public life. By the end of the decade, dozens of
connected devices per human being on the planet are conservatively anticipated, relating
to a business whose yearly growth is estimated at 20%. In this context Europe needs to
maintain its position through leadership in smart and embedded systems technologies with
a strong potential in the evolving market of cyber-physical systems.
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On the way towards “Platforms for Connected Smart Objects” the biggest challenge
will be to overcome the fragmentation of vertically-oriented closed systems and
architectures and application areas towards open systems and integrated environments and
platforms, which support multiple applications of social value by bringing contextual
knowledge of the surrounding world and events into complex business/social processes.
The task is to create and master innovative ecosystems beyond smart phones and device
markets.  As a vital instrument to interconnect devices and to act as generic enabler of the
hyper-connected society, the Internet of Things has great potential to support an ageing
society, to improve the energy efficiency and to optimize all kinds of mobility and
transport. The complementarity with approaches like cyber-physical systems, cloud
technologies, big data and future networks like 5Gis highly evident. The success of the
Internet of Things will depend on the ecosystem development, supported by an appropriate
regulatory environment and a climate of trust, where issues like identification, trust,
privacy, security, and semantic interoperability are pivotal.

Social and governance issues
The challenge of designing a security and privacy framework, which is able to

address changes in the context which do not support the collection and processing of data
from sensors. For example, in a surveillance scenario, bad quality images may induce false
results of the “smart” functions implemented in IoT framework and hamper the overall
decision process in the algorithms used to ensure the security and trust of the system (e.g.,
level of reputation).

Internet of Things (IoT) infuses computing intelligence into the physical world. This
introduces new problems in areas such as safety and security of physical properties and
privacy of the people inhabiting the spaces surrounded by the things. Because IoT can be
deployed in public, private, and corporate spaces, formulating and enforcing the policies to
manage the actions of the things such that user data and physical properties are
safeguarded are major challenges. The key idea of Social Governance is that a device
should participate in a collaborative protocol to setup the policies that govern the space
that it is using. The device would have incentives to adhere to the policies that are
formulated by the collaborative process. The goal of the framework is to create agile but
stable governance that is context and time sensitive. Governance is considered as a double-
edged sword, because it can offer stability and support for decisions but it can also become
excessive and result in an over-controlled environment.

Since there are no legal frameworks for IoT governance  even if the differences
between the IoT and the Internet have been overestimated at the beginning, an analysis of
the major IoT governance issues (legitimacy, transparency, accountability, anti-competitive
behavior) seems to be worthwhile to conduct. Apart from policy or ethical aspects that
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influence governance itself the activities conducted in this cluster provide technical
solutions that can be implemented now.

In the IoT context, it is difficult to separate the concepts of Governance, Security
and Privacy, because addressing privacy and security aspects toachieve trust in IoT would
probably need governance mechanisms as well.. In particular information security has the
objective to preserve the confidentiality, integrity and availability (CIA) of information.
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Abstract
Cloud computing is current buzzword in the market. It is paradigm in which the resources

can be leveraged on per use basis thus reducing the cost and complexity of service providers. Cloud
computing promises to cut operational and capital costs and more importantly let IT departments
focus on strategic projects instead of keeping datacenters running. It is much more than simple
internet. It is a construct that allows user to access applications that actually reside at location
other than user’s own computer or other Internet-connected devices. There are numerous benefits
of this construct. For instance other company hosts user application. This implies that they handle
cost of servers, they manage software updates and depending on the contract user pays less i.e. for
the service only. Confidentiality, Integrity, Availability, Authenticity, and Privacy are essential
concerns for both Cloud providers and consumers as well. Infrastructure as a Service (IaaS) serves as
the foundation layer for the other delivery models, and a lack of security in this layer will certainly
affect the other delivery models, i.e., PaaS, and SaaS that are built upon IaaS layer. This paper
presents an elaborated study of IaaS components’ security and determines vulnerabilities and
countermeasures. Service Level Agreement should be Considered very much importance.
Keywords: Computing, Cloud Computing Security , Service Level Agreement (SLA), Infrastructure as
a Service (SaaS) .

Introduction
Clouds are large pools of easily usable and accessible virtualized resources. These

resources can be dynamically reconfigured to adjust to a variable load (scale), allowing
optimum resource utilization. It’s a pay-per-use model in which the Infrastructure Provider
by means of customized Service Level Agreements (SLAs) offers guarantees typically
exploiting a pool of resources. Organizations and individuals can benefit from mass
computing and storage centers, provided by large companies with stable and strong cloud
architectures. Cloud computing incorporates virtualization, on-demand deployment,
Internet delivery of services, and open source software. From one perspective, cloud
computing is nothing new because it uses approaches, concepts, and best practices that
have already been established. From another perspective, everything is new because cloud
computing changes how we invent, develop, deploy, scale, update, maintain, and pay for
applications and the infrastructure on which they run. Cloud computing is a technology that
uses the internet and central remote servers to maintain data and applications. Cloud
computing allows consumers and businesses to use applications without installation and
access their personal files at any computer with internet access. This technology allows for
much more efficient computing by centralizing storage, memory, processing and
bandwidth.
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Cloud Computing Services
A. Infrastructure-as-a-Service

The Infrastructure as a Service is a provision model in which an organization
outsourcers the equipment used to support operations, including storage, hardware, servers
and networking components. The service provider owns the equipment and is responsible
for housing, running and maintaining it. The client typically pays on a per-use basis.
Characteristics and components of IaaS include:

1. Utility computing service and billing model.
2. Automation of administrative tasks.
3. Dynamic scaling.
4. Desktop virtualization.
5. Policy-based services.
6. Internet connective

Infrastructure-as-a-Service like Amazon Web Services provides virtual server
instances with unique IP addresses and blocks of storage on demand. Customers use the
provider's application program interface (API) to start, stop, access and configure their
virtual servers and storage. In the enterprise, cloud computing allows a company to pay for
only as much capacity as is needed, and bring more online as soon as required. Because this
pay-for-what-you-use model resembles the way electricity, fuel and water are consumed
it's sometimes referred to as utility computing. Infrastructure as a Service is sometimes
referred to as Hardware as a Service ( HaaS).
B.  Plateform-As-A-Service

Platform as a Service (PaaS) is a way to rent hardware, operating systems, storage
and network capacity over the Internet. The service delivery model allows the customer to
rent virtualized servers and associated services for running existing applications or
developing and testing new ones. Platform as a Service (PaaS) is an outgrowth of Software
as a Service (SaaS), a software distribution model in which hosted software applications are
made available to customers over the Internet. PaaS has several advantages for developers.
With PaaS, operating system features can be changed and upgraded frequently.
Geographically distributed development teams can work together on software development
projects. Services can be obtained from diverse sources that cross international boundaries.
Initial and ongoing costs can be reduced by the use of infrastructure services from a single
vendor rather than maintaining multiple hardware facilities that often perform duplicate
functions or suffer from incompatibility problems. Overall expenses can also be minimized
by unification of programming development efforts. On the downside, PaaS involves some
risk of "lock-in" if offerings require proprietary service interfaces or development
languages. Another potential pitfall is that the flexibility of offerings may not meet the
needs of some users whose requirements rapidly evolve.
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Figure 1 Cloud Computing Services
C.  Software-As-A-Service

No Software as a service sometimes referred to as "software on demand," is
software that is deployed over the internet and/or is deployed to run behind a firewall on a
local area network or personal computer. With SaaS, a provider licenses an application to
customers either as a service on demand, through a subscription, in a "pay-as-you-go"
model, or at no charge. This approach to application delivery is part of the utility
computing model where all of the technology is in the "cloud" accessed over the Internet as
a service. SaaS was initially widely deployed for sales force automation and Customer
Relationship Management (CRM).

Cloud Computng Security Issues
In the last few years, cloud computing has grown from being a promising business

concept to one of the fastest growing segments of the IT industry. Now, recession-hit
companies are increasingly realizing that simply by tapping into the cloud they can gain fast
access to best-of-breed business applications or drastically boost their infrastructure
resources, all at negligible cost. But as more and more information on individuals and
companies is placed in the cloud, concerns are beginning to grow about just how safe an
environment it is.
A. Security

Where is your data more secure, on your local hard driver or on high security
servers in the cloud? Some argue that customer data is more secure when managed
internally, while others argue that cloud providers have a strong incentive to maintain trust
and as such employ a higher level of security. However, in the cloud, your data will be
distributed over these individual computers regardless of where your base repository of
data is ultimately stored. Industrious hackers can invade virtually any server, and there are
the statistics that show that one-third of breaches result from stolen or lost laptops and



Vol. 4 Spl Issue. 1 September 2016 ISSN: 2321 – 788X

Shanlax International Journal of Arts, Science & Humanities 237

other devices and from employees’ accidentally exposing data on the Internet, with nearly
16 percent due to insider theft.
B. Privacy

Different from the traditional computing model, cloud computing utilizes the
virtual computing technology, users’ personal data may be scattered in various virtual data
center rather than stay in the same physical location, even across the national borders, at
this time, data privacy protection will face the controversy of different legal systems. On
the other hand, users may leak hidden information when they accessing cloud computing
services. Attackers can analyze the critical task depend on the computing task submitted by
the users.
C. Reliability

Servers in the cloud have the same problems as your own resident servers. The
cloud servers also experience downtimes and slowdowns, what the difference is that users
have a higher dependent on cloud service provider (CSP) in the model of cloud computing.
There is a big difference in the CSP’s service model, once you select a particular CSP, you
may be locked-in, thus bring a potential business secure risk.
D. Legal Issues

Regardless of efforts to bring into line the lawful situation, as of 2009, supplier
such as Amazon Web Services provide to major markets by developing restricted road and
rail network and letting users to choose “availability zones” . On the other hand, worries
stick with safety measures and confidentiality from individual all the way through
legislative levels.
E. Open Standard

Open standards are critical to the growth of cloud computing. Most cloud providers
expose APIs which are typically well-documented but also unique to their implementation
and thus not interoperable. Some vendors have adopted others' APIs and there are a
number of open standards under development, including the OGF's Open Cloud Computing
Interface. The Open Cloud Consortium (OCC) is working to develop consensus on early cloud
computing standards and practices.
F. Compliance

Numerous regulations pertain to the storage and use of data require regular
reporting and audit trails, cloud providers must enable their customers to comply
appropriately with these regulations. Managing Compliance and Security for Cloud
Computing, provides insight on how a top-down view of all IT resources within a cloud-
based location can deliver a stronger management and enforcement of compliance policies.
In addition to the requirements to which customers are subject, the data centres
maintained by cloud providers may also be subject to compliance requirements.
G. Freedom

Cloud computing does not allow users to physically possess the storage of the data,
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leaving the data storage and control in the hands of cloud providers. Customers will
contend that this is pretty fundamental and affords them the ability to retain their own
copies of data in a form that retains their freedom of choice and protects them against
certain issues out of their control whilst realizing the tremendous benefits cloud computing
can bring.
H. Long-term Viability

You should be sure that the data you put into the cloud will never become invalid
even your cloud computing provider go broke or get acquired and swallowed up by a larger
company. "Ask potential providers how you would get your data back and if it would be in a
format that you could import into a replacement application.

Cloud Computng Models
A.  Public Cloud

A public cloud is one based on the standard cloud computing model, in which a
service provider makes resources, such as applications and storage, available to the general
public over the Internet. Public cloud services may be free or offered on a pay-per-usage
model.
The main benefits of using a public cloud service are:

1. Easy and inexpensive set-up because hardware, application and bandwidth costs are
covered by the provider. Scalability to meet needs.

2. No wasted resources because you pay for what you use.
The term "public cloud" arose to differentiate between the standard model and the

private cloud, which is a proprietary network or data center that uses cloud computing
technologies, such as virtualization. A private cloud is managed by the organization it
serves. A third model, the hybrid cloud, is maintained by both internal and external
providers. Examples of public clouds include Amazon Elastic Compute Cloud (EC2), IBM's
Blue Cloud, Sun Cloud, Google AppEngine and Windows Azure Services Platform

Figure 2 Cloud Computing Models
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B.  Community Cloud
Private cloud (also called internal cloud or corporate cloud) is a marketing term for

a proprietary computing architecture that provides hosted services to a limited number of
people behind a firewall. Advances in virtualization and distributed computing have
allowed corporate network and datacenter administrators to effectively become service
providers that meet the needs of their "customers" within the corporation. Marketing media
that uses the words "private cloud" is designed to appeal to an organization that needs or
wants more control over their data than they can get by using a third-party hosted service
such as Amazon's Elastic Compute Cloud ( EC2) or Simple Storage Service ( S3).
C.  Hybrid Cloud

A hybrid cloud is a Cloud Computing environment in which an organization provides
and manages some resources in-house and has others provided externally. For example, an
organization might use a public cloud service, such as Amazon Simple Storage Service
(Amazon S3) for archived data but continue to maintain in-house storage for operational
customer data. Ideally, the hybrid approach allows a business to take advantage of the
scalability and cost-effectiveness that a public cloud computing environment offers without
exposing mission-critical applications and data to third-party vulnerabilities.
D. Private Cloud

A community cloud may be established where several organizations have similar
requirements and seek to share infrastructure so as to realize some of the benefits of cloud
computing. With the costs spread over fewer users than a public cloud (but more than a
single tenant) this option is more expensive but may offer a higher level of privacy, security
and/or policy compliance. Examples of community cloud include Google's "Gov Cloud".

All Cloud Models are not the Same
Although the term Cloud Computing is widely used, it is important to note that all

Cloud Models are not the same. As Figure 3 Cloud Computing Models such, it is critical that
organizations don't apply a broad brush one-size fits all approach to security across all
models. Cloud Models can be segmented into Software as a Service (Saas), Platform as a
service (PaaS) and Integration as a Service (IaaS). When an organization is considering Cloud
Security it should consider both the differences and similarities between these three
segments of Cloud Models:

IAAS Components
IaaS delivery model consists of several components that have been developed

through past years, nevertheless, employing those components together in a shared and
outsourced environment carries multiple challenges. Security and Privacy are the most
significant challenges that may impede the Cloud Computing adoption. Breaching the
security of any component impact the other components’ security, consequently, the
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security of the entire system will collapse. In this section we study the security issue of
each component and discuss the proposed solutions and recommendations.
A.  Service Level Agreement (SLA)

Cloud Computing emerges a set of IT management complexities, and using SLA in
cloud is the solution to guarantee acceptable level of QoS. SLA encompasses SLA contract
definition, SLA negotiation, SLA monitoring, and SLA enforcement. SLA contract definition
and negotiation stage is important to determine the benefits and responsibilities of each
party, any misunderstanding will affect the systems security and leave the client exposure
to vulnerabilities. On the other hand, monitoring and enforcing SLA stage is crucial to build
the trust between the provider and the client. To enforce SLA in a dynamic environment
such Cloud, it is necessary to monitor QoS attributes continuously. Web Service Level
Agreement (WSLA) framework developed for SLA monitoring and enforcement in SOA. Using
WSLA for managing SLA in Cloud Computing environment was proposed in by delegating SLA
monitoring and enforcement tasks to a third party to solve the trust problem. Currently,
cloud clients have to trust providers’ SLA monitoring until standardizing Cloud Computing
systems and delegating third-parties to mediate SLA monitoring and enforcement.
B.  Utility Computing

Utility Computing is not new concept; it played an essential role in Grid Computing
deployment. It packages the resources (e.g., computation, bandwidth, storage, etc...) as
metered services and delivers them to the client. The power of this model lies in two main
points: First, it reduces the total cost, i.e., instead of owning the resources, client can only
pay for usage time (pay-as-you-go). Second, it has been developed to support the scalable
systems, i.e., as an owner for a rapid growing system you need not to worry about denying
your service according to a rapid increase of users or reaching peak in demand. Obviously,
Utility Computing shapes two of the main features of the Cloud Computing (e.g.,
scalability, and pay as- you-go). The first challenge to the Utility Computing is the
complexity of the Cloud Computing, for example, the higher provider as Amazon must offer
its services as metered services. Those services can be used by second level providers who
also provide metered services. In such multiple layers of utility, the systems become more
complex and require more management effort from both the higher and the second level
providers. Amazon DevPay5, an example for such systems, allows the second level provider
to meter the usage of AWS services and bill the users according to the prices determined by
the user. The second challenge is that Utility Computing systems can be attractive targets
for attackers, so an attacker may aim to access services without paying, or can go further
to drive specific company bill to unmanageable levels. The provider is the main responsible
to keep the system healthy and well functioning, but the client’s practice also affects the
system.
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C.  Cloud Software
There are many open source Cloud software implementations such as Eucalyptus

and Nimbus 6; Cloud software joins the cloud components together. Either Cloud software
is open source or commercial closed source. We can’t ensure the vulnerability and bugs in
available software, furthermore, cloud service providers furnish APIs (REST, SOAP, or HTTP
with XML/JSON) to perform most management functions, such as access control from a
remote location . For example, client can use the Amazon EC2 toolkits, a widely supported
interface, to consume the services by implementing own applications or by simply using the
web interfaces offered by the provider. In both cases, user uses web services protocols.
SOAP is the most supported protocol in web services; many SOAP based security solutions
are researched, developed, and implemented. WS-Security, a standard extension for
security in SOAP, addresses the security for web services. It defines a SOAP header
(Security) that carries the WS-Security extensions and determines how the existing XML
security standards like XML Signature and XML Encryption are applied to SOAP messages.
Well known attacks on protocols using XML Signature for authentication or integrity
protection would be applied to web services consequently affecting the Cloud services.
Finally, an extreme scenario in showed the possibility of breaking the security between the
browser and the clouds, and followed by proposal to enhance the current browsers
security. Indeed, these attacks belong more to the web services world, but as a technology
used in Cloud Computing, web services’ security strongly influences the Cloud services’
security.
D. Platform Virtualization

Virtualization, a fundamental technology platform for Cloud Computing services,
facilitates aggregation of multiple standalone systems into a single hardware platform by
virtualizing the computing resources (e.g., network, CPUs, memory, and storage).
Hardware abstraction hides the complexity of managing the physical computing platform
and simplifies the computing resources scalability. Hence, virtualization provides multi
tenancy and scalability, and these are two significant characteristics of Cloud Computing As
the hypervisor is responsible for VMs isolation, VMs could not be able to directly access
others’ virtual disks, memory, or applications on the same host. IaaS, a shared
environment, demands an accurate configuration to maintain strong isolation. Cloud service
providers undertake a substantial effort to secure their systems in order to minimize the
threats that result from communication, monitoring, modification, migration, mobility, and
DoS. In this section, we discuss virtualization risks and vulnerabilities that affect
particularly IaaS delivery model in addition to the recent proposed solutions to guarantee
security, privacy, and data integrity for IaaS.
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Security Model For IAAS
As a result of this research, we also discuss a Security Model for IaaS (SMI) as a

guide for assessing and enhancing security in each layer of IaaS delivery model as shown in
Fig.4. SMI model consists of three sides: IaaS components, security model, and the
restriction level. The front side of the cubic model is the components of IaaS which were
discussed thoroughly in the previous sections. The security model side includes three
vertical entitieswhere each entity covers the entire IaaS components. The first entity is
Secure Configuration Policy (SCP) to guarantee a secure configuration for each layer in IaaS
Hardware, Software, or SLA configurations; usually, miss-configuration incidents could
jeopardize the entire security of the system. The second is a Secure Resources Management
Policy (SRMP) that controls the management roles and privileges. The last entity is the
Security Policy Monitoring and Auditing (SPMA) which is significant to track the system life
cycle. The restriction policy side specifies the level of restriction for security model
entities. restriction starts from loose to tight depending on the provider, the client, and
the service requirements. Nevertheless, we hope SMI model be a good start for the
standardization of IaaS layers. This model indicates the relation between IaaScomponents
and security requirements, and eases security improvement in individual layers to achieve a
total secure IaaS system.

Figure 4 Security Model In IAAS
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As a result of this research, we propose a Security Model for IaaS (SMI) as a guide
for assessing and enhancing security in each layer of IaaS delivery model as shown in Fig. 4.
SMI model consists of three sides: IaaS components, security model, and the restriction
level. The front side of the cubic model is the components of IaaS which were discussed
thoroughly in the previous sections. The security model side includes three vertical entities
where each entity covers the entire IaaS components. The first entity is Secure
Configuration Policy (SCP) to guarantee a secure configuration for each layer in IaaS
Hardware, Software, or SLA configurations; usually, miss-configuration incidents could
jeopardize the entire security of the system. The second is a Secure Resources Management
Policy.

(SRMP) that controls the management roles and privileges. The last entity is the
Security Policy Monitoring and Auditing (SPMA) which is significant to track the system life
cycle. The restriction policy side specifies the level of restriction for security model
entities. The level of restriction starts from loose to tight depending on the provider, the
client, and the service requirements. Nevertheless, we hope SMI model be a good start for
the standardization of IaaS layers. This model indicates the relation between IaaS
components and security requirements, and eases security improvement in individual layers
to achieve a total secure IaaS system.

Conclusion
In This paper we discuss about Various Layers of Infrastructure as a Service. We can

also Provide Security by having a public key infrastructure (PKI) on each layer that we
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discuss in this paper. The SLA’s discuss only about the services provided and the waivers
given if the services not met the agreement, but this waivers don’t really help the
customers fulfilling their losses. In this Paper we also discuss the Security holes associated
with Iaas implementation. The security issues presented here concern the security of each
IaaS component in addition to recent proposed solutions.
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Abstract
Everyday large amount of data is embedded on digital media and spread over the internet.

This data can easily be replaced without error. Digital watermarking is the most important
technology in today’s world, to prevent illegal copying of data. Digital watermarking can be applied
to audio, video, text or images.
Keywords: Copyright protection, Digital Watermarking, Steganography, Information hiding,
Robustness.

Introduction
In computer science information hiding or hiding data in a message or file is the

important principle of steganography. Information hiding is mainly categorized into three
processes Cryptography, Steganography, and Watermark. Cryptography is the process of
converting intelligible data into unintelligible data that can’t be understand by
unauthorized users. The authorized user with the key can decrypt the ciphertext. As many
advances were made in the field of communication, now it became simple to decrypt a
ciphertext into intelligible data. Hence more sophisticated methods were developed to
provide better security than cryptography. These methods are known as Steganography and
Watermarking. Steganography is the time consuming process. It hides information over a
cover object in such a way that the sence of information is not detected by the attacker.
Watermarking is related to the steganography. There is one main point in watermarking is
that the hiding information is related to the cover object. Watermarking is mainly used for
copyright protection, owner authentication and id card security. Digital watermarking is the
technique of embedding a digital signal (audio, video or image) or hide a small amount of
digital data in intelligible data which can not be easily removed is called digital
watermarking. Digital watermarking is also called data embedding.
Watermarking Block Diagram
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A watermarking system is divided into three steps embedding, attack and
detection. In embedding an algorithm accept host and data as input to be embedded and
produce the watermarked signal. Then watermarked signal is transmitted to another
person. If this person makes a changes to the watermarked signal is called an attack. There
are various types of attack is possible on the watermarked signal. Detection is an algorithm
which accept attacked signal as input and extract the watermark signal from the attacked
signal.

Types of Digital Watermarking
There are two types of digital watermarking, these are

A. Visible watermark
B. Invisible watermark

A. Visible watermark- Visible watermark consists of visible message or a company logo,
used to identify the owner. In visible watermarking, the watermark signal is visible in the
image, video or text.

Example- Logo of the broadcaster such as ZEE TV, SONY, Life OK etc is on the right
top corner of the television, it is visible to every user.

Simple Watermarked Image
B. Invisible Watermark- In invisible watermark the watermark signal is not visible. The
watermark is embedded in such a way that the watermark is not visible to the user
(Attacker). It is used to provide image authentication and protect image from being copied.
Invisible watermarking consists of encoding process and decoding process. Watermark
insertion is represented as:

A” = EU (A,W)
Where A is the original image, W is the watermark information being embedded, U is the
user’s insertion key, and E represents the watermark insertion function.
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Invisible Watermarking (Least significant bit watermarking)- Least significant bit
watermarking is the spatial domain technique of watermarking. It can be applied to both
visible and invisible watermarking. Spatial domain technique modifies the pixels of one or
two selected subset of the image. There we take an example of watermarking on image.
Steps
1)Two images A, B will be selected from set of set of standard test image. The image A will
be selected as base image on which the watermark will be added. Second image B will be
considered as watermark image which will be added to the base image.
2)The most significant bit (MSB) of watermark image will be read and written on the least
significant bit (LSB) of the base image A.
3) Now C will be watermarked image, resulting of combination of A will be watermarked
with B. Therefore C will contain an image A after its LSB replaced with the MSB of the
image B. The base image and watermark image is consider in binary form-
Watermark Image= 11110101
Base Image= 11010111

Watermark Image

Base Image
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Now the base image which has its LSB s are set to 0 and watermark image which has
its MSB shifted to its LSB, are added.

Final Image

So the watermarked image contains its LSB s are the 3 MSB of watermarking image
and contain 5 MSB s of the base image.

Base image “A”

Watermarked image “B”
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Visible watermarking scheme, both base and watermarked images are combined in
the watermarked image.

Requirements of Digital Watermarking
The requirements of digital watermarking are

• Transparency- The quality of the embedded watermark should be clear and
transparent. The embedded watermark should not reduce the quality of the original
image.

• Robustness- This is one of the requirements of the watermark. There are various types
of attack for destroying the watermark such as cropping, compression, scalling etc. The
watermark should be design in such a way that, it is invariant to all attacks.

• Capacity- Capacity describes the maximum amount of data that can be embedded into
image, audio, video or text for proper retrieval of watermark during extraction.

Conclusion
In this paper we discussed about digital watermarking technique. There are two

types of digital watermarking techniques known as visible and invisible watermarking.
Watermarking provides owner authentication. If we will use digital watermarking technique
in proper way, we can protect data from unauthorized duplication of data.
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Abstract
With the advent of the World Wide Web and the emergence of e -commerce applications

and social networks, organizations across the world generate a large amount of data daily. Data
security is the utmost critical issue in ensuring safe transmission of information through the
internet. Also network security issues are now becoming important as society is moving towards
digital information age. As more and more users connect to the internet it attracts a lot of cyber-
criminals. It comprises authorization of access to information in a network, controlled by the
network administrator. The task of network security not only requires ensuring the security of end
systems but of the entire network. In this paper, an attempt has been made to review the various
Network Security and Cryptographic concepts. This paper discusses the state of the art for a broad
range of cryptographic algorithms that are used in networking applications.
Keywords: network security, cryptography, decryption, encryption

Introduction
Internet has become more and more widespread, if an unauthorized person is able

to get access to this network, he can not only spy on us but he can easily mess up our lives.
Network Security & Cryptography is a concept to protect network and data transmission
over wireless network. A network security system typically relies on layers of protection
and consists of multiple components including networking monitoring and security software
in addition to hardware and appliances. All components work together to increase the
overall security of the computer network. Security of data can be done by a technique
called cryptography. So one can say that cryptography is an emerging technology, which is
important for network security.

Model for Cryptosystem Using Neural Network [1] supports high security. Neural
network and cryptography together can make a great help in field of networks security. The
key formed by neural network is in the form of weights and neuronal functions which is
difficult to break. Here, content data would be used as an input data for cryptography so
that data become unreadable for attackers and remains secure from them. The ideas of
mutual learning, self-learning, and stochastic behavior of neural networks and similar
algorithms can be used for different aspects of cryptography, like public-key cryptography,
solving the key distribution problem using neural network mutual synchronization, hashing
or generation of pseudo-random numbers. Another idea is the ability of a neural network to
separate space in non-linear pieces using "bias". It gives different probabilities activating or
not the neural network. This is very useful in the case of Cryptanalysis. Network security
[2] consists of the provisions and policies adopted by a network administrator to prevent
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and monitor unauthorized access, misuse, modification, or denial of a computer network
and network-accessible resources. Network security covers a variety of computer networks,
both public and private, that are used in everyday jobs conducting transactions and
communications among businesses, government agencies and individuals. Networks can be
private, such as within a company, and others which might be open to public access.
Network security is involved in organizations, enterprises, and other types of institutions. It
does as its title explains: It secures the network, as well as protecting and overseeing
operations being done. The most common and simple way of protecting a network resource
is by assigning it a unique name and a corresponding password.

Cryptography is the science of writing in secret code.  More generally, it is about
constructing and analyzing protocols that block adversaries; [3] various aspects in
information security such as data confidentiality, data integrity, authentication, and non-
repudiation [4] are central to modern cryptography. Modern cryptography exists at the
intersection of the disciplines of mathematics, computer science, and electrical
engineering. Applications of cryptography include ATM cards, computer passwords, and
electronic commerce. The development of the World Wide Web resulted in broad use of
cryptography for e-commerce and business applications. Cryptography is closely related to
the disciplines of cryptology and cryptanalysis. Techniques used for decrypting a message
without any knowledge of the encryption details fall into the area of cryptanalysis.
Cryptanalysis is what the layperson calls “breaking the code.” The areas of cryptography
and cryptanalysis together are called cryptology. Encryption is the process of converting
ordinary information (called plaintext) into unintelligible text (called ciphertext).
Decryption is the reverse, in other words, moving from the unintelligible ciphertext back
to plaintext. Cryptosystem is the ordered list of elements of finite possible plaintexts,
finite possible cyphertexts, finite possible keys, and the encryption and decryption
algorithms which correspond to each key.

The challenging problem is how to effectively share encrypted data. Encrypt
message with strongly secure key which is known only by sending and recipient end is a
significant aspect to acquire robust security in sensor network. The secure exchange of key
between sender and receiver is too much difficult task in resource constraint sensor
network. data should be encrypted first by users before it is outsourced to a remote cloud
storage service and both data security and data access privacy should be protected such
that cloud storage service providers have no abilities to decrypt the data, and when the
user wants to search some parts of the whole data, the cloud storage system will provide the
accessibility without knowing what the portion of the encrypted data returned to the user is
about. This paper reviews various network security and cryptographic approaches.

In this paper sections are organized as follows: Section 2 gives the idea about types of
security attacks on cloud. Section 3 deals with security services. Section 4 explains network
security model. Section 5 describes the various cryptography mechanism. Section 6 gives the
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idea about message authentication. Section 7 shows network and internet related security
approach. Firewalls technique is provide in section 8. Section 9 concludes the paper and
presents avenues for future work. References for this paper are given in section 10.
Types of Security Attacks
Passive Attacks

This type of attacks includes observation or monitoring of communication. A passive
attack attempts to learn or make use of information from the system but does not affect
system resources. The goal of the opponent is to obtain information that is being transmitted.
Types of passive attacks:

 Traffic Analysis: The message traffic is sent and received in an apparently normal
fashion, and neither the sender nor receiver is aware that a third party has read the
messages or observed the traffic pattern.

 Release of Message Contents: Read contents of message from sender to receiver.
Active Attacks

An active attack attempts to alter system resources or affect their operation. It
involves some modification of the data stream or the creation of a false stream. Types of active
attacks:

 Modification of Messages: some portion of a legitimate message is altered, or that
messages are delayed or reordered.

 Denial of Service: An entity may suppress all messages directed to a particular
destination.

 Replay: It involves the passive capture of a data unit and its subsequent retransmission
to produce an unauthorized effect.

 Masquerade: It takes place when one entity pretends to be a different entity.

Security Services
It is a service that is provided by a protocol layer of communicating open systems and

that ensures adequate security of the systems or of data transfers. It enhances the security of
data processing and transferring.
Data Integrity

It can apply to a stream of messages, a single message, or selected fields within a
message. A loss of integrity is the unauthorized modification or destruction of information.
Data Confidentiality

Preserving authorized restrictions on information access and disclosure, including
means for protecting personal privacy and proprietary information. A loss of confidentiality is
the unauthorized disclosure of information.
Authenticity

Provide authentication to all the node and base station for utilizing the available
limited resources. It also ensures that only the authorized node can participant for the
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communication.
Nonrepudiation

Nonrepudiation prevents either sender or receiver from denying a transmitted
message. Thus, when a message is sent, the receiver can prove that the alleged sender in
fact sent the message. Similarly, when a message is received, the sender can prove that
the alleged receiver in fact received the message.

Access Control
Access control is the ability to limit and control the access to host systems and

applications via communications links. To achieve this, each entity trying to gain access
must first be identified, or authenticated, so that access rights can be tailored to the
individual.

Network Security Model
Figure 1 shows the model of network security. A message is to be transferred from

one party to another across some sort of Internet service. A third party may be responsible
for distributing the secret information to the sender and receiver while keeping it from any
opponent. Security aspects come into play when it is necessary or desirable to protect the
information transmission from an opponent who may present a threat to confidentiality,
authenticity, and so on. All the techniques for providing security have two components:
A security-related transformation on the information to be sent. Message should be
encrypted by key so that it is unreadable by the opponent.
An encryption key used in conjunction with the transformation to scramble the message
before transmission and unscramble it on reception.

Figure 1 Model for Network Security
Need for Key Management in Cloud Encryption provides data protection while key
management enables access to protected data. It is strongly recommended to encrypt data
in transit over networks, at rest, and on backup media. In particular, data to encrypt their
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own data. Both encryption and key management are very important to help secure
applications and data stored in the Cloud. Requirements of effective key management are
discuss below. • Secure key stores: The key stores themselves must be protected from
malicious users. If a malicious user gains access to the keys, they will then be able to
access any encrypted data the key is corresponded to. Hence the key stores themselves
must be protected in storage, in transit and on backup media. • Access to key stores:
Access to the key stores should be limited to the users that have the rights to access data.
Separation of roles should be used to help control access. The entity that uses a given key
should not be the entity that stores the key. • Key backup and recoverability: Keys need
secure backup and recovery solutions. Loss of keys, although effective for destroying access
to data, can be highly devastating to a business and Cloud providers need to ensure that
keys aren’t lost through backup and recovery mechanisms. 5. Cryptography Mechanism

Cryptography is a method of storing and transmitting data in a particular form so
that only those for whom it is intended can read and process it. The term is most often
associated with scrambling plaintext message (ordinary text, sometimes referred to as
cleartext) into ciphertext (a process called encryption), then back again (known as
decryption). There are, in general, three types of cryptographic schemes typically used to
accomplish these goals: secret key (or symmetric) cryptography, public-key (or asymmetric)
cryptography, and hash functions, each of which is described below. 5.1. Secret Key
Cryptography With secret key cryptography, a single key is used for both encryption and
decryption. As shown in Figure 2, the sender A uses the key K (or some set of rules) to
encrypt the plaintext message M and sends the ciphertext C to the receiver. The receiver
applies the same key K (or ruleset) to decrypt the cipher text C and recover the plaintext
message M. Because a single key is used for both functions, secret key cryptography is also
called symmetric encryption. With this form of cryptography, it is obvious that the key
must be known to both the sender and the receiver; that, in fact, is the secret. The biggest
difficulty with this approach, of course, is the distribution of the key.

Figure 2 Secret Key Cryptography
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Secret key cryptography schemes are generally categorized as being either stream
ciphers or block ciphers. Stream ciphers operate on a single bit (byte or computer word)
at a time and implement some form of feedback mechanism so that the key is constantly
changing. A block cipher is so-called because the scheme encrypts one block of data at a
time using the same key on each block. In general, the same plaintext block will always
encrypt to the same ciphertext when using the same key in a block cipher whereas the
same plaintext will encrypt to different ciphertext in a stream cipher. Block ciphers can
operate in one of several modes; the following four are the most important:
 Electronic Codebook (ECB) mode is the simplest, most obvious application: the secret

key is used to encrypt the plaintext block to form a ciphertext block. Two identical
plaintext blocks, then, will always generate the same ciphertext block. Although this is
the most common mode of block ciphers, it is susceptible to a variety of brute-force
attacks

 Electronic Codebook (ECB) mode is the simplest, most obvious application: the secret
key is used to encrypt the plaintext block to form a ciphertext block. Two identical
plaintext blocks, then, will always generate the same ciphertext block. Although this is
the most common

 Cipher Block Chaining (CBC) mode adds a feedback mechanism to the encryption
scheme. In CBC, the plaintext is exclusively-ORed (XORed) with the previous ciphertext
block prior to encryption. In this mode, two identical blocks of plaintext never encrypt
to the same ciphertext.

 Cipher Feedback (CFB) mode is a block cipher implementation as a self-synchronizing
stream cipher. CFB mode allows data to be encrypted in units smaller than the block
size, which might be useful in some applications such as encrypting interactive terminal
input. If we were using 1-byte CFB mode, for example, each incoming character is
placed into a shift register the same size as the block, encrypted, and the block
transmitted. At the receiving side, the ciphertext is decrypted and the extra bits in the
block (i.e., everything above and beyond the one byte) are discarded.

 Output Feedback (OFB) mode is a block cipher implementation conceptually similar to
a synchronous stream cipher. OFB prevents the same plaintext block from generating
the same ciphertext block by using an internal feedback mechanism that is independent
of both the plaintext and ciphertext bitstreams.

Stream ciphers come in several flavors but two are worth mentioning here. Self-
synchronizing stream

ciphers calculate each bit in the keystream as a function of the previous n bits in
the keystream. It is termed "self-synchronizing" because the decryption process can stay
synchronized with the encryption process merely by knowing how far into the n-bit
keystream it is. One problem is error propagation; a garbled bit in transmission will result
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in n garbled bits at the receiving side.
Synchronous stream ciphers generate the keystream in a fashion independent of

the message stream but by using the same keystream generation function at sender and
receiver. While stream ciphers do not propagate transmission errors, they are, by their
nature, periodic so that the keystream will eventually repeat.
Secret key cryptography algorithms that are in use today include:
Data Encryption Standard (DES): DES is a block-cipher employing a 56-bit key that
operates on 64-bit blocks. DES algorithm as described by Davis R. [5] takes a fixed-length
string of plaintext bits and transforms it through a series of complicated operations into
cipher text bit string of the same length. 3DES (Triple DES) [6] is an enhancement of DES;
it is 64 bit block size with 192 bits key size. In this standard the encryption method is
similar to the one in the original DES but applied 3 times to increase the encryption level
and the average safe time.
Advanced Encryption Standard (AES): AES [7,8] is a block cipher intended to replace DES
for commercial applications. It uses a 128-bit block size and a key size of 128, 192, or 256
bits. The number of internal rounds of the cipher is a function of the key length. The
number of rounds for 128- bit key is 10. Unlike its predecessor DES, AES does not use a
Feistel network. Feistel networks do not encrypt an entire block per iteration, e.g., in DES,
64/2 = 32 bits are encrypted in one round. AES, on the other hand, encrypts all 128 bits in
one iteration.

Public-Key Cryptography
Public-key cryptography is a form of cryptosystem in which encryption and

decryption are performed using the different keys—one a public key and one a private
key. These keys are mathematically related although knowledge of one key does not allow
someone to easily determine the other key. As shown in Figure 3, the sender A uses the
public key of receiver B (or some set of rules) to encrypt the plaintext message M and sends
the ciphertext C to the receiver. The receiver applies own private key (or ruleset) to
decrypt the cipher text C and recover the plaintext message M. Because pair of keys is
required, this approach is also called asymmetric cryptography. Asymmetric encryption
can be used for confidentiality, authentication, or both. Applications for Public-Key
Cryptosystems are given in Table 1.
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Figure 3 Public Key Cryptography
Public-key cryptography algorithms that are in use today for key exchange or

digital signatures include:

RSA
The first, and still most common, public key cryptography implementation, named

for the three MIT mathematicians who developed it — Ronald Rivest, Adi Shamir, and
Leonard Adleman [14]. RSA today is used in hundreds of software products and can be used
for key exchange, digital signatures, or encryption of small blocks of data. RSA uses a
variable size encryption block and a variable size key. The key-pair is derived from a very
large number, n, that is the product of two prime numbers chosen according to special
rules; these primes may be 100 or more digits in length each, yielding an n with roughly
twice as many digits as the prime factors. RSA has three phases: Key Generation,
Encryption, and Decryption.

Key Generation Phase
Receiver generates a public/private key pair. Algorithm is as follow:

1) Select p, q such that p and q both are prime, p ≠ q
2) Calculate n = p * q
3) Calculate f(n) = (p - 1)(q - 1)
4) Select integer e such that gcd(f(n), e) = 1; 1 < e < f(n)
5) Calculate d such that d≡ e-1 (mod f(n))
6) Public key PUK= (e, n)
7) Private key PRK=(d, n)
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Encryption Phase
Encryption is done by sender with receiver’s Public Key. Algorithm is as follow:

1) Plain Text M is known, M < n
2) Cipher Text C is calculated as

C = M emod n
Decryption Phase

Decryption is done by receiver using his Private Key. Algorithm is as follow:
1) Cipher Text C is known
2) Plain Text M is calculated as

M = C d mod n

Diffie-Hellman Key Exchange
A simple public-key algorithm is Diffie-Hellman key exchange [15]. This protocol

enables two users to establish a secret key using a public-key scheme based on discrete
logarithms. The protocol is secure only if the authenticity of the two participants can be
established. D-H is used for secret-key key exchange only, and not for authentication or
digital signatures. Algorithm is as follow:

1) Select two Global Public Elements: a prime number p and an integer α that is a
primitive root of p.

2) Sender Key Generation: Sender selects a random integer XA < p which is private and
computes YA = α XA mod p, which is public.

3) Receiver Key Generation: Receiver selects a random integer XB < p which is private
and computes YB = α XB mod p, which is public.

4) Sender calculates secret key: K = (YB ) XA mod p
5) Receiver calculates secret key which is identical to sender secret key. K = (YA) XB

mod p.

Elliptic Curve Cryptography
It is analog of Diffie-Hellman Key Exchange. ECC [16,17] is a public key

cryptography algorithm based upon elliptic curves. Elliptic curve arithmetic can be used to
develop a variety of elliptic curve cryptography (ECC) schemes, including key exchange,
encryption, and digital signature. For purposes of ECC, elliptic curve arithmetic involves
the use of an elliptic curve equation defined over a finite field. The coefficients and
variables in the equation are elements of a finite field. Security of ECC is based on the
intractability of ECDLP i.e. Elliptic Curve Discrete Logarithm Problem.

Digital Signature Standard
The digital signature standard (DSS) is an NIST standard that uses the secure hash

algorithm (SHA) [18].
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A digital signature is an authentication mechanism that enables the creator of a
message to attach a code that acts as a signature. Typically the signature is formed by
taking the hash of the message and encrypting the message with the creator’s private key.
The signature guarantees the source and integrity of the message.

Sender can sign a message using a digital signature generation algorithm. The
inputs to the algorithm are the message and sender’s private key. Any other user, say
receiver, can verify the signature using a verification algorithm, whose inputs are the
message, the signature, and sender’s public key. Message and produces a hash code. The
recipient also decrypts the signature using the sender’s public key. If the calculated hash
code matches the decrypted signature, the signature is accepted as valid. Because only the
sender knows the private key, only the sender could have produced a valid signature.

The DSS approach also makes use of a hash function. The hash code is provided as
input to a signature function along with a random number generated for this particular
signature. The signature function also depends on the sender’s private key PRa and a set of
parameters known to a group of communicating principals. We can consider this set to
constitute a global public key PUG. The result is a signature consisting of two components,
labeled s and r.
Firewalls

A firewall forms a barrier through which the traffic going in each direction must
pass. A firewall security policy dictates which traffic is authorized to pass in each direction.
Firewalls impose restrictions on incoming and outgoing Network packets to and from private
networks. Incoming or outgoing traffic must pass through the firewall; only authorized
traffic is allowed to pass through it. Firewalls create checkpoints between an internal
private network and the public Internet, also known as choke points(borrowed from the
identical military term of a combat limiting geographical feature). Firewalls can create
choke points based on IP source and TCP port number. They can also serve as the platform
for IPsec. Using tunnel mode capability, firewall can be used to implement VPNs. Firewalls
can also limit network exposure by hiding the internal network system and information
from the public Internet. A firewall may be designed to operate as a filter at the level of IP
packets, or may operate at a higher protocol layer.

Conclusion and Future Work
With the explosive growth in the Internet, network and data security have become

an inevitable concern for any organization whose internal private network is connected to
the Internet. The security for the data has become highly important. User’s data privacy is
a central question over cloud. With more mathematical tools, cryptographic schemes are
getting more versatile and often involve multiple keys for a single application.

The paper presented various schemes which are used in cryptography for Network
security purpose. Encrypt message with strongly secure key which is known only by sending
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and recipient end, is a significant aspect to acquire robust security in cloud. The secure
exchange of key between sender and receiver is an important task. The key management
helps to maintain confidentiality of secret
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