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PREFACE 

 

 In the last decades, knowledge of all forms has grown by leaps and bounds. The emerging trends in 

science and technology are one of the best platforms to identify new and innovative applications and to 

find better opportunities for the society. Science and technology are key drivers for the development. 

For scientific and technological revolutions are vital to strengthen economic advances, improvements in 

health systems, education etc. Emerging trends in science education is a dynamic academic environment 

with highlights the changes that have occurred in science education. 

 In this context, the management, staff and students together are highly interested in promoting the 

emerging trends in science and technology. As a stepping stone, we hosted this national seminar on 

“Emerging Trends in Physical, Natural and Information science’’ in collaboration with Bangalore North 

university. Around more than 100 academicians, research scholars, students and staff from various 

educational institutions have participated and presented  papers in the seminar and took active 

participation in the deliberation of the seminar on the sub themes like cloud 

computing,5G,sprintronics,innovation in bioscience and biotechnology, etc.. 

 We are thankful to our Chairman Mrs. Manjula Krishnappa, Secretary D.T.Srinivasa, CEO and 

Corporator Mrs.K.Poornima Srinivasa, Joint Secretary Mrs.Anupama for their support and 

encouragement in organizing this national Seminar on “Emerging Trends in Physical, Natural and 

Information science’’ in collaboration with Bangalore North university  and publishing this as a special 

volume. 

 We are extremely thankful to our Honorable Rigistrar, Prof.M.S.Reddy, Bangalore North University 

for his support and encouragement in organizing this seminar and inaugurating the programme. 

We are highly thankful to our Principal of SEA Degree College Dr.Muthe Gowda T.N for his cooperation 

and support in organizing this national Seminar and bringing out this book. 

 We are thankful to all the Resource persons Prof.Srinath Chairperson, Dept. of Botany, Bangalore 

university, Dr. H.M.Mahesh, Chair person, Dept. of Electronics science, Bangalore university, 

Dr.Ramesh H.L, Principal, vv puram college, Dr.J.T.Devaraju  Prof. Dept. of Electronic science, 

Bangalore university, Dr.M.J.Somashekar, Asst. Prof. Dept. of computer science & Application, Bangalore 

University for accepting our invitation and sharing their experience with our Delegates and making this 

seminar a grand success. 

 We are grateful to the Vice Principal of SEA Degree College Dr.Raji, We are also thankful to  

Mrs.Nethra H.S, HOD Dept. of Electronics, Mrs.Bharathi A,HOD ,Dept of computer science and  all the 

faculty members for their support in organizing the National seminar. 

 We also express our sincere thanks to Shanlax Publications for their timely support in publication of 

this volume. Our sincere gratitude goes to Mr. S. Lakshmanan for their cooperation and whole hearted 

support in publishing this edited volume with UGC approved ISSN Number, having impact factor.  

 We hope that this volume will be helpful to academicians, researchers and corporates in dealing 

with  the ways to advance in the pursuit of science & technology. 

 
Guest Editors 
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ABOUT THE INSTITUTION 

 

 South East Asian (S.E.A.) College of commerce and Arts, Bangalore, believes in a value- driven 

organizational culture that motivates students, staff and our faculty members to think of education as 

something that helps to unfold and express oneself to be performers and achievers through learning 

and self-realization.  The institute induces cent percent hard word, self-regulation and self-discipline so 

that its members should be known as outstanding, situational decision makers when faced with 

dynamic changes. The value system is inculcated in young minds to help them to be prepared for a 

paradigm shift from literacy to quality education being reactive to proactive, being lead by other to 

being initiators, competition to collaboration, elf centeredness to team-centeredness, casualness to 

creativity, inactivity to competency to become exceptional professionally and personally. 

 

SEMINAR THEME 

 

 The progressive trend to pursue science and technology that was witnessed in the last decade is 

now showing vibrant signs of improvement. The seminar looks to bring about a scientific culture and 

temperament where the advantages of science penetrate to the lowest strata of society. The seminar 

aims to discuss innovation and trends in experimental and theoretical research and is intended to 

provide a suitable platform for the researchers and policy makers to share their ideas and suggestions 

for the sustainable development of physical, natural and information science. 

 
THEME OF THE SEMINAR 

“Emerging Trends in Physical, Natural and Information Science” 

Technical sessions and topics: 

Track – 1: Physical science 

 Spintronics 

 Radar Technology 

 Atmospheric optics 

 Applications of Radiation and radioisotopes in 

agriculture and medicine. 

 Graph theory 

 Topology 

 Mathematical modeling and analysis 

 Real analysis and its application 

 

 

 

Track – II: Natural science 

 Advances in plant science 

 Stem cell research 

 Culturing of species 

 Natural science and Human Development 

 Innovation in Bio science & Bio Technology 

 Conservation, cultivation & Improvement of 

medical and aromatic plant 

Track – III: Information Science  

 Data mining and data warehouse 

 Big data 

 Image processing 

 Cloud computing 

 Artificial intelligence 

 Internet of things 

 Long Term Evolution(LTE) 

 LI-FI technology 

 Robotic technology 

 Zigbee technology 

Bio-chip technology 
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QR CODE BASED AUGMENTED REALITY SYSTEM FOR SUPERMARKET BILLING 

 
R.Akilandeswari & B.Rashmi  

Assistant Professors, Department of Electronics, Sindhi College, Bangalore 

 

 
 

Abstract 
 Supermarkets have emerged as a successful and prominent one in the modern day scenario. They are nothing but a 
retail store where one can purchase various items such as fresh produce, dairy, kitchenware, cosmetics, pharmacy 
products, etc. People are very much attracted towards the supermarkets as they can get almost everything under one 
roof. As most of the people visit the supermarkets very often, an issue they face is that they have to queue up at the 
billing counter to process their order. To overcome this drawback a QR code based augmented reality system is 
proposed. Customers who wish to buy an item scan the corresponding QR code which gets updated in the database. 
Billing is done and the products are delivered. It not only reduces the queuing time but also helps in data analytics such 
as analyzing and common interest of customers, identifying regular customers. In case of non-availability of an item, it 
will be notified once it is available. 
Keywords: QR-Quick Response, AR-Augmented Reality, RFID-Radio Frequency ID, cloud computing 

 
Introduction 
Purpose of the Augmentation 
 With the improvement of living standards, shopping malls are bigger after constructing with more 

abundant goods and more variety of wares. Therefore, building a simple, fast and convenient shopping 

guide system has become a mutual concern of merchants and customers. A simple optimization method 

was given to design shopping system run on mobile phones, with the help of QR code generation and 

recognition technology using augmented reality. The proposed programs can show the real-time 

shopping destination, thus help shopping mall to mine customer data more accurately and scientifically.  

 
Drawbacks of Existing System 
 Supermarkets are getting crowded these days at the billing area and most of the time is being 

consumed for billing the products. Also in counter the person responsible must go through the whole 

items which have been taken by the customers. It would be a time-consuming process. Presently 

barcodes are used in supermarkets. A bar code is made up of series of black and white lines. The cash 

register uses the data from the code to identify the item and look up its price and print the information 

on the customer’s receipt. Barcodes are commonly used to store data such as prices and stock codes 

relating to the products in shops and supermarkets. The items after purchasing will be placed in a cart. 

RFID tags is given to all the products in the cart. All the items are read and stored on a server. As most of 

the people visit the supermarkets very often, an issue they face is that they have to queue up at the 

billing counter to process their order. At present, there is no such QR code based automatic billing 

systems. People manually pick the item and wait for their turn in the queue. Barcode in the items are 

scanned, and the billing is done. Most of the time is wasted waiting in the queue. The management finds 

it difficult to handle the crowd. There are no ways to know about the customer’s preferences of items. 

 
Methodologies Used 
Augmented Reality 
 Augmented Reality is a technology Which superimposes a computer-generated image on a user's 

view.  
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 Augmented reality (AR) is the collection of digital information with live video or the user's 

environment in real time.AR takes an existing picture and 

blends new information into it. The yellow first down the line 

in televised football games is one of the application of AR 

technology. 

 The key to augmented reality is the software. Augmented 

reality programs are written in 3D augmented reality 

programs such as D'Fusion, Unified Viewer. These augmented 

reality programs allows the developer to tie animation or 

contextual digital information in the computer program to an 

augmented reality "marker" in the real world. 

 Augmented reality (AR) is a direct or indirect view of a physical and real-world environment whose 

elements are augmented by computer-generated sensory input. The inputs may be sound, video, 

graphics or GPS data. It is related to mediate reality, in which a computer modifies the view of reality. As 

a result, one’s current perception of reality is enhanced by technology functions. By contrast, simulated 

one is replaced by virtual in the real world. In real-time augmentation is conventional and in semantic 

context with environmental elements, like sports scores on TV during a match. In AR technology the 

information about of the user becomes interactive and digitally manipulatable. 

 Augmented reality is a way of joining the real and the virtual world by covering digital data on to 

analogue view of real-world. Applications use one of two approaches:  

 Marker-based 

 Location-based 

Marker-Based 

Markers work by having software recognize a particular pattern, such as a barcode or symbol, 

when a camera points at it and overlaying a digital image at that point on the screen. 

Location-Based 

Location-based use the ability of a particular device to record its position in the world and then 

offer data that are relevant to that location finding your way around a city, remembering where you 

parked the car, naming the mountains around you or the stars in the sky. 

 
Cloud Computing 

 Cloud computing is a model used for enabling ubiquitous, convenient, on-demand access of 

configurable computing devices in a shared pool.[1] [2] various capabilities to store and process their data 

in third-party data centers is provided by cloud computing and storage solutions to users.[3] It relies on 

sharing of resources to achieve coherence and economies of scale, similar to a utility over a network. 

The foundation of cloud computing is the broader concept of linking in infrastructure and shared 

services. 

 Maximizing the effectiveness of the shared resources is focused by cloud computing. Cloud 

resources are not only shared by multiple users but are also reallocated per demand dynamically.  

For example, cloud computing resources that serves European users during European business 

hours with a specific application (e.g., email) may reallocate the same resources to serve North 

American users during North America's business hours with a different application (e.g., a web server). 

This approach helps to maximize the use of computing power with reduced overall cost of resources by 

using less power, air conditioning, rack space to maintain the system. Multiple users can access a single 

 
Figure 2 Cloud Computing 

https://en.wikipedia.org/wiki/GPS
https://en.wikipedia.org/wiki/Mediated_reality
https://en.wikipedia.org/wiki/Real-time_computing
https://en.wikipedia.org/wiki/Interactive
https://en.wikipedia.org/wiki/Cloud_computing#cite_note-1
https://en.wikipedia.org/wiki/Cloud_computing#cite_note-2
https://en.wikipedia.org/wiki/Cloud_computing#cite_note-cloudid-3
https://en.wikipedia.org/wiki/Economies_of_scale
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/Shared_services
https://en.wikipedia.org/wiki/Shared_services
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server to retrieve and update their data without purchasing licenses for different applications by using 

cloud computing.  

 
Implementation and Results 

Java 

 Java is one of the programming languages that 

is concurrent, class-based, and object-oriented. Application 

developers can "write once, run anywhere" (WORA), means the 

code that runs on one platform does not need to be recompiled 

to run on another. Regardless of computer architecture java 

applications are typically compiled to byte code (class file) that 

can run on any Java virtual machine (JVM). 

 For standalone Java applications, or in a Web browser for 

Java applets end users use Java Runtime Environment (JRE) 

installed in their own machine. 

 An automatic garbage collector to manage memory in 

the object lifecycle is used in Java. The programmer determines when objects are created, for recovering 

the memory once objects are no longer in use Java runtime is responsible. By garbage collector 

the unreachable memory becomes eligible to be freed automatically when there is no reference to an 

object. Something similar to a memory leak may still occur if a programmer's code holds a reference to 

an object that is no longer needed, typically when objects that are no longer needed are stored in 

containers that are still in use. If methods for a nonexistent object are called, a "null pointer exception" 

is thrown. 
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TO EVALUATE THE ACCEPTANCE OF CRYPTO-CURRENCY IN E-WALLET BY 

ENTREPRENEURS OF BANGALORE METROPOLITAN CITY 

 
M.Banu 

Assistant Professor, St. Joseph’s College (Autonomous), Bangalore 

 

 
 

Abstract 
 It is familiar that payment is the most important part in business process. There are various payment tools opted 
in the present businesses such as banking cards, e-Wallet, internet banking which supports both online and offline. 
However in all payment tools, exchange of money is common process. The digital payment systems provide security 
techniques that restrict abuse. Researchers have proven the factors of ability of using e-banking and users have a very 
wide acceptance of e-banking in their payment system. To be more precise digital currencies have become subject to 
regulation in many countries. It is known that Government regulation coupled with market participants who engage in 
the buying and selling of currencies on an exchange platform is two of the main forces that drive and determine the 
present market price of a digital currency. As digital currency has become one of the medium in business and trading in 
various organizations. Therefore they are looking forward to implement digital currency that would help them to grow 
and reach global level trading in this competitive business world. This massive increase in the uptake of digital 
currency has let to new generation of associated security threats. Therefore assuring security in using digital currency 
as arisen a challenge to crypt the currency that would prevent and predict cyber-attacks on virtual space. Therefore 
crypto-currency is an alternative digital currency which operates using principles of cryptography to ensure security, 
privacy and anonymity.  
Keyword: cryptocurrency, bitcoin, unocoin, financial transaction, block and blockchain.  

 
Introduction  
 Crypto-currency is especially designed to protect user who engage in trading and also it is 

decentralized, so that they operate independently and are not coined by any central authority such as 

central bank. The famous crypto-currency ever coined is Bitcoin, which was first launched in 2009. Over 

the years, various other types of crypto-currency have emerged, alternative types crypto-currencies 

include Dogecoin, Peercoin, Namecoin, Mastercoin and Litcoin(LTC). The list of crypto-currencies keeps 

growing over time, and each one tries to be unique or offer an improvement over others while 

preserving the underlying principles of cryptography. On the other side eWallet does many services 

which helps in completely protecting all the confidential information, e-Wallet is being made not only 

for financial transactions but to also authenticate the holder’s credentials. These many functionality in 

e-Wallet would be even more operable to store crypto-currency that can increase high level of 

protection of digital currency with total code and to protect possible cyber-attacks in all the aspects.  

 This research paper aims to find acceptance of crypto-currency in e-wallet used by entrepreneurs 

particularly in certain part of Bangalore metropolitan city. It deals in analyzing the security level of 

crypto-currency that will be provided for the business management and financial Institutions. This 

paper will also represent a model that assures the security level of crypto-currency integrated into e-

Wallet used by the entrepreneurs. [1] 

 
Origin of the Research  
 Traditional business methods have become obsolete. It is no longer yielding better profit or growth 

to reach global trading. It is the need of the hour to find out better ways in using digital currency 

encrypted to develop the business. As every payment system is optimized through digital technologies 
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in order to improve the development and globalizing the trading center. So it is become the major 

challenges for the business to practice and implement the digital currency and also to acquire a high 

level of security in payments and transactions, that is provided by crypto-currency.  

  Mr. Satoshi Nakamoto in 2008 proposed the development of encrypted currency that supports 

security in banking system. This security in financial transaction has guaranteed to verify transactions; 

users would also trade currency through a combination of advanced crypto-currency. The transaction is 

much secured without trusting third party, buyers and sellers can also directly transact in virtual peer-

to-peer system. The advantage of this method is lower cost and with greater security than traditional 

payment methods, the crypto-currency optimizes the financial transaction. In Japan this system changed 

the face of the electronic market.  

 
International Status 
 Santosh Nakamoto in early 2009 had invented a system that would change the face of the electronic 

marketplace using “crytocurrency”. In the every recent early 2014, SAN FRANCISCO/NEW 

YORK/WASHINGTON D.C/LONDON/ZURICH/TOKYO has involved in research in implementing the 

crypto-currency in trading.  

 However, the value of a bit coin (crypto-currency) can fluctuate highly. For instance, in 2013, it 

touched about $1,200, which has fallen to around $230. Moreover, Tokyo-based Bitcoin exchange that 

handled about 70% of all bitcoin transactions by 2013 began liquidation proceedings in April 2014.  

 
National Status 
  Harin Pandya, a special projects manager with an event management company in Ahmedabad, owns 

the equivalent of two bitcoins at today’s prices. In early April 2014, Pandya spent another Rs. 500 to 

“buy another piece of a bitcoin” that was developed by Singapore-registered Zeb Ventures Pte Ltd that 

also has an office in Ahmedabad. The firm points out that a growing number of business and individuals 

are using crypto-currencies such bitcoin, including” restaurants, apartment law firms, and popular 

online services such as Namecheap, WordPress, Raddit and Flattr. This trend holds particularly true for 

vendors who accept micropayments, such as payments for digital music downloads”. Such vendors, the 

firm reasons, value the use of bitcoin to avoid the transaction costs associated with traditional 

electronic payment methods. The growing number of business and individuals are using crypto-

currencies for all kind of payment that includes even micropayment such as payment for digital music 

downloads. Therefore international status and national status implies that digital currency is playing a 

vital role in local global trading centers. [2] 

  
Literature Review 
The Economics of Crypto currencies Bit coin and Beyond, Jonathan Chiu, Bank of Canada, Victoria 
University of Wellington, Thorsten Koeppl, Queen’s University, April, 2017.  
 According to this research study the optimal design of a cryptocur-rency system based on a 

blockchain is main focus. The system is then capable for the Bitcoin transaction data to perform a 

financial transaction. In this paper the critical elements of a cryptocurrency: the blockchain to keep a 

history of transactions, the optimal policy is suitable to make the transaction faster and less fee. The 

efficiency for good adoptability is the on the major advantages of Crypto-currency.[3] 

 
 Global Cryptocurrency Benchmarking Study, Dr Garrick Hileman & Michel Rauchs, 2017 
 This paper describes how Digitised assets are more innovatively managed in financial channels, 

instruments and systems are becoming more popular in financial transaction and forging alternative 
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conduits of capital. The Cambridge Centre for founded in 2015, has been at the first for the 

documenting, analyzing and indeed the risk in digital financial transformation are expected to certain 

ways. This research focused on alternative payment systems and digital assets. [4] 

 
Association for Information Systems AIS Electronic Library (AISeL) ECIS 2015 Completed 
Research Papers. 
 This paper reports on our research towards an economic analysis of money laundering schemes 

utilizing crypt currencies, which are convertible decentralized virtual currencies based on 

cryptographic operations. They gain ground as means to offer enterprises and its customers new 

payment methods, investing opportunities and some are even intended as substitutes for centrally 

controlled government issued fiat currencies. Our starting point is the observation that their increasing 

popularity attracts the attention of practitioners and scholars, Particularly because of raising anti-

money laundering concerns. Consequently, work has already been conducted in this area, mainly 

focusing on implications’ on anti-money laundering efforts. However, we argue that the potential 

benefits for criminal individuals are an important, yet neglected factor in the dissemination of crypto-

currencies as money laundering instrument. Addressing this issue, the paper firstly presents the 

structure of the money laundering process and introduces prevailing anti money laundering controls. 

This forms the basis for the subsequent analysis of contextual and transactional factors with respect to 

their influence on the incentives of criminals to utilize crypto-currencies for money laundering. [5] 

 
Legal and Economic Analysis Of The Crypto-currencies Impact On The Financial System Stability 
Witold Srokosz University Of Wroclaw Tomasz Kopyğciaĕski Wroclaw School Of Banking.  
 This research paper mainly focuses on the impact of the financial system that is carried in crypto-

currencies. There are both negative and positive impacts described in this paper. Most of challenges are 

relevant to the security related and the larger shift in the field of digital money transactions.  

  
Objective 

 To know the features of crypto-currencies that optimizes the payment process.  

 To analyze how entrepreneurs are benefited using crypto-currencies integrated into eWallet.  

 To define the synergism of business processes using crypto-currencies.  

 To know the security level supported by crypto-currencies.  

 To know the challenges of entrepreneurs using crypto-currencies particularly.  

 To enhance the security level that provides high level of protection for global trading.  

 
Existing Model  
 The crypto-currency wallet method uses a software program that stores private and public keys 

and interacts with various block chain to enable users to send and receive digital currency and monitor 

their balance. If you want to use Bitcoin or any other crypto-currency you will need to have a digital 

wallet. 

 
Working 
 There is a lot of ambiguity about the working of crypto-currency wallets. They do not store 

currency in a single location or exist anywhere in any physical form. It just stores a record of all the 

transactions on the block chain. When a sender sends any form of digital currency to the receiver, the 

ownership of the sender’s coins is transferred to the address of the receiver’s wallet. When the private 

http://blockgeeks.com/guides/what-is-blockchain-technology/
http://blockgeeks.com/guides/what-is-bitcoin-a-step-by-step-guide/
http://blockgeeks.com/guides/what-is-cryptocurrency/
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key is stored in the receiver’s wallet matches with the public address which the currency is assigned to 

the receiver will be able to use these coins and unlock the funds thereby.  

 
Types of crypto-currency wallets 
 There are different types of wallets that provide various ways to store and access digital currency. 

Wallets can be classified into three categories – software, hardware and paper.  

 Desktop: Wallets installed on a PC or a laptop is only accessible from the single computer in which 

they are downloaded. Though this type provides highest level of security, there is a possibility of losing 

all the funds in case your PC is hacked or infected by a virus. 

 Online: wallets run on the cloud and are accessible from any computing device in any location. 

Since they are easier to access, there are more vulnerable to hacking attacks, therefore online wallets 

store your private keys online to control the third party. 

 Mobile: wallets are small and simple that runs on your phone because of the limited space and it 

can be used anywhere including retail stores. 

 Hardware: This stores a users’ private keys on a hardware device like a USB. Although hardware 

wallets make transactions online, they are stored offline which delivers increased security. Hardware 

wallets can be compatible with several web interfaces and can support different currencies. It is easy to 

transact by just plugging in user device to any internet enabled computer, enter a pin, send currency 

and confirm.  

 Paper: Wallet provides very high level security. The security is provided in the form of software 

that generates a pair of keys i.e public and private keys. The transaction is carried through a method 

called as block chain which is common in crypto-currency system. The fund transfer can support any 

other digital currency. The transfer is bi-direction in which paper wallet can be transferred through 

software wallet to the public address and to withdraw and its vise versa. [6] 

 Crypto-currency Security: The security level is not fixed rather it depends on the choice of the 

wallet. As it is known that online transactions are not safe and are vulnerable to hacking attacks. 

Therefore suitable precautions are needed to avoid third party access. The measure to avoid hacking are 

regular backup of the wallet, Update software, add extra security layers like strong password, pin code 

etc [7] 

  Crypto currency community: Bitcoins has become the world wide common crypto currency 

which is used by millions of people, the same can be exchanged by different countries like unocoins, 

litecoins etc. which is distributed by crypto currency vendors. The vendors communicate with both the 

distributers and entrepreneurs. In this way multi-currency started in various countries, distributers in 

turn get linked with the miners. Therefore the distinct ecosystem includes miners, distributers, vendors 

and entrepreneurs..[8] 

 Transaction fee: In case of crypto currency the processing fee is always low compared to 

traditional bank fee. The fee depends on the type of transaction. If the transaction size of 226 bytes 

would result in a fee of $0.12. If you choose to set a low fee your transaction may get low priority. 

Therefore from this it is known that the transaction fee is lower compared to traditional banking. [9] 

 
Methodology  
 The main focus of the study is to find the challenges of bitcoin holder and security in transaction. 

The process includes two section: First to find the status of unicoin(crypto-currency) in some part of 

Bangalore metropolitan City. The second part is study how the security level can be improved future to 

face the future challenges from Banks and Financial Institutions. The study of the status of cryto-

https://www.ledgerwallet.com/r/eb7e
https://www.ledgerwallet.com/r/eb7e
https://blockgeeks.com/guides/paper-wallet-guide/


One Day National Seminar on “Emerging Trends in Physical, Natural and Information Science” 

 

 

Page 8        S.E.A. College of Science, Commerce & Arts, Bengaluru 
 

currency is done by the survey method to collect the information that is relevant to analyze the growth 

of crypto-currency in certain part of Bangalore metropolitan city.  

 

Primary data  
 The primary data is collected through an interview and questionnaire method. The main 

respondent are startup entrepreneurs, shop keepers, some restaurants and business persons. Total 

respondent were 127. The unicoin vendors in Bangalore are widely increasing. The vendors of crypto-

currency organize meet-up to distribute the crypto-currency to the person who use in their daily life. 

One such vendor exist in Bangalore in places like Salapurian II, String 99, Rajajinagar, Koramangala, and 

Marathahalli, Bangalore.  

 
Secondary Data 
 The secondary data is collected through Books, Journals and internet news and articles. Almost all 

secondary data shows that central challenges with this wide-open system need to make sure that no one 

could find an alternative to maintain the transaction details that is ledges of financial information.  

 
Statistical Analysis  
 The following Table represents the various information in which the respondents have given their 

details. The respondents belong to a locality of Bangalore metropolitan city such as Koramangala, 

Rajajinargar and Marathahalli etc. The area is limited to eight commerce place and respondents were 

127.  

Table1The details of Respondent 

Sl.No. Questions 
Strongly 

agree 
Agree Disagree 

Not 
Known 

1. 
Payment system is optimized through “Digital 
Currency” for Trading 

107 10 5 5 

2. 
Payment process is more optimized through 
e-Wallet 

115 7 3 2 

3. 
Usage of e-Wallet /crypto-currencies is 
increasing in Bangalore 

113 10 2 2 

4. 
Present business process adapts more usage 
of crypto-currency 

90 10 16 11 

5. 
Crypto-currency benefits entrepreneurs in 
business process 

67 40 17 3 

6. 
My organization uses e-Wallet and crypto-
currency for payments 

45 32 28 22 

7. 
Business is globalized and effective by crypto-
currency 

65 52 6 4 

8. 
Security in e-Wallet is high to support 
payment system 

52 40 15 20 

9. 
Security is an overhead by using e-Wallet and 
crypto-currency 

47 45 20 15 

 The usage of crypto-currency since decade is speeded. The status of crypto-currency transaction 

was fluctuating in the beginning for five years. The recent study shows that the growth of usage of 

crypto-currency is increasing every single day. Now thousands of people are trying to use it and are 

aware of the usages.  
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Statistical Analysis and Outcomes  

  
Graph 1 The information of the crypto-currency users 

 
 Payment optimized: Out of 127 respondent 107 that is 84% of them strongly agree that payment 

system is more optimized through digital currency. The number of respondent who disagree is very few 

in number that is 5%. The disagree categories of respondent are not totally aware of the benefits.  

 The e-Wallet usage: Among the respondent 115 out of 127 strongly agree that e-Wallet play an 

important payment tool in daily life such as payment clearance for travels, bills and purchases of goods.  

 Increase in growth: The total respondents who strongly agree that there is rapid growth in usage 

of crypto-currencies are 113 that 89%. The respondents who agree are entrepreneurs. 

 Adaptation of crypto-currency: A Totally 90 respondent that is 71% strongly agree that crypto-

currency is the better alternative is payment system. These respondents use digital currency more in 

daily life for all the purpose.  

 Benefits on Business process: Total respondents who agree that crypto-currency benefits their 

business process are 67 that are 53%. The respondents who disagree are only 20%. These respondents 

are not global traders. Whereas entrepreneurs who are involved in global marketing strongly agree that 

crypto –currency is best option for the financial transactions.  

 
Table2 The information in terms percentage value of the respondent 

Sl. 
No. 

Questions 
Strongly 

agree 
% Agree % Disagree % 

Not 
Known 

% 

1 Payment optimization 107 84 10 8 5 4 5 4 

2 e-Wallet benefits 115 91 7 6 3 2 2 2 

3 increase in growth 113 89 10 8 2 2 2 2 

4 adaptation of crypto-currency 90 71 10 8 16 13 11 9 

5 Crypto-currency benefits 67 53 40 31 17 13 3 2 

6 
organization using e-Wallet and 
crypto-currency 

45 35 32 25 28 22 22 17 

7 
global Business effects by crypto-
currency 

65 51 52 41 6 5 4 3 

8 Security support payment system 52 41 40 31 15 12 20 16 

9 
Security is an overhead by using e-
Wallet and crypto-currency 47 37 45 35 20 16 15 12 
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 Global benefits: The entrepreneurs who agree that crypto-currency is essential in global trading 
are 45 respondents that is 35% who are basically National and international traders. The retailers and 
other small scale entrepreneurs are not aware of the benefits.  
 Organization preferences: The number of organizations that uses crypto-currency for payment 65 
number of people that are 51%. These organization are mainly a software company and most of them 
are start up entrepreneurs.  
 Security level: The respondents who agree that security level is high are only 41% that is only 52 
are experienced to maintain the transactional details in much secured way. Security overhead is a 
challenge where the user has to face it. The keys’ that is decided by the users should be strong keys’ 
with complexity. In spite of this challenge people choose this crypto-currency in order to maintain their 
minimum transaction and to gain less process fees which the crypto-currency financial transaction can 
provide. Therefore to protect the financial transaction information is in hands of the user, so that 
hacking can be avoided.  
 Crypto-currencies Community: The community of crypto-currency differs in every country the 
well used crypto-currencies are bitcoin, unocoin, litecoin etc. This coin differs in every country where 
the miner encrypts it as per the values of the digital currency.  

 
 The mining is the process to produce a secure 
online ledger of every Bitcoin transaction. It 
decentralized without anyone in-charge. The 
sender and receiver both use pseudonyms to keep 
their identities secret. The transaction details in 
terms of digital copies are forwarded to miners for 
verification. The miners are individual software or 
group running Bitcoin software. The software 
resided in a worldwide network of independent 
computers. During the computation of Bitcoin 
software, the latest transaction is made into a 
block. The during completion the block chain task 
will take time roughly every ten minutes to 
succeed.  
 The most important part in the proposed 

model is integration of digital document along the 

generated transaction information. The document 

details will help to determine and maintain the 

information in a standard form that can result in 

regulating the transactions. The integration of 

digital document can be a legal framework to 

differentiate the fund transfer that helps to maintain very clear summary of the transaction. The digital 

document can also serve as a legal report to the Government authorization such as RBI. The level of 

security can also improve by ensuring the members to have permanent proof of the transaction. In 

future the document can be a complete reference by authorized person for the verification to maintain a 

statutory information that can help in audit process, so that clear transaction can be helpful to describe 

no illegal transaction or exchange of financial information is carried in the system.  

 
Limitations 
 The user should have a clear knowledge to implement crypto-currencies in payment process.  

 The crypto-currency system is completely a device dependent such as desktop, laptop and smart 

phone. 

Suggestion Model for the enhancement of security level 

 

  

               Sender Block Chain 

                

      

                                      Crypto-currency generated 
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 A regular backup of the transaction is an addition task that has be done to update the details.  

 Any new innovation as to be adopted in order to retain its leading position.  

 If Banks know the regulation then it can create their own method which can affect the existing 

system.  

 
Conclusion 
  Almost every facet of human life money is essential that affects people financially. Recently crypto-

currencies are new innovation in the field of financial transactions. This currency is fully decentralized 

without Government regulations. It is well known that digital currency is also playing an important role 

in financial transaction, which is carried through credit cards, debit cards and online bank accounts. 

Crypto-currencies are now well identified compared to other mode of financial transaction. This is due 

to its additional features such as payments are direct and most beneficiary feature is that it has a very 

low transaction and processing fee. It is very sure that the usage of crypto-currencies is expanding in 

later financial technology. Added features in this method are that it supports global trading and financial 

transaction is very faster and easier. The Reserve Bank of India is still finding the proper regulation in 

this field. Already a few banks are practicing this advance mode of financial transactions. These 

widespread features of crypto-currency will be implemented by Government Bank after the analysis of 

certain regulations.  

 Whatever may be the future of paper currency and digital currencies but crypto-currency will soon 

occupy the predominant position and will become the unique community of developers who can prove 

the benefits that no method can lead its position. It is most remarkable knowledge that has to be added 

in the academic of computer discipline. It is certain that in 20 years the computer discipline will include 

crypto-currency as one of its subject paper for the awareness of the method and the working system.  
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Abstract 
 With the continuous growth of online data, it is very important to understand and make sense out of the data. Lots 
of efforts has gone into classifying and analyzing data using machine learning tools, especially the deep learning(DL) 
tools. Google, the synonym for online search and other such search engines makes use of various data science 
algorithms and machine learning techniques to come up with the best results for all our queries in a fraction of second. 
Machine learning including deep learning approaches are also mainly used in applications like fingerprint analysis, 
image forensics, criminal investigation, pattern recognition, biomedical informatics, bioinformatics, customer 
relationship management(CRM), email filtering, robotics, handwriting recognition, speech recognition, optical 
character recognition, machine translation, image recognition, etc. Most often, AI, machine learning and deep learning 
are mistaken for each other. So, in the first part of this paper, we provide an insight into deep learning concepts along 
with a comparative study of AI, machine learning and deep learning. In the last part, we focus on shedding light into 
the application of deep learning (DNN) in image processing. 
Keywords: Deep learning, Machine learning, Artificial Intelligence, Neural Networks, Comparative Study, Image 

Processing 
 
Introduction 

All of us experience artificial intelligence (AI) in our daily lives in various ways. Some incredible 

developments in AI have forced people to believe that it is going to drive innovation for at least a 

decade. At the same time, people view it with fear, since it is believed to have the power to surpass 

human intelligence and thereby achieve universal domination. However the research continues in this 

field with its recent improvements like deep learning in the machine learning domain. One of the path-

breaking innovations of AI is in the field of healthcare. Currently, the neural network models like deep 

neural networks (DNNs) and convolution neural networks (CNNs) are mainly used in picture 

recognition, voice recognition, and other complex machine learning tasks. People often get confused 

with the terms AI, machine learning and deep learning and use these terms interchangeably. But all of 

them are not the same. In the next section, we will do a comparative study of all these three terms. 

 
Artificial Intelligence (AI) 

 It can be described as the branch of computer science that helps machine to imitate human beings. 

From a machine playing chess, self-driving cars, or a voice activated software which helps you with 

various things in your iPhone to smart personal assistants such as Amazon’s Alexa, all are the major 

developments in the applications of AI. 

 
Machine Learning (ML) 

 It is the subset of AI that gives any system the ability to learn on its own without being 

programmed. According to Arthur Samuel, “Machine learning can be defined as a field of study that 

gives computers the ability to learn without being explicitly programmed.” This helps the computer to 
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improve its performance with experience. It has evolved from the concept of pattern recognition and 

computational learning theory in artificial intelligence. Machine Learning is not capable of handling high 

dimensional data where input & output is quite large. Handling and processing such type of data 

becomes very complex and resource exhaustive. This is termed as Curse of Dimensionality. 

 Initially, its main application was in the field of pattern recognition and computer vision. But, from 

Google’s search team trying to replace the Page Rank algorithm with an improved ML algorithm named 

Rank Brain, to Facebook automatically suggesting friends to tag in a picture, are the major 

developments in this field. 

 
Types of Machine Learning 

 The three main types of machine learning algorithms are supervised learning, unsupervised 

learning and reinforcement learning. 

 
Supervised Learning 

 In supervised learning or predictive learning, the data set consists of input-output pairs and the 

goal is to find the mapping between the input data and the expected outcome until a desired level of 

accuracy is achieved. After that, it can be applied to new sets of data, for which the expected outcome is 

not available but needs to be predicted from the given set of data.  

 For instance, let us look at a car manufacturing company that wants to set a price for its new model. 

The supervised learning model can be used for this in which the input data set consists of details of 

previous car models like the number of air bags, electronic gadgets, etc and the output data contains the 

sale price of the car. Once an algorithm that maps the input parameters to expected outcome is designed 

with the desired level of accuracy, this model can be applied to the company’s new car to predict the car 

price at which it should be launched. 

 
Unsupervised learning 

 In unsupervised learning or descriptive learning, the data set doesn’t have the expected outcome. 

The data set will only have the input parameters and the algorithm will have to predict the outcome. 

 For instance, if a kurti manufacturing company has to manufacture three different sizes of kurtis, its 

data set will include the waist, chest and sleeve sizes of its customers. The company will have to group 

the sizes into three categories so that everyone has a best fit. This can be achieved by unsupervised 

learning method. 

 
Reinforcement learning 

 In reinforcement learning, a machine or an agent trains itself when exposed to a particular 

environment, by a trial and error process. One example of its use is in playing games like Chess to 

determine the best move. 

 
Deep Learning (DL) 

 Deep learning is the subset of machine learning. It is usually implemented using neural network 

architecture to simulate human decision making skills. It differs from the traditional machine learning 

in the way features are built. It uses large data sets to build the features automatically. The term deep 

refers to the number of hidden layers in the network. The more the layers, the deeper the network and 

greater will be the accuracy. Image detection is one of the examples of deep learning which needs lots of 

data to train itself. 
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Deep Learning Frameworks/ Libraries 

 Some of the popular deep learning frameworks/ libraries are: 

 Caffe 

 Torch 

 Theano 

 Mocha 

 Deeplearning4J 

 
Applications of Deep Learning  

 Some of the major applications of deep learning are: 

 
Automated Self Driven Cars  

 Google’s self-driving car initiative, known as WAYMO, uses system that can learn by them using data 

provided by different sensors using deep learning approach. Such self driven cars would be helpful 

for physically disabled and elderly people who find it difficult to drive on their own 

 
Instant Visual Translation  

 This uses deep learning to identify images that have letters and where the letters are on the 

scene. Once identified, they can be turned into text, translated and the image can be recreated with the 

translated text. Using Google Translate to go ahead and perform instant visual translations to read signs 

or shop boards written in another language is the best example. 

 
Speech Recognition 

 Apple’s speech recognition and voice controlled intelligent assistant like Siri can adapt itself 

according to the user and provide better personalized assistance using deep learning approach. 

  
Aerospace and Defense 

 Deep learning is used to identify objects from satellites that locate areas of interest, and identify 

safe or unsafe zones for troops. 

  
Medical Research  

 Cancer researchers are using deep learning to automatically detect cancer cells. 

 
Advantages of Deep Learning 

Creating New Features 

 One of the main benefits of deep learning over various machine learning algorithms is its ability to 

generate new features from limited series of features located in the training dataset without human 

intervention. Thus data scientists can save much time on working with big data and use more complex 

sets of features in comparison with traditional machine learning software. 

 
Advanced Analysis 

 Since deep learning supports unsupervised learning techniques that allow the system become 

smarter on its own with its improved data processing models.. The capacity to determine the most 

important features allows deep learning to efficiently provide data scientists with concise and reliable 

analysis results. 
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Disadvantages of Deep Learning 

Continuous Input Management 

 In deep learning, fast-moving and streaming input data provides little time for ensuring an efficient 

training process. Hence, data scientists have to adapt their deep learning algorithms in the way neural 

networks can handle large amounts of continuous input data. 

 
Ensuring Conclusion Transparency 

 Unlike in case of traditional machine learning, we cannot follow an algorithm to find out why the 

system has reached a certain conclusion. To correct errors in DL algorithms, the whole algorithm will 

have to be revised. 

 
Resource-Demanding Technology 

 Deep learning is a quite resource-demanding technology. It requires more powerful and high 

performance graphics processing units (GPUs), large amounts of storage to train the models, etc. 

Furthermore, this technology needs more time to train in comparison with traditional machine learning. 

 
Comparison of AI, ML and DL 

Comparing techniques 

 AI is considered to have three main categories like: 

 Narrow AI specialized for a specific task 

 Artificial general intelligence (AGI) that can 

  simulate human thinking 

 Super-intelligent AI, which implies a point 

 AI surpasses human intelligence entirely 

 ML allows systems to make their own decisions 

following a learning process that trains the system 

towards a goal. Thus it enables AI to be applied to a 

broad spectrum of problems. A number of ML tools 

include frameworks such as MLib for apache Spark, Python libraries such as scikit-learn, software such 

as RapidMiner, and so on. DL harnesses the power of deep neural networks in order to train models on 

large data sets thereby making accurate predictions in the field of image, face, voice recognition, and 

others. 

 
Classifying Applications 

 Usually, we classify personal assistants and other 

forms of bots that aid with specialized tasks, such as 

playing games, as AI due to their broader nature. These 

include the applications such as filtering and short-

listing, voice recognition and text-to-speech conversion 

bundled into an agent. 

 The application practices that include narrow 

category such as those involving Big Data analytics and 

data mining, pattern recognition and similar ones are 

placed under ML. These involve the systems that learn 

 
Fig.1 Comparison of AI, ML and DL 

 

 
Fig.2.Comparison of AI, ML and DL [NVIDIA] 
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from data and apply that learning to a specialized task. 

 Applications belonging to a niche category, which encompasses a large corpus of text or image-

based data utilized to train a model on graphics processing units (GPUs), involve the use of DL 

algorithms. 

 
Table.1.Differences between ML and DL 

Image Processing with deep learning 

 The most popular and widely used  

models for image processing are deep neural 

networks (DNNs) and convolution 

neural networks (CNNs). Deep learning was further 

popularized by the development of Convolutional 

Networks Architecture by Alex Krizhevsky named 

‘AlexNet’. 

 

 

  
 
Learning process of DNN 

A traditional neural network contains only two or three layers, while a DNN combines multiple non-

linear processing layers, using simple elements operating in parallel. It is inspired by the biological 

system and consists of an input layer, several hidden layers, and an output layer. The layers are 

interconnected via nodes, or neurons, with each hidden layer using the output of the previous layer as 

its input. Let there be a set of images, where each image contains one of four different categories of 

objects, and we want the deep learning network to automatically recognize which object is in each 

image. The images are labeled to have the training data for the network. Using the training data, the 

network can then start to understand the object’s specific features and associate them with the 

corresponding category. Each layer in the network takes in data from the previous layer, transforms it, 

and passes it on. Thus the network learns directly from the data. 

 
Conclusion 

 In this paper, the comparative study of AI, ML and DL is done to understand those terms better. We 

had just focused on a small application of deep learning in image processing using DNN. AlexNet, which 

is a convolutional neural network trained on more than a million images can be used to have a better 

 
Fig.3 Classifying three animals using deep 

learning approach [NVIDIA] 
 

Fig.4 Deep learning neural network 

Machine learning Deep learning 

Good results with small 

data sets 

Requires very large 

data sets 

Quick to train a model 
Computationally 

intensive 

Should try different 

features and classifiers 

to achieve best results 

Learns features and 

classifiers 

automatically 

Accuracy plateaus 
Accuracy is extremely 

high 
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understanding of the application. MATLAB 2016b or a higher version with neural network toolbox and 

support packages can be used to implement deep learning techniques using AlexNet. Our digital 

education era has made things easier for us if we are excited to know more about the prospects of deep 

learning. Even, number of tools and libraries are available which can be used without worrying much 

about the complexities involved in algorithms. Libraries like Google’s TensorFlow library which is now 

open source and other numerous Python libraries make it easier to focus on the applications of DL and 

other AI techniques. 
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Abstract 

 Background: Idiopathic pulmonary fibrosis (IPF) remains a major problem in developed as well as developing 
countries. Over the years, multiple factors have been deciphered as potential target for therapeutic intervention in 
pulmonary fibrosis. Recent insight has suggested that early injury/inflammation of alveolar epithelial cells could lead 
to dysregulation of tissue repair driven by multiple cytokines. Pathophysiological enzymes, glycoprotein components 
and lysosomal hydrolases are key markers and play a crucial role in the progression of fibrosis.  
 Objectives: The present study was aimed to evaluate the beneficial efficacy of daidzein, a soy isoflavone against 
bleomycin (BLM)-induced glycoconjugates, lysosomal hydrolases and interleukin 1β-mediated inflammation in the 
lungs of rats.  
 Materials and methods: A single dose of BLM (3 U/Kg b.w) was administered intratracheally in rats to induce 
PF. Daidzein (0.2mg/kg) was administered subcutaneously, twice a week throughout the experimental period of 28 
days. 
 Results: Intratracheal instillation of BLM (3 U/kg BW) to rats elevated the activities of pathophysiological 
enzymes such as aspartate transaminase, alanine transaminase, lactate dehydrogenase and alkaline phosphatase, 
which were attenuated upon treatment with daidzein. BLM-induced increase in the level of glycoconjugates was 
restored closer to normal levels on daidzein treatment. The increased activities of matrix degrading lysosomal enzymes 
in BLM-induced rats were also reduced upon administration of daidzein. Further, daidzein attenuates BLM-induced 
increased expression of IL-1β as observed from immunohistochemical analysis. 
 Conclusion: The results of the present study propose daidzein as a potential drug for the treatment of pulmonary 
fibrosis 
 
Background 

 Idiopathic pulmonary fibrosis (IPF) is a decisive inflammatory disease with limited therapeutic 

options. Various growth factors, inflammatory mediators, proteolytic enzymes and fibrogenic cytokines 

play a crucial role in the progression of the disease (1, 2). These factors stimulate the abnormal 

accumulation of extracellular matrix (ECM) components especially interstitial collagen that 

progressively remodels normal lung architecture with scar formation (3). Several evidences pointed out 

that inflammatory and immune mediated process could be involved in the pathogenesis of pulmonary 

fibrosis (PF) as convinced in bleomycin (BLM)-injured mice (4). Interleukins 1-beta (IL-1β), among the 

other fibrotic cytokines has been considered as a potential mediator in PF (5, 6). Bronchoalveolar lavage 

fluid (BALF) in the inflamed lungs contains higher levels of IL-1β (7). Several studies have identified an 

important role for IL-1β in the development of BLM-induced fibrosis. Indeed, administration of IL-1β 

alone mimics most of the pathological features caused by BLM (8, 9, 10).  

 During inflammation, glycoprotein synthesizing enzymes are expressed at high levels and these 

enzymes play major role in the pathogenesis of fibrosis. It has been suggested that the glycoprotein 
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functions in stabilizing the tissue, and may be involved in maintaining the structural stability of collagen 

fibrils (11). In addition, being the major components of connective tissues, glycoproteinms are primarily 

responsible for its antigenic property in tissue transplants (12). There are reports that carbohydrate 

moieties of glycoproteins are altered during the progression of lung fibrosis (13, 14). 

 BLM-induced lung fibrosis in rat is a well-established histologic and biochemical model of human 

PF (15, 16, 17). Daidzein (4’, 7-dihydroxylisoflavone) is a water-insoluble soy isoflavone, mainly found 

in Leguminosae, tea leaves and some of the traditional Chinese medicinal herbs (18, 19). Previously, we 

have reported that daidzein exhibits anti-fibrotic effect by reducing the deposition of collagen in lung 

tissue (20) and modulating the expressions of PAR2 and TGFβ/smad in a rat model of BLM-induced PF 

(17). However, the ability of Daidzein in modulating lung glycoprotein contents is reported nowhere. 

 

Objectives 

 In this study, the role of soyisoflavone, daidzein against experimentally induced pulmonary fibrosis 

was examined. The role of daidzein in attenuating fibrosis through the involvement of PAR-2, 

TGFβ/smad was reported in our previous studies. In this study, we have attempted to investigate the 

role of daidzein in modulating the lung glycoproteins level and the expression of IL-1β in BLM-induced 

pulmonary fibrosis. 

 

Materials and methods 

Chemicals 

 Primary antibody for IL-1β was purchased from Santacruz Biotechnology, California, USA. 

Horseradish peroxidase (HRP) conjugated secondary antibody was procured from Jacksons 

Laboratories, UK. Bleomycin, Daidzein and 3,3′-Diaminobenzidine (DAB) were purchased from Sigma 

chemicals, USA. All the other chemicals used in this study were of high analytical grade.  

Animals 

 Wistar male albino rats weighing between 200 g and 240 g were purchased from Tamil nadu 

Veterinary and Animal Sciences University, Chennai and were provided with food and water ad libitum. 

Six animals were housed per cage, and fed with standard commercial pellet diet (Hindustan lever Ltd., 

Bangalore, India). All the experimental procedures involved with animals were conducted according to 

the guidelines of Institutional animal ethics committee and ethical norms approved by the Ministry of 

social justices and empowerment, Government of India (IAEC No. 01/052/09). 

Animal model of bleomycin induced lung fibrosis 

 Pulmonary fibrosis was induced to the rats (n=6) by intratracheal instillation of a single dose of 

BLM (3 U/kg b.w) dissolved in 0.3 ml of 0.9% NaCl solution on day one of the experimental period.  

Experimental design 

 The rats were divided in the following four groups (n=6). Group 1 contain control rats; Group II 

contain BLM-induced rats; Group III contain BLM-induced rats treated with daidzein at a dosage of 0.2 

mg/kg b.w. (17, 20) administered sub-cutaneously for every 84 h until the experimental period of 28 

days. Group IV contain normal rats treated with daidzein (0.2 mg/kg b.w.) alone.  

 After 28 days of the experimental period, the rats in all the groups were sacrificed by cervical 

decapitation. Blood was collected in clean sterilized tubes for separating serum. BALF was isolated from 

both the lungs by washing the lungs with saline. A small portion of both the lungs was cut and used for 

the histochemical studies after which the lungs were homogenized in 0.1M Tris–HCl buffer (pH 7.4) and 

were used for biochemical measurements. 
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Assay of marker enzymes 

 The activities of pathophysiological enzymes such as aspartate transaminase (AST) and alanine 

transaminase (ALT) were assayed in the serum, while the activities of alkaline phosphatase (ALP) and 

lactate dehydrogenase (LDH) (21, 22, 23) were assayed in both serum and BALF. 

Analysis of glycoprotein components 

 The level of hexose was estimated by the method of Niebes (24). Hexosamine was estimated by the 

method of Elson and Morgan (25). Sialic acid and fucose was estimated by the method of Warren (26) 

and Dische and Shettles (27) respectively. In brief, 2ml of 4N HCl was added to 2mg of defatted lung 

tissue and the mixture was refluxed at 100°C for 4 h in a test tube with suitable marble lids. The 

hydrolysate was neutralised with sodium hydroxide. Aliquots of the neutralised samples were taken for 

the analysis of hexose and hexosamine. For estimation of sialic acid, the tissues were added with 2.0 ml 

of 0.1N sulphuric acid and hydrolysed for 1h at 80°C. The levels of glycoproteins were analyzed in serum 

sample also. 

 The lung tissue sections on microscopic slides were processed for periodic acid schiff (PAS) 

staining. Tissue sections of 4μm thickness was deparafinized in xylene and further rehydrated gradually 

through descending grades of alcohol (100-30%), 5 min and then hydrated with water. After 

deparafinization, the sections were placed in 2% periodic acid and rinsed in distilled water. Sciff’s 

reagent was added to the sections and kept in dark for 30 min. the sections were shortly rinsed with 

distilled water and counterstained with hematoxylin for 4 min and washed the excess dye with distilled 

water. The sections were then dehydrated gradually in ascending series of alcohol and then mounted in 

distyrene plasticizer and xylene (DPX). The slides were visualized under a light microscope (Motic, 

Hongkong) with a magnification of 20X. 

Assay of lysosomal hydrolases 

 Lysosomal fraction was isolated by the method of Wattiaux et al. (28). The activity of β-d-

glucuronidase was assayed by the method of Kawai and Anno (29). β-d-Galactosidase activity was 

assayed by the method of Conchie et al. (30). The activities of N-acetyl- β-d-glucosaminidase (31) and 

cathepsin-D (32) were also assayed. 

 

Immunohistochemical analysis of IL-1β 

 Paraffin embedded lung tissue sections of 4 mm thickness were rehydrated first in xylene and then 

in graded ethanol solutions. The slides were then blocked with 5% BSA (bovine serum albumin) in TBS 

(Tris buffered saline) for 2 h. The sections were then immunostained with primary antibody for IL-1β 

(sc-1251, goat polyclonal IgG) at a concentration of 1 mg/ml with 5%BSA in TBS and incubated 

overnight at 4οC. After washing the slides thrice with TBS, the sections were incubated with HRP 

conjugated secondary antibody (1:2000) for 2 h at room temperature. Sections were then washed with 

TBS and incubated for 5 to10 min in a solution of 0.02% diaminobenzidine (DAB) containing 0.01% 

hydrogenperoxide. Counter staining was performed using hematoxylin, and the slides were visualized 

under a light microscope (Motic, Hongkong). 

 

Statistical analysis 

 All the experimental data was evaluated using SPSS/10.0 software. One-way analysis of variance 

(ANOVA) followed by least significant difference (LSD) test was used for statistical analysis. p value < 

0.05 was considered as statistically significant. All the results were expressed as mean ± standard 

deviation for six rats in each group. 
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Results 

Daidzein modulates BLM-induced hyper activities of marker enzymes 

Table 1: Daidzein modulates BLM-induced hyper activities of marker enzymes 

Groups AST ALP LDH ALT 

Control 49.32 ± 2.36 131.22 ± 14.47 145.71 ± 15.86 70.53 ± 4.29 

BLM 83.17 ± 4.20a* 217.68 ± 19.52a* 267.35± 24.06a* 117.68± 13.4a* 

BLM+DZ 65.79 ± 0.54b* 153.17 ± 16.05b* 173.62 ± 18.51b* 85.44 ± 7.73b* 

DZ alone 51.86 ± 3.17c NS 133.53 ± 11.46c NS 148.86 ± 13.17c NS 68.32± 6.25c NS 

  
Hypothesis testing method included one-way analysis of variance (ANOVA) followed by least significant 

difference (LSD) test <0.05 was considered to indicate statistical significance. Values are given as mean 

± s.d for groups of 6 rats each. Values are given statistically significant at *p<0.05, NSnon significant, 
aBLM- induced vs normal control; bBLM+DZ vs BLM induced, cDZ alone vs normal control. Units: AST, 

LDH & ALT -µmol pyruvate liberated/mg of protein/h; ALP-IU/L. 

   
 Table 1 represents the activities of pathophysiological enzymes such 

as AST, ALT, LDH and ALP in serum of control and experimental groups of 

rats. A notable increase in the activities of these enzymes were observed in 

BLM-induced animals when compared to control group of rats. The 

activities of marker enzymes were normalized upon treatment with 

daidzein. 

 The activities of LDH and ALP in BALF of control and experimental 

groups of animals are depicted in Fig. 1. BLM induction to rats increased 

the activities of these enzymes as compared to control. Daidzein 

administration to BLM-induced rats decreased the activities of these 

marker enzymes when compared to BLM-induced group. 

 
 
Daidzein attenuates BLM-induced glycoconjugates 

Table 2 Daidzein attenuates BLM-induced glycoconjugates in lungs of  

Experimental group of rats 

Groups Hexose Hexosamine Sialic acid Fucose 

Control 9.9 ± 0.70 6.83 ± 0.57 0.53 ± 0.06 0.28 ± 0.05 

BLM 16.04 ± 2.8 a* 12.87 ± 0.58a* 0.95 ± 0.08a* 0.83 ± 0.04a* 

BLM+DZ 11.94 ± 1.5b* 9.83 ± 0.49b* 0.74 ± 0.06b* 0.59 ± 0.03b* 

DZ alone 10.43 ± 0.69c NS 6.39 ± 0.92c NS 0.58 ± 0.03c NS 0.38± 0.07c NS 

  
 Hypothesis testing method included one-way analysis of variance (ANOVA) followed by least 

significant difference (LSD) test <0.05 was considered to indicate statistical significance. Values are 

given as mean ± s.d for groups of 6 rats each. Values are given statistically significant at *p<0.05, NSnon 

significant, aBLM- induced vs normal control; bBLM+DZ vs BLM induced, cDZ alone vs normal control. 

Units: mg/g defatted tissue. 
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 The levels of glycoconjugates in the lungs and serum 

of control and experimental groups of rats are 

represented in Tables 2 and 3. A significant increase  

(p < 0.05) in the levels of glycoconjugates was observed 

in BLM-induced fibrotic rats when compared to control 

rats. Supplimentation of daidzein to BLM-induced rats 

significantly lowered the levels of glycoconjugates when 

compared to BLM-induced rats. No significant difference 

in the levels of glycoconjugates was observed between 

control and daidzein alone treated rats. 

 The histological staining of glycoprotein using 

periodic acid and Schiff’s reagent in lung tissue sections 

of control and experimental groups of rats is presented 

in Fig 2. An increased expression of glycoprotein was 

observed in BLM-injured rats when compared to control 

rats. Administration of daidzein to BLM-induced rats 

considerably reduced the glycoprotein expression in the 

lung tissue sections. 

 

Daidzein normalizes BLM-induced hyperactivity of lysosomal enzymes 

Table 3 Daidzein attenuates BLM-induced glycoconjugates in serum of 

experimental group of rats 

Groups Hexose Hexosamine Sialic acid Fucose 

Control 176.16 ± 12.33 30.72 ± 2.91 36.92 ± 2.16 30.92 ± 1.94 

BLM 329.67 ± 13.94 a* 48.93 ± 3.03a* 54.93 ± 2.48a* 49.73 ± 1.97a* 

BLM+DZ 205.39 ± 14.02b* 36.91 ± 2.18b* 40.67 ± 2.14b* 38.39 ± 1.69b* 

DZ alone 175.08 ± 11.94c NS  31.96 ± 3.02c NS 36.79 ± 3.02c NS 31.36 ± 1.39c NS 

 

 Hypothesis testing method included one-way analysis of 

variance (ANOVA) followed by least significant difference (LSD) 

test <0.05 was considered to indicate statistical significance. 

Values are given as mean ± s.d for groups of 6 rats each. Values 

are given statistically significant at *p<0.05, NSnon significant, 
aBLM- induced vs normal control; bBLM+DZ vs BLM induced, 
cDZ alone vs normal control. Units: mg/dl 

  The activities of matrix-degrading lysosomal enzymes 

in lung tissue and serum of control and experimental group of 

animals are presented in Fig 3. A significant increase in the 

activities of these enzymes was evident in BLM-induced rats 

when compared to control rats. Administration of daidzein to 

BLM-induced rats reduced the activities of these enzymes 

towards normal values. 

 

 



Vol. 5     Special Issue 3   April 2018    ISSN: 2321-788X 

 

 

Shanlax International Journal of Arts, Science and Humanities Page 23 
 

Daidzein attenuates BLM-induced exoression of IL-1β 

 Immunohistochemical analysis of IL-1β is depicted in Fig. 4A. The data suggests that BLM-induced 

animals showed increased expression of IL-1β when compared to control group. Treatment with 

daidzein to BLM-induced group resulted in a reduced expression of IL-1β. Daidzein alone treated group 

showed similar pattern of IL-1 β as of control group. Quantitative data expressing the corresponding 

protein levels were assessed using densitometer and is expressed in relative intensity arbitrary unit 

(Fig. 4B). 

 
Discussion 

 Idiopathic pulmonary fibrosis (IPF) is a complicated pulmonary disease that is subsequently 

progress with other types of acute and chronic lung diseases (33). The scar tissues formed gradually 

wipes out the functional alveolar cells of lung tissues which leads to the permanent loss of lung function 

especially oxygen transport. The terrible part of IPF is that treatment options are limited for this 

condition. Therefore effective drugs are needed to control the severity of the disease. The exact 

molecular mechanisms leading to the progression of fibrosis are yet to be elucidated in detail. Reports 

have shown that the proliferation of matrix-producing cells followed by the over production and 

accumulation of matrix proteins such as collagen, elastin and fibronectin are causative to various human 

and experimental fibrotic conditions (34). The role of inflammatory network has also been documented. 

In the present study, the ability of daidzein, a soy isoflavone in modulating lung glycoconjugates and IL-

1β mediated inflammation against BLM-induced pulmonary fibrosis in rats was evaluated. 

 The analyses of the activities of marker or diagnostic enzymes in tissues play a significant role in 

disease diagnosis and assessment of drug for therapy. The deleterious effect of BLM to the rat tissues 

was evidenced by elevated activities of pathophysiological enzymes in the serum and BALF. The marker 

enzymes are usually confined to specific cellular origin and hence the elevated level in serum is often 

related with the severity of tissue damage. The zinc containing metallo-enzyme alkaline phosphatase 

(ALP) is a marker enzyme for the plasma membrane and endoplasmic reticulum and is employed to 

assess the integrity of plasma membrane (35). Transaminases (Aspartate and alanine transaminases) 

catalyze the amino-transfer reaction where the interconversion of amino group is taking place between 

acceptor and donor. ALT catalyzes the interconversion of pyruvate to alanine coupled with glutamate to 

oxo-glutarate. AST catalyses the interconversion of oxaloacetate to aspartate. The increased activities of 

both AST and reported in several tissues especially liver, heart, muscles and lungs (36). LDH 

determination is essential to evaluate cell membrane permeability and integrity. Not only in fibrotic 
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conditions, but the elevation of this enzyme is an indicator of cellular damage in various other 

pathological conditions such liver injury (37). Further, leakage of LDH to the plasma is an indicator of 

cellular oxidative stress and cell death (38). In the present study, a notable increase in the activities of 

these enzymes was observed in BLM-induced animals as compared to control group of rats. Upon 

treatment of daidzein to BLM-induced rats, the activities of these marker enzymes in serum and BALF 

were significantly brought back to a value closer to normal which denotes the protective role of 

daidzein. The elevated serum/BALF activities of LDH, AST, ALP and ALT in BLM induced group were an 

indicative of cellular damage and loss of functional integrity of cell membrane due to the action of BLM. 

The lung injury induced by BLM causes oxygen deficiency in lungs which cracks the membrane and in 

that way result the leakage of enzymes. 

 Glycoproteins are one of the predominant proteins in nature with one or more heterosaccharide 

chains that contains hexose, hexosamine, sialic acid and fucose. The mucus glycoproteins present in the 

secretions of respiratory tract are the major components that determine the properties of sputum in 

disease conditions like pulmonary fibrosis (39). During the progression of fibrosis these 

glycoconjugates are elevated and therefore ascertained as markers. Biochemical examination of the 

lungs of BLM-injured rats indicates increased levels of the glycoproteins hexosamine, total hexose, 

fucose and sialic acid. The observed increase in the levels of glycoprotein moieties in BLM-induced rats 

may be due to increased deposition of macromolecular components, which is a physiological 

adjustment to the pathological process. Alterations in glycoprotein concentration during inflammatory 

conditions, liver fibrosis, malignancy, and in tumorous human lung tissue have been reported earlier 

(40, 41, 42). In addition, abnormal increase of glycoprotein components has been reported during 

pulmonary fibrosis (43). Our results show that administration of BLM increased the levels of 

glycoprotein moieties in both lungs and serum. Supplementation with daidzein reduced the levels of 

glycoprotein moieties in lungs and serum of BLM-induced rats, indicating its potential anti-

inflammatory and immunosuppressive activity through the inhibition of glycoprotein synthesizing 

enzymes. 

 The lysosomal enzymes N-acetyl β-D glucosaminidase and β-D-galactosidase are involved in 

collagen metabolism and are disrupted during IPF; therefore these enzymes are used as biomarkers in 

fibrotic condition (44). Lysosomes are the crucial site for controlled intracellular degradation of 

damaged cellular components by different pathways such as autophagy, heterophagy and endocytosis. 

The action of lysosomal enzyme on extracellular matrix (ECM) results in the initial breakdown of 

proteoglycans and thus exposing collagen fibers to the collagenolytic enzyme (45). The rise in the 

activity of lysosomal enzymes might result in the elevated liberation of glycoconjugates from the tissue. 

In general, β-glucuronidase activity is associated with cell proliferation, hence an index of high tissue 

turnover. The elevated β-glucuronidase activity reveals catabolic events, concerning with the 

degradation of glycosaminoglycans. The most studied lysosomal hydrolases are the family of proteases 

of the cathepsin family. The vital functions of Cathepsins outside the lysosomal compartment include 

the degradation of the ECM or induction of fibroblast invasive growth when secreted into the 

extracellular space (46). In this study, the elevated activities of glycohydrolases and cathepsin-D are 

pointed out the excess ECM deposition and the feasible infiltration of inflammatory cells during the 

progression of pulmonary fibrosis might be due to the consequence of lipid peroxidation which is in 

agreement with previous reports (43). 

 IPF is the end result of many acute and chronic lung injuries. Inflammatory reactions or epithelial 

injury which is followed by fibroblast proliferation and accumulation of ECM is believed to be involved 
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in the pathogenesis and progression of IPF (47). BLM instillation in lungs results in oxidative damage to 

the alveolar epithelial cells and the recruitment of inflammatory cells. Alveolar macrophages liberate 

mediators such as metabolites of eicosinoid, proteolytic enzymes and other inflammatory cytokines and 

growth factors including interleukin 1 (IL-1) and tumour necrosis factor (TNF) plays predominant role 

in the fibrogenesis (48). Among these IL-1β has been reported as a potent mediator of PF (5). Reports 

show that BLM-induced experimental fibrosis significantly dependent on the magnitude of the 

pulmonary inflammatory reactions which can be modified by attenuating the effects of IL-1β in the 

lungs (49). The role of IL-1β and IL-8 during BLM-induced fibrosis has been documented (9). In this 

study, lung tissue section of BLM-induced group of rats showed a maximal immunostaining for IL-1β as 

compared to control group of rats. In the lung sections of daidzein treatment to BLM-induced group of 

animals appeared substantial reduction of IL-1β positive staining. The expression of IL-1 β in daidzein 

alone group closely resembled the control. The result of this study is in accordance with previous report 

showing that down regulation of IL-1β could reduce fibrosis (50); however the role of daidzein in 

altering the IL-1β is yet to be documented. 

 The present study addresses the beneficial effect of daidzein on the levels of lung glycoproteinsand 

the activities of lysosomal hydrolases during BLM-induced experimental PF. Daidzein also posses anti-

inflammatory property as evidenced by immunohistochemical analysis of IL-1 β. We have already 

reported the antifibrotic and antioxidative properties of daidzein against BLM-induced experimental PF. 

The results show that daidzein could be used as a therapeutic drug for the treatment of PF. 
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Figure Legends 

Fig.1: Activities of lactate dehydrogenase (LDH) and alkaline phosphatase (ALP) in BALF of control and 
experimental groups of rats. Values are given as mean ± S.D for groups of 6 rats each. Values are given 
statistically significant at *p<0.05, NSnon significant, aBLM- induced vs normal control; bBLM+DZ vs BLM 
induced.  
Fig.2: Periodic acid and Schiff staining of glycoproteins in lung tissue sections. In BLM-induced group 
(b) of rat lung section, an increased staining, indicative of aberrant glycoprotein was observed as 
indicated in black arrows (). Treatment with daidzein reduced the glycoprotein to two fold (c). 
Control (a) and  daidzein lung tissue sections (d) did exhibit few positive staining. The PAS staining was 
visualized in a microscope (Motic, Hongkong) at a magnification of 20X. The image shown is a 
representative of experiments performed in triplicate. 
Fig 3: A) Activities of matrix degrading enzymes in lung tissue of control and experimental group of 
rats. A considerable elevation in the activities of these enzymes was evident in BLM-induced rats when 
compared to control rats. Administration of daidzein to BLM-induced rats altered the activities of these 
enzymes towards normal values thus indicating the protective efficacy of daidzein. Values are given as 
mean ± S.D for groups of 6 rats each. Values are given statistically significant at *p< 0.05, NSnon-
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significant; aBLM-induced vs control; bBLM+DZ vs BLM-induced. B). Activities of matrix degrading 
enzymes in serum of control and experimental group of rats. A considerable elevation in the activities of 
these enzymes was evident in BLM-induced rats when compared to control rats. Administration of 
daidzein to BLM-induced rats altered the activities of these enzymes towards normal values thus 
indicating the protective efficacy of daidzein. Values are given as mean ± s.d for groups of 6 rats each. 
Values are given statistically significant at *p< 0.05, NSnon-significant; aBLM-induced vs control; 
bBLM+DZvs BLM-induced. 
Fig 4:  Expression of Interleukin 1 beta in lung tissue sections of control and experimental groups. (a) 
Control rat lungs section showing no immuno reactivity. (b) BLM-induced lung section showing 
increased expression of IL-1β around the alveolar region of rat lung. (c) Daidzein treated with BLM-
induced rat lung showing decreased expression of IL-1β as indicated by red arrow  (). (d) Daidzein 
alone treated rat lung closely resembled the control group of rats. (e) Quantification of IL-1β staining. 
The figure represents the number of stained (positive) cells per 20X field averaged across 15 fields for 
each rat section. Hypothesis testing method included one-way analysis of variance (ANOVA) followed by 
least significant difference (LSD) test < 0.05was considered to indicate statisticalsignificance. Values are 
given statistically significant at *p <0.05, NSnon-significant; aBLM-induced vs control; bBLM+DZ vs BLM-
induced. The image shown is a representative of three independent experiments. 
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Abstract  

 Fog Computing (FC) is an emerging distributed computation paradigm added to wireless and embedded 
environment to extend the services of cloud computing to the edge of the network more efficiently intern to support 
better Quality of Services (QoS) with lower latency. In the upcoming technology it acts as an intermediate layer 
between the cloud and hardware to secure the data which is stored inside the cloud and to gets the data closer to end 
user. The several characteristics of Fog Computing such as lower latency and location awareness, wide spread 
geographical distribution, mobility, large number of nodes, predominant role of wireless access, heterogeneity etc, 
connects Wireless Sensor Networks (WSN) and internet connected vehicles to deploy the smart technology like Internet 
of Things (IoT) to support real time services. Therefore, the Fog Computing is vital for modern world. However, its 
distinctive characteristics arises new security issues and challenges in the network. Hence in this paper the study has 
been made to discuss the security and privacy issues in Fog Computing. 
Keywords: Fog Computing, Cloud Computing, Security Issues, Privacy Issues, IoT, WSN 

 
Introduction 

 In the past decade, advancement in Internet services has witnessed for radical changes in rapidly 

growing cloud computing and pervasive mobile devices. Motivated by these two tendency, a plethora of 

research has been conducted to support mobile cloud computing, which bridges the cloud and mobile 

devices to effectively off load computation intensive tasks from resource constrained devices to the 

cloud and get the results back promptly[1]. However, due to significant physical distance between cloud 

service provider Data Centers (DCs) and End User (EU), cloud computing suffering from substantial 

end-to-end delay, traffic congestion, processing of huge amount of data, communication cost and so on. 

Further, the unpredictable network latency, especially in a mobile environment, cloud computing may 

not meet the rigorous requirements of latency, security and privacy or geographically constrained 

applications [1, 2]. Thus the need arises for Fog computing.  

 Fog computing was first initiated by Cisco to extend the cloud computing to the edge of a network 

with lower latency and security. Fog computing is a highly virtualized platform that provides 

computing, storage, and networking services between EU and DC of the traditional cloud computing [2]. 

The fog layer comprises smart gateways, routers, and the end devices themselves, and can be viewed as 

a descended cloud to efficiently serve nearby clients. Fog computing permits the devices to connect 

directly with their destination with ease and allows them to handle their connections and tasks using 

any technique without network backbone infrastructure. Therefore, fog computing improves quality of 

service, reduces latency, and offers a more satisfactory user experience. Further Fog computing 

smoothly supports the emerging Internet of Things (IoT) properties such as vehicles, home appliances, 
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smart cities, smart grids and so on that are embedded with sensors to enable them to send or receive 

data. Fog computing can be implemented using a basic communication system instead of heavy 

backbone network. Thus, it has a denser coverage. This advantage makes it easier to run a real time, big 

data operation with the ability to support billions of nodes in highly dynamic, diverse environments. It 

naturally bridges the Internet of Things (IoT) with the existing Internet computing infrastructure. 

Current and upcoming applications that demand fog computing include connected vehicles, autopilot 

vehicles, smart grids, wireless sensor and actuator networks, smart homes, smart cities, connected 

manufacturing, connected oil and gas systems, and mobile healthcare systems, etc [1, 3]. However, the 

characteristics of fog computing arise new security and privacy challenges. Hence in this work few 

security and privacy issues that are related to the nature of fog architecture were discussed. The rest of 

the paper is organized as follows. Section 2 gives a brief insight of Overview of Fog Computing 

Architecture. Section 3 gives the detailed insight of Security and Privacy Issues in Fog Computing and 

Section 4 concludes the paper. 

 

Architecture of Fog Computing  

 Fog computing is a three tiers architecture that 

acts as an intermediate layer between already 

existing cloud networks and end users devices [4]. 

Existing cloud network usually have a core known as 

Data Centers that has a connection to end user 

through a network like internet. Fog bridges the gap 

between end user and core by developing another 

layer between them [5]. The first tier in this 

architecture comprise of Internet of Thing (IoT) 

enabled devices including sensor nodes, End Users 

smart handheld devices such as smart phones, tablets, 

and smart watches, and others. These end devices are 

often termed as Terminal Nodes (TNs). It is assumed that these TNs are equipped with Global 

Positioning System (GPS) [2, 5]. The second tier in this architecture is termed as fog computing layer. 

The fog nodes in this layer are comprised of network devices such as router, gateway, switch, and 

Access Points (APs). These fog nodes can collaboratively share storage and computing facilities. They 

handle the latency sensitive requests at the spot and respond to the end nodes in real time. They usually 

have a single hope distance from the end node and are connected using off-the shelf wireless interfaces 

like WI-FI and Bluetooth. Devices such as routers and base stations can work as servers on this tier by 

enhancing their computational and storage capabilities. The top most layers is still Cloud layer comprise 

of core devices like Data Centers which will provide powerful computing infrastructure to end users and 

is connected to the servers at second tier by using 3G/4G/broadband technologies. Tremendous 

amount of data after being processed by Fog layer are stored in the Cloud centers and advanced data 

mining technologies are utilized to obtain the systematic and long term analysis which is an essential 

part in smart cities [2, 4, 5]. A few comparison of Fog Computing and Cloud Computing is given in Table 

1. Fog and Cloud tackle different requirements for distinct tasks in smart city. Cloud computing with 

powerful hardware and software infrastructure is more suitable for large scale data analysis for deeper 

insight. However the unique characteristics of low latency and real time processing, the Fog Computing 

is more attractive in situational awareness tasks of urban surveillance [4]. 

 
Figure 1 The hierarchical Fog Computing architecture 
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Table 1 Comparison between Fog and Cloud Computing 

Computing paradigm 
Fog 

Computing 
Cloud 

Computing 
Resource Allocation Distributed Cluster 
Latency Low High 
Response Time Low High 
Real-Time Interaction Yes No 
Energy Consumption  Low High 
Network Congestion  Low High 
Scalability  High Medium 
Devices Heterogeneous Virtual Machines 
Computation Capability Normal  Powerful 
Quality of Service and Quality of 
Experience 

High Medium 

 
Security and Privacy Issues in Fog Computing 

 Fog computing provides security for cloud environment in a greater extend. However the 

distinctive characteristics in the location sensitivity, wireless connectivity, and geographical 

accessibility create new security issues and challenges. Hence in this study attempt has been made to 

discuss the few security and privacy issues in Fog Computing. 

 
Authorization and Authentication  

 In fog computing the initial step of security is to identify every node and confirm that the attached 

node is an authentic one or not. Since, fog computing allows billion of edge devices to are connection 

with the network through nodes for data processing and to communicate with distant user. Hence, it is 

very essential to have the identification of every connected node as a verified node. This is essential to 

prevent the entry of unauthorized nodes. After identification, the guarantee security has to define for 

each connected node, because in fog computing all nodes may not have the same reasons of connection 

[5] 

 
Network Security 

 Fog computing has led bigger issues in security like other advanced wireless access technologies 

are affected such as sniffer, spoofing, congestion etc. These issues are normally taken place between the 

fog node and the centralized system. In fog computing, nodes are at the edge of the network for services. 

Thus the network vendors need to manage the nodes to work at the low level of abstraction for network 

services. So that network designer adopts SDN (Software Defined Networking) mechanism to for easy 

management, increase scalability by reducing the cost of the network. Further Network Monitoring and 

Intrusion Detection System are essential to monitor the network traffic, Traffic Isolation and 

Prioritization system to prevent shared resources. Also, network resource access control system is 

essential for real-time applications and Network Sharing System for fog node router to be open to the 

visitors by considering the security issues as well [6]. 

 
Access Control Mechanism 

 Access control is a security technique to make sure that only authorized entities can access an 

assured resource. In fog computing access control is vital to make sure that the node lies within the 

limitations of local network and authorization ensure that the node is eligible of accessing as it fulfills all 



One Day National Seminar on “Emerging Trends in Physical, Natural and Information Science” 

 

 

Page 32        S.E.A. College of Science, Commerce & Arts, Bengaluru 
 

the essential chuck to be a part of the network. Therefore, the security system must be capable of 

implementing access control mechanism with guarantee authorization [5, 7] 

 
Intrusion Detection  

 Intrusion detection techniques detect misbehavior of users or devices and notify others in the 

network to take appropriate actions. The characteristic of fog computing environments makes it 

difficult to detect the insider and outsider attacks in such universal platforms. Furthermore, the 

complicated design of intrusion detection techniques meets the limited resources is another challenging 

task. Now the key challenge is how to design and tune a detection system that can work in large scale, 

widely geo-distributed, and highly mobile environments [7]. 

 
Man-in-the-Middle Attack 

 Man-in-the-Middle attack is simple to commence but difficult to address. In the real world none of 

the encrypted communication techniques are protected from this attack, since attackers can set up a 

legitimate terminal and replay the communication without decryption. In various circumstances the 

difficult encryption and decryption techniques may not be suitable such as in 3G system the encryption 

and decryption techniques will consume lots of battery power on mobile device. In Fog computing are at 

risk from this attack, since many Internet users communicate with each other using MSN (Micro Soft 

Network) and this data is not encrypted and can be modified in the middle. Future work is needed to 

address the man-in-the-middle attack in Fog computing [8, 9] 

 
Data Protection 

 In Fog Computing the data from IoT devices is sent to the nearest fog nodes. However due to 

spectrum scarcity it is very difficult to process a large volume of data from users. Hence, the data is 

divided into various parts and sent to several fog nodes to process and the contents of the data must be 

analyzed without exposing. Before the computations begin fog nodes must be trusted with each other, 

because there is no fog node that manages other fog node. Further distribution and processing the data 

needs to be merged. However due to limited resources, it is difficult to encrypt or decrypt data from the 

users. Thus in Fog Computing encryption algorithms or masking techniques are essential [8]. Also to 

facilitate large volume of data fog nodes which is authenticated by the cloud should be only located in 

fog environment. An authentication protocol is required [8].  

 
Data and Location Privacy 

  In fog computing data privacy is at threat, since the user data is outsourced to fog nodes and placed 

near to the end users and is geographically distributed. Further, the location of end users is at risk due 

to spatial correlation between fog nodes and users. Since the users are normally assigned their tasks to 

the nearby fog node, the node assume that the user is closed to that node and away from others. The 

challenge related to this issue is hiding the identity users from the fog node. This challenge is associated 

to the first issue, because hiding the identity of the user needs to communication with a distant user. It 

contradicts the design purposes of the fog computing. This challenge cannot be solved using the existing 

privacy preserving methods under fog computing. Hiding the true identity of the users requires the 

involvement of a third party in any existing privacy preserving protocol. Hence, the design purpose of 

reducing the latency by performing the computations at the nearest fog node is violated. The solution 

for this challenge is facilities that use fog services to control their machines might want to hide their 

usage patterns by hiding their identities [10]. In fog computing the privacy is also a main anxiety of 
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security techniques to offers privacy to the end nodes. The privacy leakage of user information such as 

data, location, and usage, is attracting the attention of the research community. Since users have a right 

to share their information to whom they want and not with others. Similarly, they have the right to keep 

it secret from others to avoid what services they are using at that particular time. They have a right to 

keep their location secret from others that could reveal much information about them. Fog Computing 

has to guarantee all these rights to formulate this system is more reliable and secured one [5, 7]. 

  
Conclusion 

 Fog Computing is a distributed computation paradigm added to smart technology to extend the 

services of cloud computing to the edge of the network intern to support lower latency better QoS. 

However, several distinct characteristics of fog computing may arise new security and privacy threats. 

Hence in this paper the attempt has been made to discuss the main security and privacy issues such as 

trust and authentication issues, access control, intrusion detection, data protection, data and location 

privacy, man in the middle attack in fog computing. To overcome these issues there is a need for 

research contributions to solve different challenges in fog computing to support better quality real and 

non real time services. 
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Abstract 

 Internet of Things (IoT) is quickly expanding innovation. IoT is the system of physical items or things installed 
with gadgets, programming, sensors, and system network, which empowers these articles to gather and trade 
information. In this paper, we are building up a framework which will naturally screen the modern applications and 
create Alerts/Alarms or take wise choices utilizing a concept of IoT. IoT has given us a promising method to assemble 
capable modern frameworks and applications by utilizing remote gadgets, android, and sensors. The principle 
commitment of this audit paper is that it compresses employments of IoT in ventures with Artificial Intelligence to 
screen and control the Industry. 
Keywords: IoT, Sensors, Artificial intelligence 
 
Introduction 

 The Internet of Things (IoT) is "a self-designing and versatile framework comprising of systems of 

sensors and brilliant articles whose reason for existing is to interconnect all things, including each day 

and modern items, so as to make them clever, programmable and more fit for communicating with 

people". Industrial internet uses sensors, software, machine-to-machine collaboration and different 

innovations to assemble and investigate information from the physical and virtual world for upgraded 

activities and giving administrations. In the in the mean time, patterns, for example, quick changing and 

erratic market needs and client necessities, the client desire of responsiveness, and the availability 

capacity getting to be accessible to implanted frameworks are activating numerous organizations to 

move from items to administrations, and consistently convey new highlights/benefits that expansion 

the capacities of existing items to make new business openings. In like manner, numerous associations 

begin to assess IoT as a potential esteem maker in their business systems through the blend of cutting 

edge information investigation and web of things to interface machines, PCs, and individuals to 

empower wise mechanical activities in numerous ventures, for example, modern area, brilliant city 

space, and wellbeing prosperity space. Mechanical robotization is a space in which Internet of things can 

bring with numerous advantages. For example, remote area of plants would profit by innovations that 

help remote activity and upkeep; self-ruling coordinated effort between gadgets so gadgets know about 

each other for data trade, along these lines to decrease designing expenses as far as manual 

arrangements of every included gadget; the continuous information gathered from countless 

interconnected physical equipment units can be utilized for growing new smart applications. 

Nonetheless, assembling new astute administrations suggests numerous difficulties, including both 

general IoT difficulties, for example, security, and mechanical mechanization space particular 

necessities, for example, dependability and accessibility that stay to be satisfied in the new IoT setting. 

The fundamental target of this paper is to recognize these difficulties, inside modern robotization space 

specifically, and talk about how some potential advances can be conveyed to adapt to these difficulties. 
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The brief introduction of how IoT is being used for industries is given in the next section followed by 

Overview of the paper and its applications. 

 
Internet of Things for Industry 

 The technical approaches used include Auto-configuration of real-time Ethernet, event dispatching, 

and capability-based access control. IoT focused on creating an architecture reference model for the 

interoperability of IoT systems and infrastructure for scalable look up and discovery of IoT resources 

and entities. 

 In this cutting edge time of mechanization and propelled processing utilizing IoT with Artificial 

Intelligence offer promising arrangements towards the robotization of Industry. To comprehend the 

advancement of IoT in enterprises, this paper surveys the momentum research of IoT, key empowering 

innovations, major IoT applications in businesses, and recognizes inquire about patterns and 

difficulties. 

 
Overview 

 Internet of things is the technology of the future that has already started to touch our homes and 

industries. Here in this paper, we propose an IoT based industry automation system using raspberry pi 

that automates industrial appliances and allows a user to control them easily through the internet from 

anywhere over the globe. Our proposed system consists of a micro-controller based circuit that lights, 

fans and motors connected to it LCD display and Wi-Fi connector interfaced with raspberry pi. Our 

system interacts with online IoT system that IoT Gecko free web interface for controlling our appliances 

with ease. After linking with IoT Gecko, the user is allowed to send load switching commands over IoT 

to our circuit. The circuit receives the commands over IoT by connecting to the internet using Wi-Fi 

connector and then the raspberry processor processes these commands. After this the processor now 

processes these instructions to get the user commands. It then displays these on the LCD display. Also, it 

operates the loads for switch them on/off according to the desired user commands. 

 And when it comes to a motor, whenever the motor in the industry fails or encounters some failure 

an sms is sent to the registered mobile number through the internet, thus the user realizes there is some 

error in the motor and then can proceed in fixing with the failure of the motor.  

 One more application here is fetching of the live streaming or live video clip of the status of the 

industry whenever the user requests for it. This can be done by clicking on a button in the LCD display 

and a window will appear which shows the live coverage of a particular area of the industry where the 

camera is fixed or placed.  

 
Embedded Web Server 
 Embedded web server consists of Linux ARM11 Based Raspberry Pi module to Monitor and control 

Industrial parameters using sensors from a remote location. Raspberry Pi is based on the ARM11 

processor which has HDMI port, Memory Card slot, Ram, Audio port, Ethernet port, Bluetooth and, Wi-Fi 

to build Small Low-Cost Computer with open source Linux based Operating System which is freely 

available. Here the sensors transmit the digital values, to the Raspberry Pi. In Raspberry Pi Board we 

will be setting some threshold values by coding using Python Language/Linux. If the sensors value goes 

up above the threshold value then it will controlled through Relay circuit. The relay will be connected 

with the Raspberry Pi which will do the work of controlling. As the sensors value goes up, the Raspberry 

Pi sees which sensors value has gone high and accordingly it will give the instruction to the Relay circuit 

which will perform ON/OFF action depending upon requirement to control the industrial parameters 
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which are under measurement. This data will also be monitored by the user through the PC by using 

local browser raspberry Pi’s particular IP address. Camera interfaced with Raspberry Pi will fetch the 

live video coverage of the particular area of the industry when requested. Here Raspberry Pi will be 

connected to the Wi-Fi which will send these images over the Internet by which the user will be able to 

see the images and can keep a watch on proper operation of his system. 

 Industries are automated with machines that allow for fully automated tasks without or with little 

manual intervention. Well, here we propose the internet based industry automation system that allows 

a single industry operator to control industry appliances with ease using Raspberry Pi and IoT Gecko for 

development. Our proposed system allows for automation of industrial loads to achieve automation 

over the internet. We use IoT gecko for the webserver interface and raspberry pi to process and run 

circuit loads. The User is allowed to send commands for machine/load switching over the internet using 

IoT Gecko interface from anywhere in the world over the internet. The raspberry processor now 

captures these commands with internet over Wi-Fi connector. Now the raspberry pi processes received 

data to extract user commands. After getting commands it displays it on an LCD. Also, it switches the 

loads on/off based on received commands to achieve user desired output. The system thus achieves 

industry automation over the IOT using a raspberry pi. 

 
What is Raspberry Pi 

 The Raspberry Pi is a low cost, credit-card sized computer that plugs into a computer monitor or 

TV, and uses a standard keyboard and mouse. It is a little capable device that enables people of all ages 

to explore computing and to learn how to program in languages like Scratch and Python. It’s capable of 

doing everything you’d expect a desktop computer to do, from browsing the internet and playing high-

definition video, to making spreadsheets, word-processing, and playing games. 

 What’s more, the Raspberry Pi can interact with the outside world and has been used in a wide 

array of digital maker projects, from music machines and parent detectors to weather stations and 

tweet birdhouses with infra-red cameras. We want to see the Raspberry Pi being used by kids all over 

the world to learn to program and understand how computers work. 

 
Is the Raspberry Pi open hardware?     

 The Raspberry Pi is open hardware, except of the primary chip on the Raspberry Pi, the Broad 

commSoC (System on a Chip), which runs many of the main components of the board–CPU, graphics, 

memory, the USB controller, etc. Many of the projects made with a Raspberry Pi are open and well-

documented as well and are things you can build and modify yourself. 

 The Raspberry Pi Foundation has just recently released a new model, the Raspberry Pi 2, which 

supersedes some of the previous boards, although the older boards will still be produced as long as 

there is a demand for them. It is backward compatible with previous versions of the board, so any 

tutorials or projects you see which were built for a previous version of the board should still work. 

 There are a two Raspberry Pi models, the A and the B, named after the BBC above Micro, which was 

also released in a Model A and a Model B. The A comes with 256MB of RAM and one USB port. It is 

cheaper and uses less power than the B. The current model B comes with a second USB port, an 

Ethernet port for connection to a network, and 512MB of RAM. 

 The Raspberry Pi A and B boards have been upgraded to the A+ and B+ respectively. These 

upgrades make minor improvements, such as an increased number of USB ports and improved power 

consumption, particularly in the B+. 

http://www.raspberrypi.org/documentation/hardware/raspberrypi/
http://www.raspberrypi.org/documentation/hardware/raspberrypi/
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What kind of operating system does the Raspberry Pi run? 

 The Raspberry Pi was designed for the Linux operating system, and many Linux distributions now 

have a version optimized for the Raspberry Pi. 

 Two of the most popular options is Raspbian, which is based on the Debian operating system, 

and Pidora, which is based on the Fedora operating system. For beginners, either of these two works 

well; which one you choose to use is a matter of personal preference. A good practice might be to go 

with the one which most closely resembles an operating system you’re familiar with, in either a desktop 

or server environment. 

 If you would like to experiment with multiple Linux distributions and aren't sure which one you 

want, or you want an easier experience in case something goes wrong, try NOOBS, which stands for New 

Out Of Box Software. When you first boot from the SD card, you will be given a menu with multiple 

distributions (including Raspbian and Pidora) to choose from. If you decide to try a different one, or if 

something goes wrong with your system, you simply 

hold the Shift key at boot to return to this menu and 

start over. 

 There are, of course, lots of other choices. 

OpenELEC and RaspBMC are both operating system 

distributions based on Linux that are targeted towards 

using the Raspberry Pi as a media center. There are 

also non-Linux systems, like RISC OS, which run on the 

Pi. Some enthusiasts have even used the Raspberry Pi 

to learn about operating systems by designing their 

own. 

 
Applications of Industry and office 

 Implement sensors in the wide area over the machines and instruments. Control and monitor 

circumstances by using a concept of Artificial Intelligence and IoT. 

 
Hospital and Labs 

 Plot sensors on patient’s body and Doctor can check current status on his android phone and also 

take necessary actions and decisions.  

 
Home 

 We can implement sensors to household appliances and monitor and control with the help of 

Artificial Intelligence.  

 
Conclusion 

 Nowadays we need everything computerized. Earlier we could only monitor the situations with the 

help of cameras. In industries to reduce manual overhead, we have implemented Internet of Things to 

monitor as well as to inform the responsible person to take appropriate measures, but this will partially 

fulfill our requirement. As sometimes it will be late in this process and it will harm to property as well as 

life. For this reason, we are building up a framework for Industrial Automation utilizing IoT with the 

assistance of Artificial Intelligence to make framework mechanized which will take keen choices. With 

expanded strain to stay aware of regularly changing business needs, Internet-of-things enables 

associations to wind up more coordinated and forceful in seeking after new income streams and new 

 
Fig: Raspberry Pi 

http://www.raspbian.org/
http://pidora.ca/


One Day National Seminar on “Emerging Trends in Physical, Natural and Information Science” 

 

 

Page 38        S.E.A. College of Science, Commerce & Arts, Bengaluru 
 

plans of action. It can possibly change the customary method for spending venture on building, keeping 

up, and overhauling separate frameworks for numerous detached items. Through conveying new end 

client programming administrations that depend on data removed from numerous associated items, 

Internet-of-things gives another method for acknowledging business nimbleness and speedier pace of 

development. We have begun to witness these IoT advancements sent in numerous ventures, for 

example, shrewd city, keen vitality, social insurance, co-fsordinations and retail, transportation, and so 

on. Nonetheless, rare data is accessible for IoT utilization in modern robotization space for solid and 

community oriented computerization. In this paper, in light of the particular imperatives that we have 

found in the modern robotization area, we have portrayed important difficulties that we have to adapt 

to while sending mechanical IoT arrangements in computerization space, and recognized pertinent 

specialized arrangements that possibly address these difficulties. 
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Abstract 

  There are few existing software and hardware which are used such as Windows Linux Infrared Remote Control 
program (WinLIRC) software programs and Infrared (IR) Television (TV) remote like devices, which can control 
specific system functions.  
  IIRIS is a working model to create a wireless communication between user and their electronic devices. It allows 
people to operate computer and through computer it can control TV, light bulb, fan and other electronic devices. Thus, 
home automation is an application.  
 IIRIS is wireless, it uses Infrared Technology for communication. Therefore there is no need of any radio frequency 
based technology such as Bluetooth or WiFi. Hence it is comparatively much cheaper.  
 IIRIS can be configured with an ordinary TV remote of any brand, size or shape, which will act like a computer 
mouse or keyboard. Thus makes the device easy to install and configure. 
 The aim of the research is to introduce a new form of wireless technology with the help of Infrared Red, which 
could replace the traditional method of controlling the computer and electronic devices. IIRIS is an advanced model 
which can be used in implementing Home Automation. 
Keywords: Infrared, Arduino, Mobility, Wireless, TV Remote Controller, Home Automation 
 
Introduction 

 The nature of human being is to get the best of technologies. There are many inventions which are 

unbelievable. In today’s world human being are embedded to the electronic device. Hence it is 

important to make these devices flexible to use, that can be achieved by making the devices wireless.  

  The new emerging trend in technology is wireless interaction, which is the main concept of IIRIS. 

Using this device controlling and interacting with the computer and other electronic devices becomes 

more efficient.  

  The design of IIRIS is based on Infrared Signals for Communication, using which instructions are 

send to the computer. Based on the received instructions, the computer performs its respective actions. 

This device also acts as a home automation system which can control different electronic devices, that 

is, to turn on/off TV, light bulb and fan etc. 

 
Existing System 

 Currently, there are some application software programs in the market such as LIRC or WinLIRC 

which use Infrared signals for communication. WinLIRC is the Windows equivalent of LIRC, the Linux 

Infrared Remote Control program. It (through version 0.6) was originally written by Jim Paris. It allows 

user to transmit and receive standard infrared remote control signals. This allows users to control their 

computer using almost any standard infrared remote control. Other existing TV remote alike devices 

can only control some functions of the computer. These existing software and device have several 

advantages such as accuracy i.e., pressing an up-arrow on the remote works the same way as pressing 

the up-arrow on a keyboard, and flexible. Compared to the advantages, the disadvantages are even more 

such as expensive resources, complicated, needs separate hardware to receive IR signals and can only 

control few functions of a computer. It can only control other equipment which uses IR signals. [1] 
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Objective 

 The objective of this research is to develop a device which is capable of providing wireless medium 

to access computer and other electronic devices using Infrared Signal for Communication. It can also be 

used to implement home automation. 

 
Proposed Model 

 This proposed device overviewed with three modules- the IIRIS unit, Remote Controller and the 

software interface. The IIRIS unit consists of a microcontroller, IR photodiode, Relay module and a USB 

connector. This unit receives signals transmitted from the remote controller. It decodes the received 

signal and generates a two-digit code. Every code here resembles a specific operation with respect to 

the electronic devices. It sends the generated code to the computer. 

  Any TV remote can be integrated with the device, which will transmit IR signal to the IIRIS unit.   

The software interface is developed using VB.net. It receives the code from the IIRIS unit through its 

serial port and executes the respective command. It is also used to configure the remote controller. 

 
Methodology 

 The different methods involved in the development of the system are described in this section with 

the appropriate diagrams. 

Block Diagram 

 
Remote Controller IIRIS Unit Software Interface 

Figure 1: IIRIS Block Diagram 
 

The system is divided into three modules 

The IIRIS unit 

 The IIRIS unit is the main module of this device 

which is responsible for receiving the IR signal send 

by remote controller. It decodes the received signal 

and generates a two-digit code. These codes are 

responsible for specific operations to the electronic 

devices. These codes are transferred to the software 

interface via USB connector. Power supply of 5v is 

required. 
 

Remote Controller 

 An ordinary TV remote of any brand, size or shape can be used to 

act like a computer mouse or keyboard using simple configuration. It 

transmits IR signals to the IIRIS unit through IR emitter. Power supply 

depends on the remote. The remote buttons are used to control the 

computer and other electronic devices. It acts as the mouse and the 

keyboard for the computer. 

 
Figure 2 Two-digit code  

 
Figure 3 Remote Controller  
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The software interface 

 Software interface is developed on the .NET framework using VB.NET. It receives code from the 

serial port of the computer. Based on the code, it decides the function to be performed on the computer 

and other electronic devices. It is responsible to configure the remote controller. 

 
Figure 4 Code  

Hardware Unit 

The system consist of four hardware components- 

 IR photodiode (TSOP 1738) 

 Arduino UNO R3 

 Relay module 

 IR emitter(TV remote) 

 
IR photodiode(TSOP 1738) 

 The TSOP 1738 is a member of IR remote control receiver series. This IR sensor module consists 

of a PIN diode and a pre amplifier which are embedded into a single package. The output of TSOP is 

active low and it gives +5V in off state. When IR waves, from a source, with a centre frequency of 38 kHz 

incident on it, its output goes low.   

 Lights coming from sunlight, fluorescent lamps etc. may cause disturbance to it and result in 

undesirable output even when the source is not transmitting IR signals. A bandpass filter, an integrator 

stage and an automatic gain control are used to suppress such disturbances. TSOP module has an 

inbuilt control circuit for amplifying the coded pulses from the IR 

transmitter. A signal is generated when PIN photodiode receives 

the signals. This input signal is received by an automatic gain 

control (AGC). For a range of inputs, the output is fed back to AGC 

in order to adjust the gain to a suitable level. The signal from AGC is 

passed to a band pass filter to filter undesired frequencies. After 

this, the signal goes to a demodulator and this demodulated output 

drives an NPN transistor. The collector output of the transistor is 

obtained at pin 3 of TSOP module. [2] 

 Working- In this proposed device IR photodiode works as a receiver which receives IR signal 

transmitted by the IR emitter. It requires 5v power supply. The signal pin is connected to one of the 

digital pin on the microcontroller.  

 

 
Figure 5 IR photodiode (TSOP 1738) 
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Arduino UNO R3 

  This is a microcontroller board based on the ATmega328P. It has 14 digital input/output pins (of 

which 6 can be used as Pulse Width Modulatio outputs), 6 analog inputs, a 16 MHz quartz crystal, a USB 

connection, a power jack, an In-Circuit Serial Programming header and a reset button. It contains 

everything needed to support the microcontroller; simply connect it to a computer with a USB cable or 

power it with a AC-to-DC adapter or battery to get started. Operating voltage of the microcontroller is 

5V. Contains 32 KB of flash memory enough to store the data for this 

particular project. [3] 

 Working- In this proposed device arduino is used to decode the 

signal received by the IR photodiode. It converts the decoded signal 

into two digit code, which is forwarded to the software interface in 

the computer via serial port. In case the decoded signal is meant to 

perform certain actions on other electronic devices, then it sends 

those instruction signals to the respective device.  

 
Relay Module  

  It is an electromechanical device. It contains a solenoid coil and some kind of mechanical assembly. 

When a coil is magnetized by applying its operating voltage it gets magnetized and changes the position 

of a switch. And the connected device will be ON or OFF depending on the connection. A circuit that 

powers the relay is completely isolated from the part that switches the AC devices ON and OFF. It 

provides electrical isolation. It has COM (common), NC (normally connected) and NO (normally open) 

terminal. [4] 

Working- In the proposed device relay is used to switch ON and OFF the electronic devices. It also 

provides isolation between Arduino that is running at 5V and electronic device running at 220 AC.  

 

USB interface 

 The Universal Serial Bus (USB) is a technology that allows a device to 

connect with the computer. It is a fast serial bus. It connects different devices 

using a standard interface. It can provide a small amount of power to the 

attached device through the USB cord. [5] 

 Working- In this proposed device USB interface is used to sent the two 

digit code generated by the microcontroller to the serial port of the 

computer.  

 
Schematic Diagram 

Outcome 

It has been observed that: 

 There is no lagging and delay in controlling the computer and 

other electronic devices up to 10 meters distance.  

 The device is working accurately in controlling electronic 

devices. 

 IIRIS is controlling computer and other electronic devices 

wirelessly using Infrared Signal, which is a cheaper medium 

of communication than radio waves.  

 
Figure 6 Arduino UNO R3 

 
Figure 8 USB interface 

 
Figure 9 Schematic Diagram of the device 
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 By controlling it means, performing multiple 

operations on computer and other electronic 

device. 

 This device can also be implemented for home 

automation. 

 
Advantages 

The advantages of this device are concluded as: 

 Reliable- Easy to adjust for different electronic device accordingly.  

 Efficient- An ordinary TV remote of any brand, size or shape can be configured with the device to 

control electronic devices. 

 Portable- The device is small and wireless which make it easy to carry around. 

 Easy to install. 

 Less Costly- The device uses Infrared Signal for communication which is cheap. 

 
Disadvantages 

There are a few disadvantages as: 

 Low Security- Infrared Signals can be intercepted easily. 

 Shorter Distance- The maximum distance of transmission is much lesser than that of radio waves. 

 Line of Sight (LOS) - the emitter and the receiver have to be in the LOS in order to transmit signals 

that is, any small obstacle could block the signal from transmission. 

 
Conclusion 

 IIRIS is a device which is used to control different electronic devices wirelessly. The device is easy 

to install and reliable as it can be adjusted to different electronic device for different operations. It 

shows that it is possible to design a small and portable device for controlling different electronics 

devices. The device is wireless using Infrared Signal for communication, which is a cheap means of 

communication. 

  The module system is flexible, that is, it can be used for controlling multiple electronic devices. It 

can be configured to any ordinary TV remote for emitting signals. The device is successfully created and 

tested on computer, light bulb, fan etc.  

  As the technology keeps changing every minute, there is always scope of future enhancement. In 

this case, there are few changes which can be implemented in future such as Customized Remotes for 

better security, Increase in range and Develop IIRIS Software's for Different Platforms. Customized 

Remotes for better security can be done by dynamic code generation for each and every button. 

Increase in range can be achieved by using laser Infrared technology.  
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Abstract 

 Plants are one of the fascinating groups of living organisms which covered almost all the on Earth. Plants are the 
producer of energy into the biosphere; provide food and good view of our environment. Since these plants are provider 
for more sustainable future for our environment, then we need to apply the most advanced technologies available to 
the study of plant life. The present-day, Plant growth is one of the huge challenges for our society and part of a new era 
which they termed “new biology.” The aim of this article is to identify the emerging technologies can transform plant 
science to identify the challenges of new biology. We need to assess what are our current technologies and we should 
try to find new ideas and technology for our better future for the advancement of plant science. 

 

Introduction 

 In the twenty-first century human race facing challenges in our environment for food, drinkable 

water, energy and clean environment that is climatic changes and environmental degradation due to 

pollution and accumulation of garbage. In these conditions plants is the only solution for the above-said 

problem. Plants play an important role in food production, determine the climate, habitat too many 

living beings, purifying our surrounding, increase the groundwater level and rainfall as well. 

So we are the position to find new technology by researches which is the only way to provide solutions 

to the major challenges of our future life.  

 Basically, all living beings including plants have a specific number of chromosomes with their 

genetic code with homologous genes for a specific trait such a things form a fundamental differences. 

During photosynthesis, many chemical reactions such as inorganic substances are converted into 

organic and these organic obtained from sunlight, soil and water. During growth and survive to plant 

the adverse environmental conditions and attacks from pests, pathogens, and herbivores, in their 

lifetime. In living beings single genome can produce an enormous range of size and the formation of its 

structure along with the biochemical pathway. 

 In biology, the olden methodology followed without applying specialized technology such as natural 

selection. But recently many well progressed technologies have followed in plant science. In this article, 

we are going to see the few recent technologies in plant science. 

 

Gene Editing Method 

 Genome editing is a group of advancement that able to change an organism's DNA. This technology 

allows genetic material to be added, removed, or altered at particular locations in the genome. Several 

attempts to genome editing have been developed. A recent one is known as CRISPR-Cas9, which is short 

for clustered regularly interspaced short palindrome repeats and CRISPR-associated protein 9. The 

CRISPR-Cas9 system has generated a lot of excitement in the scientific community because it is faster, 

cheaper, accurate, and more efficient than other existing genome editing methods. 

 A new gene-editing method gives a clear way to modify crops in hopes of making them yield more 

food, resist drought and disease more effectively. Research in the past year has shown that the resulting 

https://search.yahoo.com/search;_ylt=Awr9CWiCOchaYn0AhkhXNyoA;_ylu=X3oDMTByNWU4cGh1BGNvbG8DZ3ExBHBvcwMxBHZ0aWQDBHNlYwNzYw--?ei=UTF-8&type=73787_051117&fr=tightropetb&p=define+present-day&fr2=
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plants have no traces of foreign DNA, making it possible that they will not fall under existing regulations 

governing genetically modified organisms and will sidestep many of the consumer concerns over these 

GMOs. 

 This innovative is known as CRISPR and plants modified with it are sprouting in laboratory 

greenhouses around the world. Already, a lab in China has used it to bring fungus-resistant wheat; 

several groups in China are using the technique on rice in efforts to increase yields; and a group in the 

U.K. has used it to tweak a gene in barley that helps control seed germination, which could aid efforts to 

produce drought-resistant varieties. Indeed, because it’s so easy to do and the plants could avoid the 

lengthy and expensive regulatory process associated with GMOs, the method is increasingly being 

practised by research labs, small companies, and public plant breeders unwilling to take on the expense 

and risks of conventional genetic engineering. 

 The gene-editing technique could be critical in helping scientists keep up with the constantly 

emerge new microbes that attack crops, says Sophien Kamoun, who leads a research group at the 

Sainsbury Lab in Norwich, England, that is applying the technology to potatoes, tomatoes, and other 

crops to fight against fungal diseases. “It takes millions of dollars and many years of work to go through 

the regulatory process,” Kamoun says. “But the pathogens don’t sit and wait for you; they keep evolving 

and changing.” 

 In this technology have identified a plant-growth promoting gene, designated as "Purple acid 

phosphatase 2" (AtPAP2) from the model plant Arabidopsis thaliana. AtPAP2 is dually targeted to two 

energy-generating organelles of plant cells: chloroplasts and mitochondria. Chloroplasts carry out 

photosynthesis, a process that fixes CO2 in atmosphere into sugars using solar energy. The sugars are 

then used for plant growth including cell wall, biomass and seeds or consumed by mitochondria to 

produce adenosine triphosphate (ATP), a vital energy source for many cellular processes. 

 This is the first study of AtPAP2 in the world. The research team found that by dual expression of 

AtPAP2 on chloroplasts and mitochondria, the engineered plants can grow faster and produce 38% to 

57% more seeds. It is because AtPAP2 can modulate the import of some specific proteins into 

chloroplasts and mitochondria, and thereafter boost their capability to harvest solar energy and 

generate ATP. AtPAP2 is found to be the first protein that can regulate energy outputs from these two 

organelles simultaneously. 

 The polymer film Farming without soil is one of the new Japanese technology makes growing fruit 

and vegetables possible in any environment. Film farming is the brainchild of Yuichi Mori, the chemical 

physicist who founded Mebiol in 1995.It is the key to a cutting-edge farming method that makes it 

possible to grow fruits and vegetables on practically any flat exterior. 

Mori spent the majority of his career developing polymer advancements for the medical industry. 

However, he had long been attracted by plant biology and found insight in the adaptability of the 

vegetable kingdom. “In many ways, plants are more remarkable than humans,” he observes, pointing 

out that they sustain life on earth by providing an assets of food for animals and removing excess 

CO2 from the air.  

 The idea of applying polymer technology in agriculture came to him as he was building an artificial 

kidney nearly 20 years ago. He wondered if the same mechanisms used to build synthetic blood vessels 

and membrane filters could be used as a growth medium for vegetables. “Plants can solve many of 

society’s problems – from lifestyle diseases to environmental issues,” he explains. “I envisioned a world 

where we could take plants everywhere.” 
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  The Polymer film method made of hydrogel – a super blotting material typically used in household 

products such as disposable diapers – the film works by soaking up water and nutrients through a 

multitude of nano-sized pores measuring one-millionth of a millimeter in diameter. Plants grow on top 

of the film, but instead of digging into the ground, the roots spread across the surface of the membrane 

in feathery, fan-like formations 

 He began by growing a small plot of grass on hydrogel film under LED lights. After few decade of 

experimentation, Mori and his co-workers developed a soil-free farming system that could be used to 

cultivate crops in greenhouses on a large scale.  

 Film farming refers to an alternative method of organic farming uses a hydro membrane composed 

of water-soluble polymer (hydrophilic booster, SkyGel) and a hydro gel-based IMEC film as opposed to 

traditional soil. SkyGel acts as a bank and fertilizer for the plant, holding water up to 1,000 times its 

weight. The IMEC film and SkyGel work together to reduce the plant’s water consumption by 90% while 

increasing crop yield and plant fruitfulness. The supply with the hydrophilic booster is exceptionally 

nutritious and rich in sugars, GABA and Lycopene. Additionally, crops grown using film farming 

technology are immune to pathogens. The hydro membrane absorbs water and nutrients provided by 

the culture medium, but it does not release any to the plant side. The surface of the hydro membrane 

cannot be penetrated by any pathogens so, pesticides become pointless. Plants grown with a hydrophilic 

booster have proven to be more durable with induce seed germination and also improve plant 

tolerance.  

 This unique method of farming was invented in 2009 by Dubai-based Company Agricel, founded by 

Yalman A. Khan and Kunal G. Wadhwani. The Agricel network is primarily based in Japan, but it has 

extended to China and Australia. Agricel’s vision seeks to feed the future by promoting film farming and 

the use of hydrophilic boosters to limit the use of water and to fight world hunger. With the addition of a 

greenhouse, agriculture can be utilized anywhere in the world with film farming and hydrophilic 

technology. 

 
LED lighting system 

 Computer analytics, advanced lighting equipment, and the real-time system engineers are feeding 

new approaches to food production here in Canada and around the world, and make to reduce the 

expenditure and increase productivity in growing indoor and emerging vertical farming sectors. 

 Vertical farming turns the traditional farmer’s field on its head: picture a giant warehouse with 

layers and layers of vertically stacked growing pans as far as the eye can see. The stack stands hectares 

of open farmland. Indoor farming, aka controlled-environment agriculture, relies on new innovative to 

make optimal growing environments. So LEDs or light - emitting diodes are one of the keys to changing 

the economic and geographic factors of farming: consistent and controllable output; reduced heat 

output and power draw; lower acquisition and operating costs; all are among the LED’s benefits over 

light sources, including the familiar old fluorescent tube. 

 Those are among the results enjoyed at Ecobain Gardens, fully a controlled indoor growing 

provision and commercial farming operation based near Saskatoon, Saskatchewan. Herbs and super-

nutritious greens are among the crops grown and now sold in supermarkets across Canada. The indoor 

farm enabled to produce 18,000 pounds of each year in less than 1,400 square feet, using up to 98 

percent less water and zero harmful chemicals or pesticides in the process. 

 “Our goal is to grow our operation to a scale where we can make a difference to the people of our 

community who need quality nutrition, no matter their economic standing or geographical location,” 

http://www.ecobaingardens.ca/about-us.html
http://nfsc.umd.edu/news/mighty-microgreens
http://nfsc.umd.edu/news/mighty-microgreens
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said Brian Bain, co-founder and CEO of Ecobain Gardens, saying the new technology helps him fill what 

he calls that “massive void … in our food system” that can limit people’s access to quality food sources. 

“Our passion for growing plants and producing the best possible product, in unique and alternative 

ways, has helped shape our business and perspective on farming.”Technology has always been part of 

that vision: “We make use of new innovative in many ways farming plants;  

 Ecobain worked with Philips Lighting to complete installation of several Green Power LED 

Production Modules, Bain explained the more energy-efficient system was installed, Ecobain saw 

dramatic changes in its crops. The low heat output of the Philips LED lights produces healthier, more 

consistent plant growth by reducing the heat stress on the plant canopy and root zone by providing 

more uniform lighting. The LEDs can be ‘tuned’ so their light output colour frequency is even more 

useful for plants. 

 “The lights are mix of red and blue LED,” Bain described. “We also have designed our farm to have a 

fairly high intensity of light compared to others in the space, for a few key benefits. We have recorded a 

long list of crop reactions from differing light spectra, intensities, and photo-periods, although lighting is 

only one of the many factors affecting plant growth and quality.” Yes, he added, the LED lighting gives 

the pink tint; full spectrum LEDs are used for the packaging area and other essential processes. 

 An LED’s heat output is much less in its color temperature that means increased space efficiency: 

crop trays and grow beds can be placed closer together for more yields in the same area. Overall, the 

LED lighting system helped to reduce Ecobain’s HVAC system costs by almost 50 percent 

 
Phytomining  

 The present world is facing problems with a wide variety of pollutants and contaminants (both 

inorganic and organic). Healthy soil, clean water, air are the soul of life. The contamination of the 

environment with toxic metals has become a global problem, affecting crop yields, soil biomass, and the 

fertility, contributing to the bioaccumulation and biomagnifications in the chain. Last few decades, 

research groups have recognized certain chemical pollutants such as toxic heavy metals may remain in 

the environment for a long period and gradually accumulate to the levels that could harm humans. 

Moreover, the numerous classes and types of these chemicals apart from the soil structure complicate 

the removal of many toxic metals from the environment. As an alternative ecological approach has been 

developed, the use of plants to clean up the soil by contaminated with toxic metals. Wide range of 

phytotechnologies has emerged as a feasible technology for environmental restoration. The wide 

recognitions for this approach is supported by the fact that it is considered to be an environmentally 

friendly technology, safe and also a cheap way to remove contaminants, in some cases doing the same 

job as a group of engineers for one-tenth of the cost. 

 Phytoremediation is a general term for several ways in which plants are used to clean up, or 

remediate sites by removing pollutants from soil and water. Plants can break down, or degrade organic 

pollutants or content and stabilise metal contaminants by acting as filters or traps. Some of the methods 

are being tested and described. Treating metal contaminants with metals, plants are used to either 

stabilise or remove the metals from the soil and groundwater through three mechanisms: 

phytoextraction, rhizofiltration, and phytostabilisation. Phytoextraction, also called phytoaccumulation, 

refers to the uptake and translocation of metal contaminants in the soil by plant roots into the 

aboveground portions of the plants. Certain plants, called hyper accumulators, absorb unusually large 

amounts of metals in comparison to other plants. These plants are selected and planted at a particular 

site based on the type of metals present in that site conditions. After the plants have been allowed to 

http://www.usa.lighting.philips.com/products/horticulture.html
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grow for some time, they are harvested and either burn down or composted to recycle the metals. This 

procedure may be repeated as necessary to bring soil contaminant levels down to allowable limits. If 

plants are incinerated, the ash must be disposed of in a hazardous waste landfill, but the volume of ash 

will be large. 

 It is defined as the uptake and pre-concentration of bio available metal species from the 

environment into the plant biomass in a natural way. Phytomining is the phytoextraction of metals for 

commercial gain. Phytomining is the production of a ‘crop’ of a metal by growing high-biomass plants 

that accumulate high metal concentrations. Some of these plants are natural hyper accumulators, and in 

others the property can be induced. Nicks and Chambers (1994, 1995 and 1998) were the first to 

propose this new way of elimination of metals. Pioneering demonstrated in this field might lead to a 

‘green’ alternative to existing environmental destructive, opencast mining practices. Phytomining for a 

range of metals is a real possibility, with the additional potential of the exploitation of ore bodies that it 

is uneconomic to mine by conventional methods. The system differentiates between annual and 

perennial crops and takes into account fertilization and soil exhaustion. This project can be succeeds 

depend on some of the energy of combustion of raw material recovered. In tropical regions it should be 

possible to have crops maturing in each month and thus keep the incineration plant busy throughout 

the year. It has also been suggested that biomass could be stored in the field or near the incineration 

plant for burning according to the energy requirement schedule. The stages of phytomining can be 

visualize into two scenarios, the first is development of a large-scale commercial project involving 

square kilometres of metal-rich soils, such as those derived from ultramafic rocks or low-grade 

mineralization. The second and perhaps more likely, scenario is phytomining by small holders 

throughout a region, in which a farmer might grow a few hectares of plant and have it collected for 

processing at a nearby facility. This should be preferably close to a large city, where industrial waste 

could be used as feedstock for the incineration plant, which in turn could supply steam for producing 

local supplies of electricity. Plants able to accumulate high concentrations of heavy metals are known as 

hyper accumulators. The concentration accumulated is 100 times those that occur in non-accumulator 

plants growing in the same substrates. For most elements the threshold concentration is 1000μg g-

1(0.1%) dry mass except for zinc (10 000μg g-1), gold (1μg g-1and cadmium (100μg g-1). About 300 

species hyper accumulate nickel, 26 cobalt, 24 copper, 19 selenium, 16 zinc, 11 manganese, one thallium 

and one cadmium (Brooks, 1998) (Table 1). Most of these plants were regarded as scientific curiosities 

until it was proposed (Chaney, 1983; Baker Brooks, 1989) that some might be used to produce a crop of 

a metal. Such ‘phytomining’ operation would entail planting a hyper accumulator crop over a low-grade 

ore body or mineralized soil, and then harvesting and incinerating the biomass to produce commercial 

‘bio-ore’. 

 Bio harvesting of metals from high biomass plants grown in soil substrates particularly those 

associated with sub-economic mineralization is termed phytomining. It is a less expensive and 

environmental-friendly method for recovery of dispersed metals from soils and waters, characterized 

by simplicity of implementation. Phytomining has many advantages over conventional mining. It offers 

the possibility makes full use of ore bodies or mineralized soils that are uneconomic to work, and its 

effect on the environment is minimal when compared with the erosion caused by opencast mining. The 

area to be mined may be ‘ready vegetated’. A ‘bio-ore’ has a higher metal content than a conventional 

ore and therefore needs far less space for storage and because of its low sulphur content, smelting of a 

‘bio-ore’ does not contribute significantly to acid rain. 

 



Vol. 5     Special Issue 3   April 2018    ISSN: 2321-788X 

 

 

Shanlax International Journal of Arts, Science and Humanities Page 49 
 

Plants can detect explosives 

 Scientists have attained with a strange new method for detecting explosives: using spinach. The 

plants are permeated with fluorescent “bionic” nanotubes that emit infrared light. In the presence of 

specific chemicals, the light turns off and this can be used as a signal that explosives are present. The 

change in fluorescence can even be detected using a modified mobile phone. It’s all down to the fact that 

plants draw up large amounts of water through their roots and up to their leaves without using much 

energy. So in this case, the spinach is being used as an automatic water-sampling system for the 

explosive detecting nanotubes. 

 This impressive ability is one of many reasons why plants are often used not just as food and 

clothing but as part of complex technologies. Here are some more amazing ways we can use vegetation. 

Spinach is no longer just a super food: By embedding leaves with carbon nanotubes, MIT engineers have 

transformed spinach plants into sensors that can detect explosives and wirelessly relay that information 

to a handheld device similar to a smart phone. This is one of the first demonstrations of engineering 

electronic systems into plants, an approach that the researchers call “plant nanobionics.” 

 In this case, the plants were designed to detect chemical compounds known as nitro aromatics, 

which are often used in landmines and other explosives. When one of these chemicals is present in the 

groundwater sampled naturally by the plant, carbon nanotubes embedded in the plant leaves emit a 

fluorescent signal that can be read with an infrared camera. The camera can be attached to a small 

computer similar to a smart phone, which then sends an email to the user. 

 

Conclusion 

 Over the past decade, plant biology has matured and is homing in on many of the classic great 

mechanisms of cell and tissue development, the interplay of hormones, mechanisms of cell wall 

construction, growth, structure of signalling, metabolic networks mechanisms of environmental 

perception and adaptation. In advances the insight of protein degradation is central to hormone 

signalling and perception, the identification of ion transporters as receptors, regulatory networks for 

hormones, nasty movements of guard cells, as well as breakthroughs in understanding embryo, guard 

cell, and root development. We certainly expect that new technologies will continue to revolutionize 

biological research. Plant science has not often been the driver of innovation but often enough has 

profited from developments made in other areas. This could be addressed and overcome by dedicated 

workshops and demonstrations, such as a recent meeting in the UK to accelerate technology 

development with an emphasis on plant-specific needs. One of the biggest challenges for the new plant 

sciences will be access to funding to support innovation and develop and use the new technologies.  
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Abstract 

 Cloud Computing is widely spreading apparent technology in the recent years. The usage of cloud computing has 
increased expeditiously in many of the IT companies and other organizations. Cloud computing enables individuals and 
organizations to obtain access to massive computing resources. The users can avail oneself of computing resources in 
pay per use fashion. The cost of storing huge amount of data in the cloud storage is low comparing to local storage. 
Make sure the security of cloud computing is a big factor in the cloud computing environment, as users often store 
upset information with cloud storage providers but these providers are not trust worthy. Handling the single cloud is 
nothing but forecast to become less popular with customers due to threat of service accessible failure and the 
possibility of mischievous intruders in the single cloud. A movement towards “multi-clouds”, or in other words, “inter-
clouds” or “cloud-of-clouds” has emerged recently. This paper focuses on challenges and security issues to attain data 
security from Multi-clouds using cryptography techniques. This paper proposes introducing a Trusted Third Party, 
tasked with assuring specific security characteristics with a multi-cloud environment. Cloud contributor must address 
privacy and safety issues as a matter of elevated and insistent prime concern.  
Keywords: Cloud computing, storage, multi-clouds, encryption. 

 

Introduction  

Cloud Computing  

 Cloud computing uses the Internet, central servers to organize the data and allow applications, it 

also allow individual users and business people to mobilize the application. The technology allows for 

incompetent computing by centralizing storage, processing memory, and bandwidth.  According to The 

National Institute of Standards and Technology (NIST) is defined as ”Cloud computing is a model for 

enabling convenient, on-demand network access to a shared pool of configurable computing resources 

(e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released 

with minimal management effort or service provider interaction.” [1]. 

 Cloud computing is divided into three different categories such as Software as a Service (SaaS), 

Infrastructure as a service (IaaS), Platform as a Service (PaaS). The SaaS provides application software 

which the user can use. The Paas is stated as the platform for the user to do his operation. The Iaas is 

stimulated as physical or virtual devices for user. And each provides different services to the user. The 

cloud is available in four-deployment model namely [1].  

1. Public Cloud  

2. Private Cloud  

3. Community Cloud  

4. Hybrid Cloud  

 Public Cloud: If the cloud computing resides outside an organization and if it is accessed by third 

party, it is called the public cloud.  

 Example: Amazon Elastic Compute Cloud (EC2), Google App Engine, Windows Azure Services 

Platform.  
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 Private Cloud: If the cloud computing resides inside an organization and file or application 

accessed through a secure network is called the private cloud.  

 Community Cloud: Unconventional organization with same policy and requirement share a 

corresponding cloud computing and is called community cloud  

 Hybrid Cloud: Combination of public, private and community cloud is called the hybrid cloud. 

 Cloud computing is a disruptive 

technology that has the potential to enhance 

collaboration, agility, scaling, and availability, 

and provides the opportunities for cost 

reduction through optimized and efficient 

computing. The cloud model envisages a world 

where components can be rapidly 

orchestrated, provisioned, implemented and 

decommissioned, and scaled up or down to 

provide an on-demand utility-like model of allocation and consumption. 

 NIST defines cloud computing by describing five essential characteristics, three cloud service 

models, and four cloud deployment models. They are shown in Figure 1. 

 
Cloud Storage 

 Cloud computing is popular and in 

demand technology with a storage called 

cloud storage. Cloud storage is a virtualized 

area over Internet. The service is provided by 

the QOS assurance and it also consist of many 

resources in a single system. Cloud storage can tolerate repetitive errors. IT sector can easily adopt for 

cloud storage rather than updating for hardware frequently.  

 
Advantages 

 Cloud storage avoids the need to buy storage equipment.  

 User must pay for the amount of storage he is using.  

 Cloud storage allows user to access the broad range of application and resources immediately, 

which are hosted by others.  

 
Disadvantages 

 Since data is weak, it can be hacked by unauthorized users.  

 Cloud storage is expensive for day time users.  

 Data Security is not guaranteed totally for our data.  

 
Cloud Storage Architecture 

 Cloud storage architectures are mainly about delivering storage on demand in a highly scalable and 

multi-tenant way. Cloud storage architectures contain a front end that exports an API to communicate 

with the backend storage.[4] In traditional storage systems, this API is the SCSI protocol however in the 

cloud, these are evolving protocols. At this layer, there is web service, file-based Internet SCSI or ISCSI 

 
Figure 1 Cloud computing 

 
“Figure 2: Sample Cloud Storage” 
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front ends. This layer is the first communication point between the user and the service provider. Users 

access the services using their credentials.  

 The midpoint component layer is called storage controller that interconnects and communicates 

from the API to the backend storages. This layer has a variety of features such as replication, traditional 

data placement algorithms with geographical location. Finally, the back-end consists of physical storage 

space for data. This is being a central protocol that runs dedicated programs or a traditional back-end to 

the physical disks. 

 

Advantages of cloud storage [3] 

 Usability: All cloud storage services reviewed 

in this topic have desktop folders for Macs and PCs. 

The user is allowed to drag and drop files between 

the cloud storage and their local storage.  

 Bandwidth: You can avoid emailing files to 

individuals and instead send a web link to recipients 

through your email.  

 Accessibility: Stored files can be access from 

anywhere and anytime through Internet.  

 Disaster Recovery: It is highly suggested that business have an emergency backup plan ready in 

the case of an emergency. Cloud storage can be use as a backup plan by business by providing a 

second copy of essential files. These files are stored at a remote location and can be access through 

an internet connection.  

 Cost Savings: Business and organizations can often reduce annual operating costs by using cloud 

storage; cloud storage costs about 3 cents per gigabyte to store data internally. Users can see 

additional cost savings because it does not require internal power to accumulate information 

remotely.  

 
Disadvantages of cloud storage [3] 

 Usability: Be careful when using drag/drop to move a document into the cloud storage folder. The 

document might be permanently moved from its original folder to the cloud storage location. The 

text can be copy and pasted instead of drag/drop, so that the document can be retained in original 

location.  

 Bandwidth: Several cloud storage services have a specific bandwidth allowance. If an organization 

surpasses the given grant, the additional charges could be significant. However, some providers 

allow unlimited bandwidth but the factor is that companies should consider when looking at a cloud 

storage provider.  

 Accessibility: The data cannot be accessed without internet. 

 Software: If the file as to be manipulated locally through multiple devices, then the service should 

be downloaded on all devices.  

 Data Security: There are concerns through the safety and privacy of significant data stored 

remotely. The possibility of private data commingling with other organizations makes some 

business uneasy. 

  

 

 
“Figure 3 Generic Cloud Storage Architecture” 
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Security Requirements in Cloud Storage  

 Security is the protection of information assets through the use of technology, processes, and 

training [6]. Cloud storage is a service that includes inherent vulnerabilities, but these have never 

dissuaded users from taking advantage of its economies and flexibilities.  

With implementation of a cloud model, users lose control over physical security. Users raised concerns 

whether their data are accessed by the unauthorized person since there are many user distributing the 

resources over the cloud.  

 Sharing the cloud with other users possesses risks and concerns over security. Security overall 

covers mainly three aspects: Confidentiality, Integrity and Availability (CIA). These aspects are the 

highest considerations in designing a security measure to ensure maximum protection.  

 Confidentiality: Protecting data and information from disclosure to the unauthorized person.  

 Integrity: Protecting data and information from being modified by the unauthorized person.  

 Availability: Authorized people can access and use data and information whenever required. 

 
Securing Access  

Securing access to protected data and 

information is restricted to the certain level of the 

user authorized to access it. This mechanism is 

required to control the access of protected data.  

The sophistication of the access control 

mechanisms should be in parity with the value of 

the information being confined, the more sensitive 

or valuable information must be stronger and 

controlled by the mechanisms. The foundation on 

which access control mechanisms are built must be started with authentication, authorization and 

encryption.  

 
Data Protection  

 Cloud storage that holds data and information on the cloud is required on data integrity. Data 

integrity depends on the assurance pursued by the user that data are unchanged on the provider 

infrastructure. Data integrity threats involve both malicious third party occurrences and hosting 

infrastructure weaknesses. Protecting data from loss and leakage involves integrity of many parties 

involved in providing the resources. Some schemes and mechanism are needed to ensure the data and 

information kept on the cloud is unaltered or removed. It is suggested to practice auditing techniques 

such as proof-of-irretrievability and proof-of-data possession to enable verification.  

 Another issue also rises as users found that if their data is accidentally deleted, the provider can 

restore a backup file means the data is still kept by the provider. In FADE [7], a secure overlay with file 

assured deletion is exists. It is a policy-based scheme that reliably removes files and withdraws file-

access policies on it. Thus, even if a data is restored by a provider, the file is restricted from read/write 

as the file-access policies are revoked.  

 
Ensured Redundancy  

 Data availability is critical. Cloud storage providers must guarantee that the data will always be 

available autonomously regardless of hardware failures, corrupted physical disks or downtime. 

 
“Figure 4: Cloud Storage Security Aspects and Challenges” 
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Hardware failures can happen at any time including failures caused by environmental failure such as a 

natural disaster, flood or even fire.  

 A hardware design is build on a basis of having redundancy and minimum on its own points of 

failure. At the design phase, the analyst creates a physical hardware map that shows all the connection 

points for the server, storage, network and software. 

Clouds-of-Clouds [4] 

 Cloud providers address privacy and 

security issues as a matter of high and urgent 

priority. Dealing with “single-cloud” 

providers is becoming less popular with 

customers due to potential problems such as 

service availability failure and the possibility 

that there are malicious insiders in the single 

cloud. In recent years there has been a move 

about “multi-clouds”, “inter-cloud” or “cloud-

of-clouds”. 

 
Disadvantages 

1. Cloud providers address privacy and security issues as a matter of high and urgent priority. 

2. Dealing with “single-cloud” providers is becoming less popular with customers due to potential 

problems such as service availability failure and the possibility that there are malicious insiders in 

the single cloud 

 The paper focuses on the issues related to the data security aspect of cloud computing. As data and 

information is shared with a third party, cloud computing users must avoid an untrusted cloud 

provider. Protecting and private information, such as credit card details or a patient’s medical records 

from attackers or malicious insiders is of critical importance. Also, the potential for migration from a 

single-cloud to a multi-cloud environment is examine and research related to security issues in single 

and multi-clouds in cloud computing are surveyed. 

  
Advantages 

1. Data Integrity 

2. Data Intrusion. 

3. The user runs custom applications using the service provider’s resources 

4. Cloud service providers ensure the security of their customers’ data and should be responsible if 

any security risk affects their customer service infrastructure. 

5. Trusted Third Party [5] 

The trusted Third Party services within the cloud, leads 

to the establishment of the necessary trust level and provides 

ideal solutions to preserve the confidentiality, integrity and 

authenticity of data and communications. In cryptography, a 

Trusted Third Party (TTP) is an entity which facilitates 

secure interactions between two parties who both trust this 

third party [5]. The scope of a TTP within an Information 

System is to provide node-to-node security services, which 

 
Figure 5 Multi-clouds structure 

 
Figure 6 TTP to enable cloud federations 
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are scalable, based on standards and useful across different domains, geographical areas, and 

specialization sector. The establishment and the assurance of a trust relationship between two 

transacting parties are concluded as a result of specific acceptances, techniques and mechanisms. The 

Third Party reviews all critical transaction communications between the parties, based on the ease of 

creating fraudulent digital content. Introducing a Trusted Third Party specifically address the loss of the 

traditional security boundary by producing trusted security domains. A Trusted Third Party is an 

impartial organization delivering business confidence, through commercial and technical security 

features, to an electronic transaction. It supplies technically and legally reliable means of carrying out, 

facilitating, producing independent evidence about and arbitrating on an electronic transaction. Its 

services are provided and underwritten by technical, legal, financial and structural means. This 

infrastructure leverages a system of digital certificate distribution and mechanism for associating these 

certificates with recognized origin and target sites at each participating server. TTP service is provided 

and underwritten not only by technical, but also by legal, financial, and structural means [5, 6]. TTP is 

operationally associated through chains of trust (usually called certificate paths) in order to provide a 

web of trust forming the notion of a Public Key Infrastructure (PKI). Public Key Infrastructure provides 

technically sound and legally acceptable means to implement: 

 Strong Authentication: The control of authenticity, the process of identification of parts involved in 

electronic transactions or exchange of information with electronic means. 

 Authorization: The authenticated access to resources, database and informative systems by users. 

 Data Confidentiality: The protection of data either locally stored or in transmission from 

unauthorized access. 

 Data Integrity: The protection of information and maintaining the originality of data without any 

modifications from unauthorized users. 

 Non-Repudiation: Ensuring that no part of an electronic transaction can deny its attendance in it. 

PKI in a distributed system, benefits from the coupling with a directory. LDAP protocol is that entire 

information of the organization can be consolidated into a central repository. For example, rather than 

managing user lists for each group within an organization, LDAP can be used as a central directory 

accessible from anywhere on the network.  

 Certificate status information, such as certificate revocation lists (CRLs). The X.509 standard defines 

the format and semantics of a CRL for a PKI. Each entry in a Certificate Revocation List includes the 

serial number of the revoked certificate and the revocation date. The CRL file is signed by the Certificate 

Authority to prevent unauthorized modifications. Optional information includes a time limit if the 

revocation applies for only a period of time and a reason for the revocation. CRLs contain certificates 

that have either been irreversibly revoked or that have been marked as temporarily invalid (hold). 

 Digital certificates are revoked for many reasons. If a CA discovers that it has improperly issued a 

certificate, for example, it may revoke the original certificate and reissue a new one. Or if a certificate is 

discovered to be counterfeit, the CA will revoke it and add it to the CRL. The most common reason for 

revocation occurs when a certificate's private key has been compromised. Other reasons for revoking a 

certificate include the compromise of the issuing CA, the owner of the certificate no longer owning the 

domain for which it was issued, the owner of the certificate ceasing operations entirely or the original 

certificate being replaced with a different certificate from a different issuer. 

 Private Key encryption involves the encryption and decryption of files using a single, secret key. 

System needs to perform a single, reversible mathematical equation to encrypt or decrypt a file, the 

process is almost transparent. Users encrypt entire file system, protecting them from outside observers. 

https://searchsecurity.techtarget.com/definition/private-key
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As long as everyone who is verified has the cryptographic key stored on the system, file access is quick 

and easy. PKI deployed in concert with Single-Sign-On (SSO) mechanisms are ideal for distributed 

systems, such as cloud storage, where users navigate between an abundance of cross-organization 

boundaries. In a Single-Sign-On environment user signs on once using a password, smart card or other 

authentication mechanism, and thereby obtains access to multiple resources on different machines. PKI-

based and Single-Sign-On mechanisms are essential within a cloud storage, since they provide 

transparent strong authentication across different physical resources. SSO with PKI results in enhancing 

security, authorization and authentication processes.  

The TTP can be depending on: 
 Server and Client Authentication. 

 Creation of Security Domains. 

 Cryptography Security by hash functions. 

 Authorization based on Certificate. 

 
Server and client authentication 

 In a cloud storage, entities involve in interactions requires to certify by the Certification authority, 

these include certifying virtual servers, physical infrastructure servers and the networks devices (Fig. 

3). The PKI gives secure access control with a unique verifiable identity user can determine what level 

of access to grant to that device. Certification authority is responsible for generating these required 

certificates while registering these within the trust network. Digital signatures in combination with SSO 

and LDAP, appliances authentication process by ensuring users mobility and flexibility. The certificates 

allow the device to receive an update and the cryptography in the secure element allows the device to 

verify the server as well as the signed code using Over-the-Air (OTA) Updates. 

 As the cloud users are increasing each service is going to require a secure authentication and 

authorization process. Users require making use of applications deployed on their virtual office without 

having to repeat the authentication process on each service provider but make use of a single strong 

authentication process that authorizes them to use services across trusted parties. 

Shibboleth is an open-source software that provides Single-Sign-On capabilities and allows sites to 

make informed authorization decisions for individual access of protected online resources in a privacy-

preserving manner.  

 Shibboleth technology depends on a third party to get the information about a named attributes. In 

the proposed system architecture, it is essential to distinguish the authentication process from the 

authorized users this is performed by the TTP and LDAP. During the authentication process a user is 

required to navigate to his home organization in this phase information is exchanged between the home 

organization and user. Access to resources is either granted or rejected after the successful 

authentication of a user, according to the user attributes permission (Fig. 4). 

  The function of the Shibboleth system is to support identity federation between multiple sites using 

the SAML protocol standard. Security Assertion Markup Language (SAML) is an XML-based standard for 

exchanging authentication and authorization of data between security domains to maximize 

interoperability between communicating parties.  

Creation of security domains 

 The PKI and LDAP technology, will leads to trust relationships between entities. Cloud 

infrastructures can be organized in distinctive security domains. Multi-clouds are a collection of 

different Clouds that can interoperate, users can upload the files by splitting data on different clouds. 
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 Cryptography Security by hash functions  

 In the cloud storage the protection of personal information and sensitive data within the framework 

compose a vital factor for the successful formation of SaaS and IaaS models. Confidentiality, privacy and 

integrity of data can be protected through encryption. Using a combination of symmetric and 

asymmetric cryptography can offer the efficiency of symmetric cryptography. Symmetric 

key encryption schemes can be used to create cryptographic hash functions. A hash function takes a 

block of data called the message, and returns a fixed-size string, which can be called the hash, hash value 

or message digest. The hash value ensures the changes in a message, by any accidental or intentional 

change to it will result in a completely different hash value. By comparing the hash values of a message 

before and after an event, such as downloading it, the integrity of the data can be validated. 

 
Authorization based on Certificate 

 Certificate-based authentication is the use 

of a Digital Certificate to identify a user, 

machine, or device before granting access to a 

resource, network, application, etc. In the case 

of user authentication, it is often deployed in 

coordination with traditional methods such as 

username and password. Therefore, access 

control models of traditional identity based are 

not effective, and access decisions need to be 

made based on attributes. PKI Certificates can 

be used for enforcing access control in the Web 

environment. An example is the use of an 

extended X.509 certificate that carries information about a user. These certificates are issued by a 

certification authority that acts as a trust center in the global Web environment. A digital certificate is a 

digital credential that provides information about the identity of an entity as well as other supporting 

information. A digital certificate is issued by an authority, referred to as a certification authority (CA).  

 The application provider can use his own certificate to authenticate himself in communications 

with the cloud but also use this certificate to encrypt and decrypt application data. Management of key 

is a critical issue in cloud infrastructures this includes dealing with the generation, exchange, storage 

and replacement of keys. It includes cryptographic protocol design, key servers, user procedures, and 

other relevant protocols. Keys are principally stored and protected at a hardware infrastructure level. In 

such an environment deploying tamper proof devices for key protection is essential e.g. user smart 

cards coupled with Hardware Security Module as part of the virtual deployment. The proposed solution 

calls upon cryptography, specifically Public Key Infrastructure and hash functions, to ensure the 

authentication, integrity and confidentiality of data and communications. The use of multi-clouds can 

protect the data from intruders and malicious attacks.  

 Public key Infrastructure is able to effectively transform security problems into key management 

issues. Ultimately, the success of the proposed solution, as any cryptographic system, is dependent on 

controlling access to private keys. The Quality of Service provided is a key issue, also in host-to-host 

communication, as additional encryption processes could deter efficiency.  

 

 

 
Figure 7 A user authenticates himself with a cloud service using his personal certificate which in 

combination with the service provider certificate is used to secure and encrypt all communications 
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Conclusion 

 This paper contends a security solution to a number of challenges in a cloud environment, which 

pressure clients from the security issues, by trusting a Third Party. Multi-Cloud computing offers 

deployment architecture, with the ability to protect data from intruders and malicious attacks. The 

cryptographic techniques are used to maintain the data integrity and confidentiality. Using the hash 

function techniques assures the integrity of data. 
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Abstract 

 A Mobile Adhoc Network is a group of wireless mobile computers in which nodes cooperate by forwarding packets 
for each other to allow them to communicate beyond direct wireless transmission range. Due to wide-ranging 
characteristics of the Ad Hoc Networks like decentralization, dynamic topology and neighbor based routing, it is 
always at risk to internal as well as external attacks. In a mobile ad hoc network (MANET) where security is a crucial 
issue, trust plays an important factor that could improve the number of successful data transmission process. Many 
solutions proposed by the researchers and currently being upgraded in this area. Most of them are designed to operate 
in specific particular situations, which may fail to work successfully in other scenarios. The aim of this present work is 
to emphasize on the use of trust concept to enhance the security by calculating proportion based trust in a global 
aspect. The existing work offers an substitute to improve the trustworthiness of the neighborhood and secure the 
routing procedure. It helps in computing the trust in neighbors and selecting the most secure route from the available 
ones for the data transfer. In the proposed model, trust is not calculated for any particular situation instead, it is 
computed based on a summary of the behavior of the node for a specific amount of period. 
Keywords MANET, AODV, Trust. 

 
Introduction 

 Mobile ad-hoc network MANET is a new concept in the wireless communication world. In MANET 

networks are formed and destroyed on the fly without any centralized controlled. MANET is a collection 

of independent mobile nodes that can communicate to each other via radio waves. Mobile Ad-Hoc 

network is a system of wireless mobile nodes that dynamically self-organizes itself in arbitrary and 

temporary network topologies [2]. Each intermediate node acts as a router and is responsible for 

forwarding the packets and monitoring the network. Due to the lack of centralizing management; 

security is a major concern in this dynamic, error-prone, multi-hop wireless communication network. 

[1]. An ad hoc network a collection of mobile nodes without any predefined infrastructure. The network 

is very dynamic; a node may enter and leave the network on a frequent basis. Nodes may also be mobile, 

that they move within the network itself or from one ad-hoc network to the other [5]. “Trust, is a 

particular level of the subjective probability with which an agent will perform a particular action, both 

before we can monitor such action (or independently of his capacity of ever to be able to monitor it) and in 

a context in which it affects our own action” [9]. 

Trust is a belief that the principal, when asked to act, will act according to a predefined description, 

this implies that the principal will not attempt to harm the requester, regardless of how it carries out 

the request. 

We can make three points of the definition above. 

 Trust is subjective. 

 Trust is affected by actions that cannot be monitored. 
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 The level of trust depends on our inherent actions. 

  Existing security trends provide the criteria to build the Certain level of trust in the network. 

For example, cryptographic algorithms for privacy and digital signatures, authentication protocols for 

providing authenticity and access control methods for managing authorization. However, these methods 

do not handle the general concept of “trustworthiness.” For instance, a cryptographic algorithm is 

unable to say that, competent programmers have authored a piece of digitally signed code or a signed 

public-key certificate does not guarantee the owner’s authenticity. 

Trust has the following properties. [9]  

 
Existing Solution for Trust Calculation 

Transitivity: Trust is not necessarily transitive, that is, if A trusts B and B trusts C, and A does not 

necessarily trust C. 

Symmetry: Trust need not be symmetric, that is, A trusts B does not imply that B trusts A. 

Reflexivity: Trust is assumed to be reflexive, that is, a node trusts itself completely. 

A trust level is requested by a “Requester” to the 

“Recommender” in reply a recommender send its 

particular trust level to the requested node. Based 

on experience gained via hearing the channel and 

trust level received from the neighbor, a node calculates its intrinsic trust in a particular node for a 

specific entity. Ad hoc networks are based on “trust your neighbor” relationships. This relationship 

originates, develop and expire on the fly. A trust model can secure an ad hoc network from the attacks to 

some extent and identify the routes with a certain measure of safe and confidence. 

 
Trust Relationships 

 All Trust relationship exists between one-hop 

neighbors. When one neighbor holds a belief about 

other, the same idea in the reverse direction need not 

exist at the same time. Mutual trust does exist between 

entities, but we represent them as two separate trust 

relationships, which can be manipulated independently. 

 Trust can be seen in two ways, viz. 1. Direct Trust Relationship and 2. Recommender Trust 

Relationship. Each node maintains a database for its use. Based on experience and recommendations, 

these values are changed in the database at any time. Depending on the behavior of the direct (one-hop) 

neighbors, a node will calculate the trust value and will recommend the same in case of requested by 

any other node. For calculating the trust value of the remote node, a requester can demand 

recommendations from its neighbors. 

 A wide range of proposal is recommended to estimate the amount of trust between two 

communicating nodes in the ad-hoc network. Almost every method is based on situational trust for a 

particular category of activity. Such type of design helps in assessing target node‟s various activities. 

 As suggested by Alvarez Abdul-Rahman and Stephen Halles in [12], a requester issues 

Recommendation Request message (RRQ) and receives recommendation message. These 

recommendations are time bound and refreshed on a periodic basis. The recommended solution works 

as follows. 

 
Figure 1 Trust between Network Nodes 

 
Figure 2 Trust Relationship in the Network 
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 RRQ:: = Requestor_ID, Request_ID, Target_ID, Categories, RequestorPKC, GetPKC, Expiry Categories 

: : = SET OF (Category_Name) Recommendation Request (RRQ) 

Recommendation : : = Requestor_ID, Request_ID, Rec_Path, [SEQUENCE OF 

{Recommendation_Set, TargetPKC} | NULL] 

Rec_Path: : = SEQUENCE OF {Recommender_ID} 

Recommendation_Set: : = SET OF Recommendation Slip 

Recommendation_Slip : : = SET OF SEQUENCE 

{Target_ID, Category_Name, Trust_Value, Expiry} 

 

Trust Recommendation 

Requestor_ID - represents the identity of the requester 

Request_ID - is a unique identity of the request 

Target_ID - represents the identity of the target (about whom trust recommendation request is 

broadcasted) 

Categories - set of category names that requestor is interested in inquiring about. 

RequestorPKC – is a public key certificate, which can be used to encrypt the Recommendation_set 

(Optional) GetPKC – requestor interested in target‟s public key for further communication 

(optional) 

Rec_Path – contains the ordered sequence of recommender IDs. 

Recommendatin_Set – includes multiple instances of Recommendation Slip. 

Category_Name – Name of the category for which trust level is requested. 

Expiry – Contains expiry period for RRQ. 

 
Shortcomings of the Existing Solutions 

There are several problems with the existing solution. Some of them are, 

1. The current solution [12], computes the trust for a node in particular category. On the contrary, the 

2. Proposed solution calculates the global trust. It considers the overall behavior of the target node 

rather than looking at the specific types of activities. 

3. Expiry timers are maintained for the recommendations. If the timer expires and the path is still 

active, again the original requester has to request for the trust value of the target. Thus, the process 

is duplicated even in case of constant trust value. This incurs more delays and waste of processing 

time and bandwidth. 

4. The recommender is directly passing on its trust value of target node to the requester, and the 

original requestor computes the value on its own. There are chances of malicious recommendation 

from one of the recommender, lies in between the original requester and the target node. 

 
Proposed Method for Trust Calculation 

 Many solutions have been proposed to compute the trust level in ad hoc networks. Every result has 

its pros and cons and also designed and developed by keeping the particular situation in mind. Thus, it 

may or may not work in the other condition. 

 Ad hoc networks are based on “trust your neighbor” relationships. Since there is no centralized 

control, each node is responsible for a defended data communication and as a process of providing 

secure communication path; each node monitors its neighbors. However, each node has to assure that, it 

is communicating with a trustworthy neighbor. This proposal offers a unique way of computing the 
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trust level in the network and reduces the communication overhead by limiting the size of a packet 

containing trust level information. 

There are two different strategies for calculating target nodes trust 

value [13]. 

1. Direct Trust Value: This is relevant to the direct trust 

relationships, where a mobile node in a range can scrutinize the 

activities of its neighbors and calculate the trust value on its 

own. 

2. Recommender Trust Value: This is relevant to recommender 

trust relationship. In this case, trust value of out of range node 

is requested using RRQ (Recommendation Request). 

 In figure 3, node A can directly communicate with the node B, C, and D, as all of them are in A‟s 

communication range. Node E and F are out of range of node A, but it can still reach these out of range 

nodes via D and C respectively. Thus, node C and D will relay the message for A, in case A wishes to 

communicate with node E and F. 

 
Neighbour Monitoring 

 In a wireless approach, the nodes in a direct communication range can transfer the data packet, and 

updates are routing paths directly. But before this, a node has to assure that it is communicating with a 

legitimate node. At this point, the concept of trust in the network appears. Each node has a different 

trust level in its neighbors, and as stated earlier, this trust level is non-transitive, where A trusts B and B 

trusts C, but it does not imply that A trusts C, because A might have different trust level 

recommendations from its other neighbors about C. Similarly, trust is also non-symmetric; where A 

trusts B, that does not mean B also trust A or B may have different trust level value for A. 

 A node in a radio range of its neighbors can passively overhear the channel and ongoing activity at 

the other end. This is possible even if a node is not actively involved in a communication. Because of this 

unique characteristic of wireless networks, it is viable in ad hoc networks to monitor the neighborhood 

activities and record any offenses conducted. Each node regularly keeps track of the activity of its 

neighbors regarding the amount of successful data packets and routing updates forwarded correctly. In 

case of any malicious activity, a node will broadcast SID (Single Intrusion Detection) against the 

malicious node. The affecting nodes (which are in a radio range of a malicious and SID originator node) 

will recompute the trust level of malicious nodes and raise their trust level database. 

 
Validating Single Intrusion Detection 

 Malicious activity by any node can be detected, and other nodes are informed using Single Intrusion 

Detection (SID). It is quite likely that a malicious node may broadcast a false SID against a legitimate 

node or due to the unavoidable circumstances like poor radio connectivity, error in received packets, 

etc. a node may get detected as a compromised node by its neighbors, and a SID may broadcast against 

it. Thus, instead of blindly accepting the SID, following parameters are considered by a node receiving 

SID broadcast. 

 
Algorithm to validate SID 

1. Trust level of a node, which is broadcasting SID against a compromised node. 

2. If a compromised node is in a radio range, it will observe a compromised node for a specific period. 

 
Figure 3 Communication Range 
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3. It will request other neighbors for their recommendations about the compromised node. 

4. Depending on its conclusion, a node may recompute the trust level for either the compromised 

node or SID broadcasting node. 

until the original requestor computes the trust level for the targeted node. 

 
Trust Computation 

 As discussed earlier, each node computes its endemic trust based on its observation or 

recommendations from its neighbors. Unlike the scheme proposed in [12], where an original requester 

node computes the trust level recommended by intermediate as well as a final recommender, here 

every node calculates the trust level based on its inherent trust in its neighbors and forwards the 

computed trust towards the original requester. 

 A node continually observes the activities of the other nodes in its radio range and computes the 

trust level for each node. In case of SID broadcast, the compromised node is not evicted out of the 

network immediately, the significant trust level is computed, and if it falls below a certain threshold, 

then only the node is expelled from the network. 

 A node will compute the trust level of its neighbors based on SID (either broadcasted by itself or 

other nodes), beacons and acknowledgments (during ongoing communication with a particular node). 

Trust level computation also depends on received/ missing beacons and acknowledgments. 

 
Trust Recommendation 

Structure of the recommendation request (RRQ) message is almost same as the one used in [12]. 

RRQ : : = Requestor_ID, Request_ID, Target_ID Recommendation Request 

 In the above message, the RRQ does not contain Category and Expiry. We have not included these 

two parameters because we are not judging the trust of any node for a particular category. We are 

calculating the global trust, based on SID, hello beacons and acknowledgments. We have also not 

included the expiry time – during the ongoing communication, if the trust value of any active node is 

changed, the recommender will re-recommend the changed trust value to the requestor. This feature is 

based on the characteristic discussed earlier in which, an RRQ broadcasting node keeps track of the 

requester from whom the RRQ is received prior. 

Recommendation::= Requestor_ID, Request_ID, Recommender_ID, 

Target_ID, Trust_Value 

Request_ID: represents the identity of the request 

Target_ID: represents the identity of the target 

 In this proposal, each node computes its intrinsic trust level 

and forward it to the requestor, this process continues 

 In fig 4, node B and C are in the radio range of node A. 

Each parameter viz. SID, Beacon and Acknowledgment is rated on 

the scale of 0 to 5 where [3] 

Table 1 Trust Value Semantics 

Value Meaning Description 

0 Distrust Completely Untrustworthy. 

1 Ignorance Cannot make trust-related 

judgment about the entity. 

2 Minimal Lowest possible trust. 

 
Figure 4 Network Node Computing 

Trust Level of its Neighbors 
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 It computes the trust level as follows. Consider 

that node A is computing the trust level of node B. 

A node computing trust level, rates each of these 

events from 0 (zero) to 5 (five) based on its 

experience. This scheme proposed percentage 

based computation. It takes 60 % of SID, 20% 

Hello Beacons and 20% of Acknowledgments. In case of no data transfer there will not be any 

communication between two nodes and hence no acknowledgments, in this case, it takes 60% of SID 

and 40% of Acknowledgments. 

tv = 0.6 * sid + 0.2 * bcn + 0.2 * ack ….…..… (1) 

Here, 

tv = Trust Value 

sid = Single Intrusion Detection 

bcn = Beacon 

ack = Acknowledgment 

 Let’s assume that node A has gathered following details about node B after observing it for a 

particular period. 

sid = 4, bcn = 3, ack = 2 

tv = 0.6 * 4 + 0.2 * 3 + 0.2 * 2 = 3.4 

 Each node will use the above-described formula to compute its trust level in the neighboring node. 

Even if it is recommending the trust level of its neighbors to the requestor, it will first calculate the trust 

level in above described manner and forward it to the recommendation requester node. 

 If a node (either intermediate or the original RRQ generator) is seeking the trust level for a node, 

which is not in its radio range, it will broadcast RRQ to its neighbors. 

 In case of recommending the trust value of the target node, the recommender will calculate the 

trust using the equation (1) and forward it to the requester node. Upon receiving the recommendations 

from the neighbors, the original requester will calculate the final trust value for the target node as 

follows. 

 
Computing Trust Proportion of the Neighbor 

n 

Sr = Σ Ni........................ (2) 

i=1 

Where, 

Sr = Sum of trust of neighbors (recommenders) of a requester 

i = Neighbors of a requester 

N = Trust value of i 

 
Computing Trust Proportion between a Requester and a Recommender 

TRr(i) = [100 * T r(i) ] / Sr .................. 

(

3

) 

Where, 

TRr(i) = Calculated trust proportion between a requester and a recommender 

3 Average Mean trustworthiness. Most 

entities have this trust level 

4 Good More trustworthy than most 

entities 

5 Complete Completely trustworthy 
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Tr(i) = Trust recommended by a recommender 

Sr = Sum of trust of neighbors (recommenders) of a requester 

 
Computing the Final Trust Value of a Target 

n 

Tt = Σ TRr(i) …………..... (4) 

i=1 

Where, 

Tt = Sum of trust proportion of neighbor nodes. 

TRr (i) = Calculated trust proportion between a requester and a recommender 

 The original RRQ requester node will calculate the trust level of a target node in above-described 

manner. Firstly, it will calculate the total trust value of its neighbor and compute the individual trust 

proportion of each neighboring node based on it. At last, it will calculate the trust value for target node 

by adding the recommended trust values based on the proportional trust in the recommender. 

 
Algorithm to compute Trust in Adhoc Network 

1. Check whether the target node is in the communication range or not. If it is not in a communication 

range then, broadcast RRQ in the vicinity. 

2. Compute the trust percentage of each node against the sum of the trust of all the neighbors. 

3. Consider the percentage of recommended trust value based previously computed trust level 

proportion of the neighbors. 

4. Add the calculated recommendations from the neighbors and compute the final trust value of the 

target node. 

 
Result Analysis 

 Network Simulator NS-3 is a discrete-event network simulator in which the simulation core and 

models are implemented in C++. Ns-3 is built as a library which may be statically or dynamically linked 

to a C++ main program that defines the simulation topology and starts the simulator. 

 
Example 

 In this scenario, as shown in figure 5, node A wishes to 

communicate with node E. As a prerequisite for secure 

communication, node A requests for a trust level for node E. 

Since E is not in a communication range of the node A, it will 

broadcast the RRQ message to its neighbors. 

Node B, C, and D can directly communicate with node A 

Node A, C, D, and E can directly communicate with node B 

Node A, B, and E can directly communicate with node C 

Node A, B, and E can directly communicate with node D 

Node B, C, and D can directly communicate with node E 

 As stated above, as a part of secure communication with node E, node A broadcasts RRQ to request. 

Here, node A and E are not in a direct communication link of each other. Neighbors of node A viz. node 

B, C, and D, will receive the RRQ packets and fortunately, all of these nodes are in a direct radio 

communication range of node E. All of these nodes have calculated the trust level of node E previously, 

using the equation (1). 

 
Figure 5 Requesting Trust Level of 

Out of Range Node 
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A B : A,rrqA01,E 

A C : A,rrqA01,E 

A D :A,rrqA01,E 

As a recommendation reply, each node will send its recommendation to node A – the requestor. 
B A : A,rrqA01,B,E,2 

C A : A,rrqA01,C,E,3 

D A :A,rrqA01,D,E,2 

Node A will calculate the trust level as follows. 
Initially, 

 Node A trust node B value 1 

 Node A trust node C value 3.5 

 Node A trust node D value 5 Recommendations about node E from the neighbors of node A. 

 Node B trust node E value 2 

 Node C trust node E value 3 

 Node D trust node E value 2 

As per Equation (2) 

Sr = 9.5 

As per Equation (3) 

TRr(B) = 0.21 

TRr(C) = 1.11 

TRr(D) = 1.05 

Finally, Trust of Node A in a Target Node E according to the equation (4) 

Tt = 2.37 

Scenario 1 

Table 2 Trust Proportion by Node A in Scenario 

Trust 
Level 

A in B A in C A in D B in E C in E D in E 
Final 

Trust of A for E 

Trust Value 1 3.5 5 2 3 2  
Trust Proportion 
in Existing Method 

   0.18 1.06 1.00 0.81 

Trust Proportion 
in Proposed Method 

   0.21 1.11 1.05 2.37 

 

 

 

 

 

 

 

 

 

 

 

Figure 6 Recommended Trust Proportion by Node A in Scenario 1 
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Figure 7 Final Trust Value of Node E for Node A in Scenario 1 

 

 
Figure 8 Recommended Trust Proportion by Node A in Scenario 2 

 
Scenario 2 

Table 3 Trust Proportion by Node A in Scenario 

Trust Level A in B A in C A in D B in E C in E D in E 
Final Trust 

of A for E 
Trust Value 1 3.5 5 5 3 2  
Trust Proportion 
in Existing Method 

   0.45 1.06 1.00 0.88 

Trust Proportion 
in Proposed Method 

   0.53 1.11 1.05 2.68 

 

 
Figure 9 Final Trust Value of Node E for Node A in Scenario 2 
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 The present work shows that from the existing method the proposed method is giving results which 

are almost 25-35% better than the existing one. As revealed above, two Scenarios were taken with 

different trust values, after comparing, in scenario one proposed method is 34.3% better than existing 

one, similarly in scenario two proposed method is 32% better than existing one. This feature allows us 

to nullify any malicious recommendations. Instead of trusting or prioritizing any one node (generally, 

the highly trusted node), we consider some portion of the recommended values by all the neighbors. 

Times are specified, Times Roman or Times New Roman may be used. If neither is available on your 

word processor, please use the font closest in appearance to Times. Avoid using bit-mapped fonts if 

possible. True-Type 1 fonts are preferred 

 
Benefits of the Proposed System 

Type The proposed scheme has significant variations and their benefits as follows. 

1. The RRQ and recommendation reply messages are simple and do not contain unnecessary 

parameters. It reduces the overhead generated in the network. 

2. Each node itself computes the proportional trust level of its neighbors and forwards it to the 

requester. Thus, there is no need of sending the list of intermediate recommenders in the form of 

rec_path or rec_slip. 

3. It does not calculate the trust for any specific category. It calculates the global trust, based on SID, 

hello beacons and acknowledgments. 

4. As stated earlier, in case of any change in the trust value of any active node, the recommender will 

re-recommend the changed trust value to the requestor, with the help of the forward path 

established previously. Hence, we do not maintain any Expiry Timer. 

5. The original requester node calculates the trust level of the target node in proportion with the trust 

level of his neighborhood territory. 

 
Limitations of the Proposed Scheme 

There are several shortcomings of the proposed scheme as follows: 

1. Since the proposed protocol is designed to prevent DoS attacks, it does not calculate the trust level 

in any particular category. Hence it may not help in selecting a demanding route quality of service 

(higher bandwidth, etc.) 

2. Each node computes its trust level rather than directly forwarding it to the requester, it may take 

more processing power and time to generate and transmit its recommendation. 

3. I have ignored the memory requirements for storing reputations and behavior of the 

recommendation protocol (since it is not being implemented and tested in the live environment). 

 
Conclusion 

 Security is vital in Ad Hoc Networks. In MANET the participating nodes (devices) works in a 

collaborative manner, a concrete and attentive trust relationship amongst the neighbors can provide 

secure network operation. In the proposed solution trust is not calculated for any particular situation. It 

computes the global trust of the target node depending on its neighbor’s recommendations and their 

trust levels. A neighbor itself will calculate the percentage based trust and recommend it to the 

requester. The present work shows that from the existing method, the proposed method is giving 

results which are almost 25-35% better than the existing one. As shown above, two Scenarios were 

taken with different trust values, after comparing, in scenario one proposed method is 34.3% better 

than existing one, similarly in scenario two proposed method is 32% better than existing one. In case of 
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any malicious behavior, a Single Intrusion Detection (SID) packet is broadcasted against compromised 

node, and all the participating neighbors are informed about the malevolent activity performed. 
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Abstract 

 Urban living environment is becoming intricately complicated due to the large introduction of new vehicles, 
pollution due to vehicular emissions; greenhouse gases (GhGs) and cluttered driving culture. Connected vehicular 
technology empowered with the Internet of Things can be leveraged to obtain critical behavioral parameters of driving 
patterns. Qualitative and quantitative analysis of driving patterns go a long way in creating positive impacts on users 
and the environment. But implementing a closed loop system with corrected inputs involves human behavioral studies. 
Gamification is one such concept where behavioral changes can be expected with interesting applications and rewards. 
A psychological approach to improve driving style in a connected drive environment and a methodology to promote 
eco driving using a reward based gamification approach are explored with particular focus on fleet systems.  
Keywords: Vehicle IoT; Gamification; P2P communication; Persuasive Technology; Behavioural Science; Driver 
Rating; Eco-driving  

 
Introduction  

 EMISSION from automobiles is increasing drastically day by day. Developed nations have already 

taken strict measures to reduce the emission by imposing stringent emission laws and projecting Eco-

driving through awareness programs. There has to be some strategic movements for the eco-drive 

awareness program since the law enforcement may have many limitations. Also awareness is important 

because the driver behavior plays major role in the automotive emission. There are many methods 

being taken by OEMs(Original Equipment Manufacturers) to improve the drive behavior by shift 

indicators which is generally called as Eco-gear shifts. Since the driver attention and temperament also 

play a major role in many of accidents, road security improvement by drive pattern analysis is also one 

of the fields that involve extensive research. This is where the behavioral science plays a role in the 

automotive aftermarket because of the interconnection with driver behavior in rash drives which 

results in accidents and also higher emissions. 

 The persuasive science is found to be one of the solutions for this situation to a large extent. The 

internal persuasions to achieve a goal will gradually change the driving behavior of the society. The 

rewards incorporated with the gamification can improve the drive culture to lessen harsh drives and 

induce a new trend to follow eco-driving in the community. Persuasive technology is an “interactive 

computing system designed to change people’s attitudes or behaviors”[1]. Gamification in this context is 

the way to introduce the gaming parameters to the real scenarios to extract the positive competitive 

nature of game. 

 Introduction of gamification is explored by many researchers. But there is a huge gap in the 

implementation of such a system and detailed definition of the parameters for bringing out score is not 

much explored in detail. This research proposes a persuasive way of Eco-awareness strategy based on 

Vehicle IoT (Internet of Things). Drivers' motivation to follow eco-drive is important to reduce rash 

drives and improve drive environments in heavy traffic areas. Personal transportation and household 
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energy use constitute from 32% to 41% of total CO2 emission [2]. In this paper we try to derive the 

equation for the use-case of fleet gamification. Cabs are taken for reference here but the formulae can be 

generalized by changing the way of stakeholder input methods assumed for derivation. Extended 

gamification algorithm derived helps to identify the behavioral faults and quantify it for bringing it to a 

score board for rating. 

 Behavioral characteristics of the driver as a function of time and state of mind play an important 

role in a number of accidents. In absence of feedback, drivers tend to forget their road way incidents 

very quickly [3]. It is necessary to study the driver behavior in different road situations and provide a 

continuous feedback mechanism. Connected vehicles today have changed the way information is 

accessed to and from automotive systems. Use of IoT (Internet of Things) and Ubiquitous computing in 

automotive is gaining importance with offline analytics for vehicle diagnostics. Implementation of 

feedback mechanisms to correct it in a persuasive way is described. 

 The rest of the paper is organized as follows. Section II deals with the proposed system framework 

associated with gamification in connected vehicles. This section also describes about the gamification 

hardware, concept of implementing ubiquitous computing, global data aggregation etc. Section III 

encompasses the methodology and derivation of mathematical formula for score calculation. The 

implementation and experimental results are also described are described in Section IV. Finally Section 

V provides the conclusion and future applicability of the research work. 

 
Proposed System Framework  

 A novel architecture with focus on fundamental principles of gamification is being proposed 

enhancing user adoptability. It can enable functionalities like driver engagement, vehicle health 

assessment, Eco-Driving, Drive style improvement etc. Architecture of the gamification control unit 

(GCU) is also proposed with hardware modules and other interfacing.  

 There is a possibility of ubiquitous computing combining cloud computing and Vehicle IoT (Internet 

of Things). This can incorporate several applications for behavioral changes and to create an enhanced 

social driving. Figure 1 gives a general overview of the various components constituting the system. An 

Interactive environment can be formed with such kind of gamification system including the sub 

modules for Real-time vehicle data, Onboard Sensor data, User Drive Experience and Global Data.  

 
The general architecture of a Gamification 

Control Unit (GCU) is proposed from 

functionality point of view. As shown in the 

Figure 2 the gamification modules are 

integrated with gamification services. This 

includes vehicle telemetry services and smart 

phones and cloud based services. 

 
Fig. 1 Overview of gamification system 
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 The upper layer is the cloud interfacing 

and the vehicle virtualization. Standard 

services and customized services can be 

developed in the upper layer. The core 

modules comprises the middle layer 

includes a display or gaming console, on 

board sensor interfacing, engine control unit 

(ECU) interfacing. Onboard sensors used at 

present include accelerometer, compass, 

Global Positioning System (GPS) and 

gyroscope. Bottom layer passes the raw data 

information to the core module like 

temperature, speed, brake information, Gear change information and the pollution detection agents. 

Pollution identification agents like carbon Monoxide (CO), particulate hydrocarbon (HC) and Nitrogen 

Oxides (NOx) and greenhouse gases like carbon dioxide (CO2) are considered in this research paper. 

These parameters are interfaced to the GCU through the On Board Diagnostic (OBD) port. 

 An Intelligent Transport System (ITS) with Gamification Control Unit (GCU) addresses several 

issues in the road transportation systems. To facilitate a cooperated driving real time situation such 

architecture can be integrated. Safe navigation, pollution control and traffic management are the key to 

next generation driving with such GCU units in the vehicles. 

  
System Implementation 

Methodology 

 The implementation of the proposed model 

as shown in Figure 3 considers a cloud server, 

gamification control unit (GCU) and display or a 

gaming console. Data from various sources like 

the sensors, the engine control unit, traffic 

congestion, navigation are aggregated and 

transmitted to the cloud server. The real-time 

values are then compared to social averages and 

pre-calibrated standards to obtain the deviation 

factor. When the deviations are within the 

dynamic threshold, it is then extrapolated into 

reward points which are used to advance the 

driver in his gamification avatar. Data from peer drivers in a fleet cab system are depicted in a leader 

board to arouse inspiration amongst them. The flowchart depicting the dataflow is presented in  

Figure 4. 

 

 
Fig. 2 System Architecture 

 
Fig. 3 Implementation of gamification control unit 
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Fig.4 Flow chart 

 

Mathematical Derivation for Extended Gamification Algorithm Based on Vehicle Parameters 

 Cumulative gamification factor is a measure of the driving performance across the fleets or for 

personalized measure for the driving profile. 

 (1) 

GFx   – Gamification factor for the drive x 

Cumulative GF  – Total GF over a period of a month week or day 

 The CGF can be defined as a weighted sum of Driver Performance Index (DPI) and User Drive 

Experience (UDE) normalized to a factor. So the GF is a score to the driver derived in a drive cycle to 

find the rating for the driver for the game trip. Game trip can be considered as a month, a week or a day 

as well. 

 (2) 

DPI  – Driver Performance Index 

UDE  – User Drive Experience 

 Cumulative gamification factor is the integrated average over the period of time. The different 

dimensions of social driving are addressed by GF. So a total weighing factor of 75 is considered for the 

Driver Performance Index (DPI) and weighing factor of 25 is considered for User Drive Experience 
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(UDE). This is taken based on the case study simulation in fleet management systems. The thumbs-up 

and thumbs-down counts from a user is calculated based on the drive experience and derived from 

Drive Comfort Index (DCI) and Driver Behavior (DCH). 

(3) 

DCI – Drive Comfort Index 

DCH – Driver Behavior 

DCImax – Weightage derived for the current user’s patience index 

DCHmax – Weightage derived for the current user’s behavior rating 

 The User drive experience is derived from the driver behavior and state of mind in the drive. The 

normalization weightage parameters are derived from the driver ratings to the user. This is the value 

set to each user in the cloud server depending on the driver rating to the user in each drives. Thus the 

mindset of the user rated by many drivers will come as a weightage factor for the ratings they are giving 

to the driver. 

  (4) 

RSP – Relative Speed Parameter 

DPP – Drive Pattern Parameter 

EP – Emission Parameter 

RI – Ticket Parameter 

 Driver performance index (DPI) is derived from the parameters which calculate the drive behavior, 

relative speed parameter derived from the real=-time traffic information in the cloud, vehicle emission 

parameter and number of traffic violation tickets. The computations strategy for each of these 

parameters is as below. 

  (5) 

PRS - Real-time Relative Traffic Speed Information 

VRS - Vehicle Real-time Speed Information 

d2 - Trip end Odometer reading 

d1 - Initial Odometer reading at start of trip 

  (6) 

Npg - Number of Proper Gearshift 

Neg - Number of Eco gear shifts 

Nsb - Number of Sudden Breaks during the drive 

Ngs - Score derived from Gamification sensor module 

 (7) 

NCO<0.5g/km  - Number of times CO emission going above the limit 

NNOx<0.08g/km - Number of times NOx emission going above the limit 

NPM<0.005g/km - Number of times PM (Particular Matters) emission going above the limit 

NCO2<130g/km - Number of times CO2 emission going above the limit 

     (8) 

Incidents – Number of traffic rule violations 
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Experimentation and Results 

 As an objective of the paper, evaluation 

of the game notice produced by a number of 

vehicles in different game zones and 

estimating the gaming concepts are 

simulated as below. Here three scenarios are 

considered with the possibilities of a 

multitude of combinational experiments as a 

future research scope. The three 

experiments performed as mentioned in the 

below sections include, data from the 

vehicle, data aggregated from the 

gamification control unit sensors and the incident data obtained through legislative and control bodies. 

 The game zones are identified for each vehicle depending on the GPS co-ordinates. Gamers across 

zones are varying depending on the number of vehicles in each locality as shown in Figure 5. 

Experiment Based on vehicle parameters 

 The vehicle speed is compared with a Real 

time Relative Average Speed (RRS) and 

gamers can be categorized into simple 

rewards and relationship groups. Figure 6 

represents a scatter plot of drivers who are 

winning the game versus the ones on the 

decline due to their speeding behavior. 

 
Experiment Based on Gamification Module 

 This experiment consists of obtaining the data present onboard the gamification control unit. The 

sensor data captured by the gamification control unit is extrapolated as a measure of aggressiveness of 

the driver. 

 Table 2 shows the accelerometer readings of various cars at zones 1,2,3 respectively. These are then 

benchmarked against a dynamic threshold which is a function of the zone, locality, traffic condition etc. 

The outliers are then classified as aggressive drivers. This data is plotted through Figure 6. The game 

proceeds by adding or deducting respectively the fair driver points to the respective drivers. In the 

actual system the final score consists of complete data aggregation from all the sensors and their 

extrapolations as driver gaming points. 

 

Experiment Based on Road Incidents 

 The incidents or tickets reported by the 

road authorities can also be used for deriving 

the gamification factor. This could include lane 

violations, signal violations, over speeding, 

undesirable honking etc. captured through 

various sources. The future enhancements in 

this area would include vehicle to vehicle 

communication of incidents. This could create 

 
Fig. 5 Gamers across different game zones 
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Fig.6 Vehicle speed Vs Different vehicles 

 
Fig. 7 Accelerometer data Vs Different vehicles 
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a reliable self-monitoring network of 

vehicles. The data aggregated from the 

legislative body on the number of incidents 

reported per vehicle ID. It is then plotted in 

Figure 8 in order to look at frequency of 

incident repetition. These can be used as 

yardstick for imposing liabilities on drivers. 

 
Conclusion  

 The current research paper endeavors to realize a persuasive strategy for drivers of fleet cabs 
through usage of gamification concepts; the enablers being connected vehicular technology and the 
Internet of Things. Data obtained through various avenues inside, within and outside the vehicle are 
aggregated and through data intelligence converted into useful information targeted at inspiring and 
motivating drivers through social gaming. By creating an interesting game platform for drivers, the aim 
is to create an engaging and rewarding experience which in turn would yield benefits like better drive 
experience, reduced road accidents, increased fuel efficiency, better vehicle performance and; last but 
not the least a sustainable eco-friendly way of driving. 
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Abstract 

 The goal of this project was to find out the details about Bitcoin, a digital cryptocurrency that is decentralized. 
Since it has become a topic of interest these days there came a need for research in this topic to let people know what it 
is, its advantages and disadvantages, its scope, future enhancements, its functions, security policies and problems faced 
too from its time of discovery. So this paper will provide the details of Bitcoin. 

 

Introduction 

 Cash is a standout amongst the most profitable and looked for after wares on the planet. The vast 

majority communicates with cash in almost every aspect of their life, regardless of whether a man 

means to go to the beautician, purchase basic needs or put resources into a home, cash is fundamental 

in the advanced economy for exchanges for products and ventures. Cash has had numerous structures 

in mankind's history with the most established type of cash being dealt.  Obviously a medium of trade 

should have been produced. Printed paper cash as we know today turned into the standard.  Along 

these lines cash dispenses with the issues with trading and goes about as a steady medium of trade. 

Valuing products and exchanging, turns out to be significantly less demanding and more helpful at the 

point when everybody knows about legal and illegal money. 

 In the present economy the principle wellspring of cash is fiat cash, a legitimate delicate secured by 

an administration utilizing controls and laws that make the genuinely necessary trust in cash and in this 

way makes its esteem. Fiat cash is provided by a nation’s national bank which keeps up the strength and 

supply of money through its money related approach. With expanding innovation and development new 

sorts of cash have been designed.  

 A standout amongst the most suspicious new developments of cash is Cryptocurrencies, a type of 

web cash frequently called computerized cash or digital money. The most critical component of 

cryptographic money is that it isn't issued by a national bank, nor is it secured by controls or law, 

making it impenetrable to government impedance. The most generally known and disputable 

cryptographic money is Bitcoin, which was prompted in 2009. As Bitcoin is the most broadly known 

cryptographic money and the trending topic we will look into What is cryptographic money and Bitcoin, 

for what reason does it have esteem, what is its future viewpoint and would it be able to wind up a built 

up standard cash? 

  
Statement of Problem 

 Bitcoin is a topic of interest these days. Since technology is improved a lot these days there came a 

need to know the new way of transaction. Although it was proposed earlier in 2009, 9 years down the 

lane there has been a lot of advancement in its growth and implementation in foreign companies, but in 

India there is comparatively less people implementing it. So this paper will let know those business 

people what exactly is this transaction and how will it make a change in the near future. 
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What is Cryptocurrency and Bitcoin? 

 Advancements in cash have made it conceivable to make exchanges utilizing private computerized 

money with no impedance from any associations, for example, a bank. These advanced monetary 

standards utilize shared systems and programming with uninhibitedly accessible source code to 

redistribute and change the money in a user friendly manner to consumers.  

 "Bitcoin and comparative advanced monetary standards are called cryptographic forms of money 

that have hidden calculations and security which are personally identified with computerized 

cryptographic calculations."  

 Computerized cash is like the electronic stockpiling of our general platinum card accounts in any 

case the genuine distinction lies in how the cash can be exchanged with no plausibility of impedance by 

banks or different middle people. The money is in this way completely decentralized .The principal 

digital currency made is Bitcoin. Bitcoin was made by a designer, or a group of engineers, under the 

name of "Satoshi Nakamoto". The money utilizes SHA-256, a cryptographic framework composed by the 

U.S. National Security Agency. Bitcoin is right now the most broadly utilized and known sort of advanced 

cash with an aggregate estimation of $3.069 billion and more than 13 million aggregate Bitcoins 

available for use. Each Bitcoin made has an affiliation to a particular key or address which makes each 

Bitcoin one of a kind. 

  A Bitcoin exchange is when one Bitcoin moves starting with one address then onto the next. An 

open database records each exchange or on the other hand exchange of Bitcoin. The database is known 

as the "piece chain". Each Bitcoin exists inside the database and consequently no coins are held outside 

of it. The supply of digital money relies upon "mining". Every individual Bitcoin is included onto the 

database through this mining procedure.  

 Mining digital currency is finished utilizing a PC and it is scaled on hashes every second. Each time 

somebody effectively comprehends a square and mines a coin, another hash2 is made.  

Bitcoin only depends on hash capacities. Capable mining PCs are required to mine digital currency 

viably yet the intricacy of the calculation implies that the CPU will expend a great deal of assets. Over 

time, less and less Bitcoin will be provided from mining, while the calculation turns out to be more mind 

boggling. The mining procedure will keep expanding in trouble and as the information lumps wind up 

bigger and handling it turns out to be more troublesome, the assets utilized and cost will increment 

while the prizes decrease.  

 The reward for mining used to be 50 Bitcoins per square while today it has been diminished to 25 

for each piece. The supply of Bitcoins is settled and the prizes have been customized to divide like 

clockwork. Unless an individual has a particularly composed mining PC, the cost of mining a hash is 

more than the cost of the Bitcoin. Basically, mining is a challenge. Different mineworkers are on the 

whole working in the meantime to discover a hash. Computational issues that have been settled by 

mineworkers are a sure "confirmation" that confirms that a specific digger has effectively mined a 

square. A possible utmost has been put on the aggregate supply of Bitcoins. As far as possible is 21 

million Bitcoins. Amid the procedure of mining the Bitcoin is added to the square chain .Any proof of a 

man's proprietorship of Bitcoins is put away altogether in the piece chain, a database of Bitcoins 

available for use. Proprietors of Bitcoins utilize advanced "wallets" to monitor their own particular 

adjust and for exchange purposes.  

 The wallet can be compared to an exceed expectations spreadsheet which records and tracks a 

man's balance. It doesn't contain the Bitcoins themselves. Bitcoins as explained earlier have a 

relationship to a specific "address", an open key in Bitcoin exchanges. This open key cryptography 
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technique encodes and unscrambles messages for checking every exchange. Bitcoins are sent to every 

individual's open key and they are put away in the proprietor's private key. Ex. a PC programmer, access 

somebody's private key, he would then be able to send Bitcoins to his own open address utilizing the 

private key, taking the Bitcoins. The individual will know people in general key and not the private key 

and won't have the capacity to regain his Bitcoins. It is consequently basic to protect the private key 

encoded and from gatecrashers. 

 
The Value of  Bitcoin Cryptocurrency 

 One of the most concerning issues with advanced money is that bits are anything but difficult to 

make and recreate on PCs. For money to work in an economy it must be amazingly difficult to duplicate. 

Likewise, to have esteem cash needs to have some insurance against numerous spending of a similar 

coin – it needs to move between proprietors when spent. Duplicating computerized cash is substantially 

less demanding than with physical ones. An answer for this issue is having an expert who keeps records 

of exchanges with the cash and furthermore ensures every exchange.   

 The biggest cryptographic money- Bitcoin took another course to ceasing this issue. Exchange with 

Bitcoin happens entirely in distributed systems of individuals where no establishment or focal expert is 

ensuring trades. A shared system is an association between two PCs that can collaborate or execute with 

each other without associating to a different server PC.  

 As stated earlier, Bitcoin additionally depends on open source programming. Open source implies 

that the programming code has practically no copyright limitations and has been appropriated carefully 

to anybody on the planet and any individual who so wants has the capacity to alter the code.  

 Open source is in this manner like shared systems as the advancement is finished by the members, 

for example, developers. Using this open-source strategy and shared systems, Bitcoin has the capacity to 

utilize verification measures to take care of the proliferation issue.  

 All exchanges with Bitcoin are recorded in a database called the piece chain. Numerous sites keep 

duplicates of the square chain which they keep refreshed. Since Bitcoin has effectively countered the 

proliferation issue it can make esteem.  

 One purpose behind utilizing computerized cash is the means by which low the cost of cash 

exchange is. Exchanging cash carefully requires no physical cash to be exchanged and is moreover quick. 

It is likewise difficult to keep individuals from bringing their Bitcoin wallets into another nation and 

exchanging cryptographic money for neighborhood cash. Certain request hence originates from the 

probability of maintaining a strategic distance from money controls or government impedance.  

The advantage of such an exchange can be substantially higher than the minimal cost. Another 

explanation behind the request of advanced cash is secrecy. Individuals who wish to take an interest in 

online illicit businesses, utilizing the namelessness of Bitcoin can profit.  

 Individuals everywhere throughout the world exchanged Bitcoins on the trade through PCs. The 

trade is carried out in an organized manner. The cost of Bitcoin on trades has had a notable increment. 

 Cryptographic forms of money, for example, Bitcoin in this manner have an incentive in shared 

systems to verify exchanges and take care of the issue of simple multiplication. Exchanging cash 

carefully is exceptionally shabby and prompt, it can be utilized to sidestep government obstruction, and 

its cost is extremely unpredictable which has caught the enthusiasm of a few speculators. Interest for 

the cash likewise originates from individuals wishing to burn through cash on illicit businesses, using 

the namelessness of Bitcoins. 
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Vulnerabilities of Bitcoin 

 The decentralized property of the Bitcoin organize shields it from attacks. A decentralized 

framework can shield itself better from an assault however it isn't totally immune. A few assaults on 

Bitcoin are still hypothetically conceivable. Research has demonstrated that Bitcoin developers have 

spent significantly more on power costs and concentrated gear than the general worth of the Bitcoins 

they mined. This exploration demonstrated that individuals had spent $17 million on mining while the 

prizes summed up to $4.4 million. Before it turns out to be dynamically harder to mine Bitcoins after 

some time gradually turn out to be less gainful, diggers have attempted to battle this by pooling their 

asset together, delivering a cooperative energy to increment computational power and offer the greater 

prizes.  

 By pooling together assets like this a substance with enough processing force could control most of 

the mining (more than half of hash rate mining by one element) and in doing as such take control of the 

system and can control the piece chain, this is known as a 51% assault. This would make it conceivable 

to turn around exchanges & spend the same Bitcoins different circumstances (also called the twofold 

spending issue).  

 This issue however has been alleviated by the designers of the Bitcoin convention. Mining is 

officially intended to continually switch pools, which shields any one individual from graining 51% 

control. The system likewise requires six affirmations of every exchange in a different piece, which 

makes returning exchanges and getting them affirmed more troublesome.  

PC innovation is ceaselessly enhancing and issues, for example, this serve to expand inspiration for 

Bitcoin diggers to make sense of approaches to assault the framework and benefit from it. Another issue 

with Bitcoins is tidy exchanges.  

 Tidy exchanges, also called refusal of administration assaults (DOS), are assaults which interfere 

with an administration. Previously, it was conceivable to send numerous exchanges of a base of 

$0,00000112 to one client, which would bloat up the square chain, making it too huge furthermore, 

slamming the system. This issue has been fixed by the designers by putting a settled restrain on the 

measure of exchanges permitted to be sent to one customer however there is as yet the danger of gifted 

code programmers to cut down the system. Since Bitcoins and cryptographic forms of money are a 

code-based money, there is dependably the present risk of code-based assaults.  

 Bitcoin has been in the focal point of debate for some gigantic carefully related robberies. A case of 

this is the Sheep Marketplace – a commercial center that opened after the shutdown of the Silk Road 

underground market. The site declared a security rupture and in the long run ran disconnected with 

over $40m worth of Bitcoins lost. Individuals have guessed that the site was set up with fake aims from 

the begin to deny clients of their Bitcoins. Given the mysterious idea of the cryptographic money 

framework, it might be difficult to find these criminals. 

 In Denmark, a Bitcoin installment processor, had security issues which had the organization lose, at 

the time, 1$m worth of Bitcoins. As Bitcoin is open source engineers are persistently including new 

highlights. Amid this new bugs may rise to the top which programmers can exploit to assault the 

organized. Numerous individuals precisely look at the source code before a discharge, there is still a 

possibility that real security vulnerabilities get past as they can be hard to spot.  

 The fall of Mt. Gox, which at one point was viewed as the apex of Bitcoin exchanging, assessed to 

mean 70% of worldwide digital currency exchanges is a case of the risks of code-construct assaults in 

light of Bitcoin and cryptographic money. The fall of Mt. Gox which went with lost more than 700,000 
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Bitcoins, was ascribed to a code-based robbery assault. This assault is the greatest advanced cash 

robbery ever.  

 The impact of this raises the issue that accompanies decentralization. As the cash is intended to be 

decentralized to keep any sort of obstruction it likewise does not have the wellbeing ensure that fiat 

money has.  

 This demonstrates a glaring issue with Bitcoin also, digital money – there is no protection or 

certification after a misfortune and there is a major chance of code-based assaults or other sort of 

assaults as individuals get expanded information of coding and PC innovation.  

 
Using Bitcoins in Corporate World 

 It is the decentralized shared capacity of Bitcoin that gives it one of kind properties. Organizations 

and companies are ceaselessly searching for new ways and developments to increment deals. Bitcoins 

have a few favorable circumstances and impediments in the corporate world. Bitcoin does shield itself 

from a nation's monetary unsteadiness.  

 Bitcoins are computerized and glide against different monetary standards and in that capacity are 

secured against financial issues, for example, political turmoil. As examined previously, the cost of 

Bitcoins is extremely unstable which originates from hypotheses, media scope and vulnerabilities as the 

cash is still in its early stages. For companies, this measure of unpredictability is unsuitable.  

 Most enterprises chose to effectively utilize Bitcoins in their day by day business, the interest for 

virtual cash would make an irregularity in supply and request, additionally expanding value instability. 

However this is very engaging the individuals who are careful about high expansion from gravely run 

financial approaches of national banks. The supply that excavators can include into the dissemination is 

excessively constrained for broad utilize. The cash likewise does not have a formalized market.  

 The absence of security that accompanies decentralization is additionally an enormous hazard for 

enterprises. In the case of something turns out bad, organizations will have no assistance. This will 

expand the danger of burglary.  

 
Regulating Bitcoin 

 Due to the mysterious idea of the money, Bitcoin has the establishments to be utilized for illicit 

exercises, for example, burglary, illegal tax avoidance and tax avoidance. Hardly any legislatures have 

set strict capital controls on the money and numerous have canvassed it in impose laws.  National banks 

around the world have cautioned buyers on the dangers that accompany the money, for example, 

absence of customer insurance and high value variances. Research on deceitful exercises with the cash 

is restricted because of the secrecy of the money making it hard to get information. Distinguishing 

dealers is troublesome as exchanges don't require a ledger and no third party associations are engaged 

with exchanging. Bitcoin has conceivable outcomes for tax avoidance however most likely not at an 

extensive scale as the quantity of Bitcoins available for use is constrained and the instability in its cost is 

high.  

 
Future of Crypto currency 

 During a time of Mastercards, charge cards, online financial balances the possibility of advanced 

money isn't as shaking as it may sound.  Exchanging cash carefully is extremely advantageous and quick. 

There isn't much interest for a decentralized money from the normal buyer. For it to fill in as a built up 

cash, there should be an expansion in control and buyer insurance which in turn will expand Bitcoins 

exchange costs and lessen the secrecy, its two greatest engaging factors. There are additionally very few 
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applications for the utilization of Bitcoins in the corporate world. Decentralization expands the danger 

of solving issues and the unpredictability in its cost. Bitcoin additionally is helpless against code-based 

assaults and untraceable robbery.  

 The absence of interest is apparent in the fast fall of Bitcoin's cost. It is far-fetched that numerous 

stores will acknowledge Bitcoin and that it will gather any broad application. There is however a lot of 

space to extend inside the field of digital currency as its innovation is exceptionally encouraging.  Some 

need responsibility for resource, for example, an auto, for example, to be spoken to by a Bitcoin, using 

its cryptographic innovation. This innovation would make it less demanding for individuals to oversee 

responsibility for resources as it would all be computerized. Bitcoin tokens of proprietorship could be 

sold or leased. This sort of “smart property" would transform the blockchain into a sort of registry of 

responsibility for physical resource.  The development of digital currency and its cryptography are a 

creation that could have numerous different applications. Another case would be that global banks 

could utilize this Bitcoin-like cryptography framework to move cash or make their own cryptographic 

forms of money.  

 
Future Innovations in Payment Methods 

 One of the greatest and most generally utilized developments in taking care of money is charge and 

credit cards. The motivation behind why these are so prominent in the standard is on account of their 

convenience. This advancement lessens the heaviness of your wallet by evacuating the requirement for 

banknotes and coins, it expands wellbeing as advanced installments are significantly less demanding to 

track and banknotes are for all intents and purposes untraceable.  

 Bitcoin is neither more secure nor more helpful; it is more unknown and has low exchange 

expenses, which isn't really something that the overall population wants. 

  It is however extremely conceivable that the digital currency innovation gets utilized as a part of 

future advancements in regards to cash and it is likely that the eventual fate of cash will continue 

heading into the computerized world, for example, utilizing cell phones for installment exchanges.  

 Utilizing cell phones only for installments could enhance the accommodation factor of charge cards 

as it would take out the requirement for a wallet exchanges. Bitcoins usage will be made more 

comfortable and no damage would ever take place in the near future with the advancement of security 

issues. 

 
Suggestions 

 Bitcoin is an experimental new currency that is in active development. Adoption of new challenges 

has led to the improvement and growth of Bitcoin. 

 All Bitcoin transactions are stored publicly and permanently on the network which means that 

there is chance of misuse since the balance and transactions of any Bitcoin address can be seen by 

anybody. Therefore, security has to be taken care. Bitcoin addresses must be used only once. 

 The passwords for Bitcoin wallet which is different for different users along with different use of 

private keys, it is necessary to remember them otherwise there is no other way of accessing the account. 

 The person who wants to have an account in Bitcoin must make sure that he becomes a part and do 

the transactions from authorized agencies. 

 
Conclusion 

 Money is a standout amongst the most important item on the planet influencing individuals in 

relatively every feature of their life. The most disputable new developments in this field are digital 
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forms of money.  It is money that isn't secured by administrative controls or law, making it 

impenetrable to government obstruction. The money is completely decentralized.  A record called the 

piece chain, openly records all exchanges with Bitcoin keeping the clients totally unknown. The supply 

of Bitcoins originates from “mining", a procedure which includes processing complex calculation with 

expanded trouble after some time, making it more expensive and asset concentrated and also less 

gainful.  

 The interest for Bitcoin comes for the most part from its decentralization and obscurity, low 

exchange costs, use for illicit exchanges and as a monetary instrument to benefit from its cost 

unpredictability or to expand a portfolio. Other conceivable uses for Bitcoin incorporate measures to 

stay away from cash controls or different wellsprings of legislative impedance and for tax avoidance. 

 There is however numerous hindrances related with the cash. As the cash is decentralized there is 

almost no buyer insurance, stolen Bitcoins are lost perpetually and Bitcoins are very defenseless to 

code-based assaults. The cost is exceptionally unstable and in this way it is exceptionally dangerous to 

clutch numerous Bitcoins and in addition without the flexibility that official cash has.  The way things 

are, Bitcoin is probably not going to get on as official cash for the overall population as it has an 

excessive number of issues and has an excessive number of dangers though its qualities are essentially 

not something that the overall population wants in a set up money. For advancement in money to be 

effective it needs to enhance what the plastic and Visa brings to the table. It must be more helpful, more 

secure and acknowledged by dealers around the world.  However the advancement found inside Bitcoin 

and the cryptographic money can at present be connected to other innovation, for example, the versatile 

based installment showcase that Apple has entered.  The innovations that accompany Bitcoin have 

numerous standard applications and it is exceptionally conceivable that some sort of execution of digital 

currency's innovation and mobile based installment framework with digital money mix could be the 

eventual fate of standard installment frameworks. It will be exceptionally energizing to see the future 

mechanical developments in money installment frameworks and despite the fact that Bitcoin will in all 

probability not be a to a great extent prevalent set up money later on, its innovation will doubtlessly 

have across the board future ramifications. 
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Abstract 

        The DSMI algorithm relies mainly on a verifier function, and it is an exact and efficient algorithm for mining 
enormous volume of Dynamic Data Stream Multiple Imputations over data streams. The performance of the DSMI 
improves when small delays are allowed in when new Missing Data report, on the other hand this delay can be set to 0 
with a little performance overhead. The DSMI algorithm compared with the Moment, a state-of-the-art incremental 
mining algorithm. CANTEBURY LOG DATA SET real-world Dataset used to evaluate the DSMI and the Moment. 
Analysis of DSMI, DSMI (Delay) and Moment with different delay rate is very well discussed in this paper 
Keywords: DSMI algorithm, Multiple Imputation, Data Stream, delays, Missing data 

 

Introduction 

Multiple imputation 

Multiple imputations is a statistical method for analyzing incomplete data sets, that is, data sets for 

which some entries are missing. Application of the technique requires three steps: Imputation, Analysis, 

and pooling. Imputation: Impute (=fill in) the missing entries of the incomplete data sets, not once, 

but m times Imputed values are drawn for a distribution (that can be different for each missing entry), 

results are m complete data sets. Analysis: Analyze each of the m completed data set, resulting in m 

analyses. Pooling: Integrate the m analysis results into a final result. Simple rules exist for combining the 

m analyses. Rubin (1987) has shown that if the method to create imputations is 'proper' , then the 

resulting inferences will be statistically valid. 

 
Data stream mining 

In Data stream Mining one of the important model for Missing Data Imputation is Dynamic Data 

Stream Multiple Imputation . Since, a data stream is a massive and unbounded sequence of data 

elements, each data element or transaction can be examine only once or twice. Multiple scan approach 

is infeasible and becomes costly. Every incoming aspect of stream data should be processed .The older 

transaction is removed from the data stream and the new updations are inserted into the data stream. 

Therefore, it always contains the new set of data. This paper focuses on data stream multiple imputation 

concepts. Experimental results are separately imputed in each real datasets and checked for accuracy. 

 
Problem Statement and Notations of DSMI ALGORITHM 

 Let D be the Dataset to be mined (a data stream in our case); now then D contains several 

transactions, where each transaction contain one or more items. Let I = i1, i2, ..., in being the set of all such 

distinct items in D. Each subset of I is called an itemset, and by k-Data we mean a Data containing k 

different items. The frequency of a Data s is the number of transactions in D that contain Data s, and is 
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denoted as Count(s, D). The support of s, sup(s, D), is defined as its frequency divided by the total 

number of transactions in D. Therefore, 0 ≤ sup(s,D) ≤ 1 for each Data s. The goal of Missing Data mining 

is to find all such Data s, whose support is more than (or equal to) some given minimum support 

threshold α. The set of Missing Data in D is denoted as σα(D). 

 Here now Missing Data mining is considered over a data stream, thus D is defined as a Dynamic 

Data Stream Multiple Imputation over the continuous flow of data. D moves forward by a certain 

amount δ by adding the new Dynamic Data Stream δ+ and dropping the expired one δ−. Therefore, the 

successive instances of D are shown as W1, W2, ….Wn. The number of transactions that are added to (and 

removed from) each data stream is called its Dynamic Data Stream size.  

 For the purpose of simplicity, it is assumed that all Dynamic Data Stream have the same size, and 

also each data stream consists of the same number of Dynamic Data Stream. Thus,              is the 

number of Dynamic Data Stream in each data stream, where |W| denotes the data stream size and |S| 

denotes the size of the Dynamic Data Stream. 

 
The DSMI Algorithm 

 The Dynamic Data Stream Multiple Imputation Algorithm (DSMI) always maintains a union of the 

Missing Data of all Dynamic Data Stream in the current data stream W, called Segment(S), which is 

guaranteed to be a superset of the Missing Data over W. Upon arrival of a new Dynamic Data Stream and 

expiration of an old one, we update the exact count of each segment in S, by considering its frequency in 

both the expired Dynamic Data Stream and the new Dynamic Data Streams. To assure that S contains all 

Data that are frequent in at least one of the Dynamic Data Stream of the current data stream ∪i(σα(Si)), 

we must also mine the new Dynamic Data Stream and add its Missing Data to S. The difficulty is that 

when a new segment is added to S for the first time, its exact frequency in the whole data stream is not 

known, mostly since this segment wasn’t frequent in the previous n - 1 Dynamic Data Streams. To 

address this problem, DSMI uses an auxiliary array, aux array, for each new segment in the new 

Dynamic Data Stream. 

 The aux array now stores the frequency of a segment in each data stream starting at a particular 

Dynamic Data Stream in the current data stream. In other words, the aux array stores the frequency of a 

segment for each data stream, for which the occurrence is not known. Counting can either be done 

eagerly or lazily and that is the key point. Under the laziest approach, we wait until a Dynamic Data 

Stream expires and then compute the frequency of such new Data over this Dynamic Data Stream and 

update the aux arrays accordingly. Which saves many additional passes through the data stream.  

 The pseudo code for the DSMI algorithm is given in Figure 4. At the end of each Dynamic Data 

Stream, DSMI outputs all Data in S whose frequency at that time is               . However few Data 

may miss due to the lack of knowledge at the time of the output, but it will report as delayed when other 

Dynamic Data Streams terminate.  

 
DSMI pseudo code 

For Each New Dynamic Data Stream S 

1: For each segment s ∈ S 

 update s.freqover S 

2: Mine S to compute σα(S) 

3: For each existing segment s ∈ σα(S) ∩ S 

remember S as the last Dynamic Data Stream in which s is frequent 
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4: For each new segment s ∈ σα(S)\S 

 S ← S ∈ {s} 

 remember S as the first Dynamic Data Stream in which s is frequent 

 create the auxiliary array for s and start monitoring it 

For Each Expiring Dynamic Data Stream S 

5: For each segment s ∈ S 

 update s.freq, if S is counted in 

update s.aux array, if applicable 

Record s as delayed, if frequent but not reported 

at query time 

delete s.aux array, if s is existed since arrival of S and 

remove s, if s is no longer frequent in any of the current Dynamic Data Stream 

 Max Delay: The maximum delay allowed by the DSMI is n 1 Dynamic Data Stream. Indeed, after 

the expiration of n  1 Dynamic Data Stream, DSMI will have a complete history of the frequency of all 

Missing Data of W and can report them. Moreover, the case in which a segment is recorded after (n   1) 

Dynamic Data Stream of time, is quite rare. For this to happen, segment’s support in all previous n 1 

Dynamic Data Stream must be less than α but very close to it, say        , and suddenly its 

occurrence goes up in the next Dynamic Data Stream to say β, causing the total frequency over the 

whole data stream to be larger than the support threshold.  

 Formally, this requires that,                                which implies         

      . It is not impossible, but in however the real-world such events are very uncommon, especially 

when n is a big number (i.e., a large data stream spanning more Dynamic Data Stream). While DSMI 

(Delay=L) represents an efficient incremental mining algorithm, counting frequencies of Data over a 

given Dataset in n − L + 1 Dynamic Data Stream in this case.  

Impute sizes 200 400 500 600 800 1000 1200 1400 1500 1600 1800 2000 

DSMI 175 177 179 179 179 192 193 196 193 241 241 193 

DSMI (Delay=0) 255 256 257 257 257 259 257 260 262 460 460 262 

Moment 733 932 1032 1032 1115 1203 1250 1350 1675 1600 1600 1675 

DSMI 190 210 240 240 241 240 241 242 240 240 241 240 

DSMI(Delay=0.2) 415 445 455 455 456 457 457 459 462 457 460 462 

Moment 853 873 893 893 992 992 1065 1153 1225 1400 1400 1525 

DSMI 165 175 205 205 207 209 209 209 209 209 209 212 

DSMI(Delay=0.4) 245 255 275 275 276 277 277 277 277 277 277 279 

Moment 903 923 933 933 1032 1532 1532 1532 1615 1615 1615 1703 

DSMI 205 225 235 236 236 236 235 235 235 236 236 236 

DSMI(Delay=0.5) 440 450 470 471 471 471 472 472 472 474 474 474 

Moment 979 999 1219 1417 1417 1417 1517 1517 1517 1790 1790 1790 
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Fig. A1 DSMI pseudo code. 
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Fig. A1 Comparison of DSMI and Moment 

 

 The DSMI algorithm compared with the Moment, a state-of-the-art incremental mining algorithm. 

KASANDRA DATA SET Dataset has been used and now fix the data stream size to 10K transactions. 

Furthermore, the support thresholds set to 1% and vary the Dynamic Data Stream size to measure the 

scalability of these algorithms. As shown in Figure (a), (b), (c) and (d) DSMI is much more scalable 

compared to the Moment algorithm. In fact, both versions DSMI and DSMI (Delay) algorithms, one with 

maximum data stream size delay and the other one without any delay, are much faster than Moment. 

The Moment algorithm is intended for incremental maintenance of Missing data but is not suitable for 

batch processing of thousands of transactions. The proposed algorithm, is aimed at maintaining Missing 

Data over large Dynamic Data Stream Multiple Imputations. In fact, the proposed algorithm handles a 

Dynamic Data Stream size of up to 1 million transactions.  

 

Comparison of DSMI, DSMI (DELAY) and Moment with Various Dynamic Data Stream 

Table 1 Comparison of DSMI, DSMI (Delay) and Moment with various Dynamic Data Stream sizes 

Impute size 1000 2000 3000 4000 5000 6000 7000 8000 9000 16000 11000 12000 

DSMI 174 175 174 175 173 173 174 173 167 221 222 167 

DSMI (Delay=0) 245 245 244 243 245 244 245 246 248 218 219 246 

Moment 1062 1063 1063 1063 1055 1081 1099 1124 1140 1143 1143 1134 

DSMI 340 342 340 342 338 338 340 338 326 429 431 493 

DSMI(Delay=0.2) 513 513 511 508 513 511 513 515 519 543 459 515 

Moment 1610 1612 1612 1612 1600 1639 1666 1703 1727 1732 1732 1718 

DSMI 655 659 655 659 651 651 655 651 628 824 828 946 

DSMI(Delay=0.4) 1070 1070 1066 1060 1070 1066 1070 1074 1083 1132 958 1074 

Moment 2432 2435 2435 2435 2417 2476 2516 2572 2608 2615 2615 2594 

DSMI 1254 1261 1254 1261 1246 1246 1254 1246 1202 1575 1582 1806 

DSMI(Delay=0.5) 2229 2229 2220 2208 2229 2220 2229 2237 2256 2358 1996 2237 

Moment 3665 3670 3670 3670 3643 3731 3791 3875 3929 3940 3940 3908 
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Fig : Comparison of DSMI, DSMI (Delay) and Moment with various Dynamic Data Stream sizes 

  
 IBM Quest data generator and CANTEBURY LOG DATA SET real-world Dataset used for comparing 

the DSMI and the Moment. The IBM Dataset names describe the data characteristics, where T is average 

transaction length, I reprents average segment length, and D signifies the number of transactions. Table 

lists out the values for running time comparison between DSMI, DSMI (Delay) and Moment with 

different delay rate. 

 
Conclusion 

 The DSMI algorithm relies mainly on a verifier function, and it is an exact and efficient algorithm for 

mining very huge Dynamic Data Stream Multiple Imputations over data streams. The performance of 

the DSMI improves when small delays are allowed in reporting new Missing Data, nevertheless this 
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delay can be set to 0 with little performance overhead. In this paper implications of The DSMI algorithm 

compared with the Moment, used in real-world dataset of CANTEBURY LOG DATA SET. Comparison 

between DSMI, DSMI (Delay) and Moment with different delay rate and DSMI algorithm is very efficient 

with good and accurate result.  
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A NOVEL TECHNIQUE FOR CONCEALED COMMUNICATION USING DWT 

 

 

 

 

 

 

Abstract 
 Image steganography is an engineering term describing a diverse and significant discipline for information 
concealing. This method is defined as concealing of undisclosed information behind an image. DWT is the identified 
methods used in steganography. The proposed work is on decreasing the complexity in image concealing through DWT 
technique while providing better undetectability and lesser distortion in the stego image. This algorithm is for 
embedding and extracting two secret image embedded behind the cover color image. Also, the analysis of quality 
measurement approaches such as Peak signal to noise ratio and Mean square error are calculated. 
Keywords Image steganography, DWT, cover image, Stego image, MSE, PSNR 

 
Introduction 

 Data sharing and data transfer are a part of internet technology. Intruders will try to access the 

secret data which is communicated. So security of information is to be modified exponentially. Data 

security can be provided by two methods namely cryptography and steganography. In this paper, 

steganography technique is used to protect the data. The purpose of steganography is to hide the data 

not only content but also its existence. Object which is used to embed information is known as cover 

object. The cover object along with the secret information is known as Stego-object. Image is the media 

which is used in image steganography.  

 The object which is used in this paper is image hence it is called cover image and stego-image 

respectively. In this paper image steganography is used for data security. 

Image steganography is classified into: 

 
Spatial domain based method  

 Spatial domain mainly includes least significant bit steganography. LSB insertion is a common 

technique and also a simple approach for embedding secret information in a cover image. The least 

significant bit of some or all of the bytes inside an image is changed to a bit of the secret message, 

 
Transform domain based method 

 Basically there are many kinds of transforms that exist to transform the signal or data or image 

from spatial domain to its frequency domain, some of which are Discrete Cosine Transform (DCT), 

Discrete Wavelet Transform, Discrete Fourier transformation technique (DFT). In this paper, DWT is 

used to implement image steganography. 

 
Discrete Wavelet Transform 

 Discrete Wavelet transform (DWT) is mathematical technique for pyramidal decomposition of an 

image. The transform is based on small waves called wavelets. For 2-D images, apply DWT which 

corresponds to processing the image by 2-D filters in each dimension. The filters divide the input into 

four non-overlapping and multi-resolution sub-bands 

1. A (LL) - Approximation area.  
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2. H (HL) - Horizontal area. 

3. V (LH) - Vertical area. 

4. D (HH) - Diagonal area 

 Since Human eyes are more sensitive to 

the low frequency components i.e. LL sub 

band, hence payload information is hidden 

in other 3 parts i.e. in high frequency parts 

without making any alteration in LL sub 

band. High frequency sub-band (HL, LH, HH) 

they contain insignificant information. Hiding payload information in these sub-bands does not change 

image quality that much. DWT used in this work is Haar-DWT, the simplest type of DWT. 

 
Proposed Method 

 Proposed steganography approach consists 

of two parts namely transmitter and receiver. In 

the transmitter part, two secret images are 

hidden in single cover image using DWT. At the 

receiver part, secrete images are extracted from 

the cover image using the inverse DWT method. 

Secret image is also called as payload image. 

Below figure shows the complete block of 

proposed image steganography model 

 
Algorithm 

Encoding 

1. Consider two payload images and cover image as input  

2. Each Payload image is applied to DWT, this decomposes image into four sub bands namely LL, LH, 

HL, HH. 

3. Redundant values of two payload images are made as zero. Then max value in each sub band is 

selected. Normalized values are found by dividing it with max value. 

4. Normalized values of image are saved as DEC. 

5. Apply DWT to carrier image. 

6. Normalized values of undisclosed image DEC is stored in LH and HH component of carrier image. 

7. Obtained image is the stego image 

 
Decoding 

1. Consider the output of an encoding algorithm as input for decoding. 

2. The payload data can be obtained from the HL component of cover image. 

3. Obtained values are de-normalized. 

4. Obtain DEC values from combined values of diagonal and vertical component.  

5. Then de-normalize the values. 

6. Apply IDWT on stego image sub bands respectively and save it as Rec.  

7. The secrete images are recovered.  

 
 

 

Figure 2 level DWT of an original image 

 

Figure Complete block of proposed image steganography 
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Image Quality Measures 

Mean Square Error 

MSE is the cumulative squared error between the compressed image and the cover image. 

Where, M and N are the number of rows and columns in the original matrix. 

Where, fij - pixel value of cover Image 

 gij -pixel value from the stegoimage 

 
Peak Signal to Noise Ratio 

 This ratio measures the quality between the original and a stegoimage. The higher value of PSNR 

represents the better quality of the stegoimage. PSNR is usually expressed in terms of the dB scale. 

 
Result 

 Software which is used for this proposed method is Matlab. Cover image and two payload images 

are shown below. PSNR value obtained is 42.  

     
        Cover image          Payload 1                  Payload 2 

 
Conclusion  

 In this paper, a technique called image steganography is used for hiding two secrete image in the 

cover image, in this paper DWT is used to hide the two secrete images. Secret images can be protected 

safely using DWT. This approach helps in hiding two payload color images in a single cover image. 

Better PSNR value is gained by using this approach. 
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