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Abstract

Cloud computing is a computing model which does computing using infrastructure and
resources available in the interconnected machines. It provides services to its users on demand over
the internet. The cloud stores the data and disseminated resources in the open environment through
virtualization, security has become the main obstacle which is hampering and the error free
deployment of Cloud environments. Even though the Cloud Computing is promising and efficient,
there are many challenges for data security as there is no security of the data for the Cloud user.
The data is vulnerable to several attacks; side channel attack is one of the challenging tasks in cloud.
A method is proposed using a blend of virtual firewall apparatus and a modified cryptography
algorithm to secure against side channel attack. The major features are creating different mystery
keys and ciphering the client’s secret data in a greatly secured methodology, it scale back time and
no mounted key size.
Keywords: Virtual machine, Side Channel Attack, Virtual Firewall, Algorithm, Chaos.

Introduction
Cloud computing is an expression that is conveying facilitated administration over
the web. Distributed computing is the utilization of processing asset (equipment and
programming) that are provided as an administration over a web system.
There are two different classes of clouds: based on the deployment model and
those based on the service model.
e Deployment Model
e Service Model
Cloud Computing Service Models:
1. Infrastructure as a Service (laa$S)
2. Platform as a Service (Paa$)
3. Software as a Service (Saa$S)

Infrastructure as a Service (laaS): Its layer offers storage and infrastructure
resources that are needed to deliver the Cloud services. It only comprises of the
infrastructure or physical resource.

Platform as a Service (PaaS): It provides the combination of both, infrastructure
and application. Hence, organisations using PaaS don’t have to worry for infrastructure nor
for services.
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Software as a Service (SaaS): In this layer, the Cloud service provider hosts the
software upon their servers. It can be defined as a model in which applications and
softwares are hosted upon the server and made available to customers over a network.

Cloud Computing Deployment Models:
1. Private Cloud
2. Public Cloud
3. Hybrid Cloud
4. Community Cloud
Private Cloud :  The cloud infrastructure is operated solely for an organization. It
may be managed by the Cloud Computing provider or any other
third party.

Public Cloud :  The cloud infrastructure is made available to the general public or
a large industry group and is owned by the Cloud providers.

Hybrid Cloud : It’s a combination of two or more clouds (private, community or
public).

Community Cloud : Its cloud infrastructure is shared by several organizations.

Cloud computing is a structural planning as shown in figure.1 that is
partitioned into two sections: Frontend and Backend [5]. They associate with one another
through computing system, generally web. The frontend is PC client or customer and
backendis cloud supplier. The frontend incorporates the customer's PC and the application
needed to get to the distributed computing framework. On the back end of the framework
are the different PCs, virtual machines (VMs), servers and information stockpiling
framework that make the flow of presuming organization. The data is being stored and
processed in many common nodes which are also used by many other cloud users there by
providing a platform for possible security attacks.
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Figure 1: Cloud Computing Architecture

Hence data security is going to have an expanded significance; [1] security has been
provided through several common algorithms. Chaos functions [1]have been basically used
to create scientific models of nonlinear frameworks. They have pulled in the consideration
of numerous mathematicians owing to their enormous complex nature. Since chaotic
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functions are sensitive to initial conditions [16],any slight difference in the initial value
used will radically diverse. This implies that the system will be strong against side channel
attacks [16].

Preliminary:
Cryptography:

Cryptography is the practice and study of providing secured data transmission
through cryptographic algorithms. It is achieving security by encoding messages to make
them non-readable [15]. There are number of cryptographic algorithms which still exist to
secure data. Basically Data is secured in two basic types of cryptography they are:
symmetric Algorithm cryptography and Asymmetric Algorithm cryptography. In symmetric
algorithm, it has only one key which is used to encrypt and decrypt the data.

In asymmetric algorithm it has one public key and one private key. Some of the
existing algorithms are:

e RSA

o Diffe-Hellman

o Digital signature

e Elgamal
e Elliptic curve
e ECDSA

Side Channel Attack:

The first side-channel attack was introduced by Kocher [11]. Brute force, DDOS,
are using the theoretical weakness of the algorithm [2], instead side channel attack is
based on information gained from the physical implementation of a cryptosystem. The term
has been extended to apply to any computing system now. A portion of the normal side
channel attacks can be classified into the following:

e Timing Attack

e Power Consumption Attack
e Electromagnetic Attack

e Acoustic Cryptanalysis

e Differential Fault Analysis

These types of side channel attacks are found to attack our cloud data base through
virtual machine. These attacks are implemented in the Amazon EC2 and analyzed how data
is leaked through this attack [3].

Timing Attack:
Timing attacks exploit the distinction between execution times of methodologies
with different inputs. Mostly timing attacks are occurred in asymmetric cryptography [12].
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The running time of a cryptographic device can constitute an information channel,
providing the attacker with invaluable information on the secret parameters involved. In
timing attack, the information at the disposal of the attacker is a set of messages that have
been processed by the cryptographic device and, for each of them; the corresponding
running time is analyzed [1]. The goal is to recover the secret parameters for example
timing attack watches data movement into and out of the memory, on the hardware
running the cryptosystem or algorithm. Simply by observing variations in how long it takes
to perform cryptographic operations, it might be possible to determine the entire secret
key. Such attacks involve statistical analysis of timing measurements, and have been
demonstrated across networks [14].

Chaos based cryptographic

Recently the chaos based cryptographic algorithms has been developed promptly.
Chaos owns certain critical properties such as sensitive dependence on initial condition,
random-like behavior, and continuous broadband power spectrum, which match the
confusion, diffusion, and key sensitivity requirements for cryptography [1]. Chaos based
cryptographic offer sundry features over the traditional encryption algorithms such as high
security, speed, and sensible computational overheads and force [4].

Some Existing method

Side channel attack is an access-driven attack it is more vulnerable to attacks on
Virtual machine. At first, One case study explore how such placement can then be used to
mount cross-Virtual Machine side-channel attacks to extract information from a target
Virtual Machine on the same machine [3]. One incident of side channel attacks is the timing
side channel attack [6] which is based on measuring how much time different reckonings
take to perform. Successful modulation of this measured time may lead to leakage of
sensitive information about the owner of the computation or even the cloud provider.
Timing based side channel attacks are especially hard to control and pervasive on clouds
due to massive parallelism. Moreover, it is also hard to detect since they do not leave trails
or raise any alerts. Cloud customers may not have the authorization to check these kinds of
possible side channel attacks from other cloud mates obviously due to privacy concerns. On
the other hand, cloud providers can thoroughly check and detect timing attack incidents
but may not be willing to report such breaches due to many considerations such as
protecting company reputation. These attacks are implemented in some cryptography
algorithms [8]. Home Alone is introduced to detect side channel attack [7]. Through this
attack most of the data were leaked to disposethat some models and techniques are
developed to reduce data leakage [9] [10].
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Proposed Method

The main aim of this proposed work is to secure the data from Time side channel
attack. It is an asymmetric key cryptography that uses logistic map and nonlinear equation.
First logistic map is used as a key generator for private key, the nonlinear equation for
encryption.
Private Key generation part is described using the logistic map:

X=R*S(1-S) (1)

Key Generation
Alice generates the public/private key pair.
1. Generate large integer value ‘S’ randomly and also generate large random value R.
2. Generate Public key using Logistic Map [X=R * S (1-S)] and Compute P=X * S.
3. Alice Public key is (P, X); Alice Private Key is S.
Using this map, multiple key can generate. And then another computation process
is done in the form Compute P = X * S. The output of computed P is used as a shared key for
encryption using nonlinear equation.

Nonlinear equation description:
Data is encrypted using the descripted equation
F=D(P)?+P --(2)

Encryption Procedure:
Bob encrypts a message M to Alice
e Obtain Alice authentic public key (P, X).
e Represent the message as large integer value M.
e Select a large integer D randomly.
e Compute P with nonlinear equation F = D (P)2 +P:
e ComputeQl=F*XandQ2=M+F*P.
e Send cipher text Q1, Q2 to Alice.
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Decryption process:
Alice receives encrypted message M from Bob
e Use private key S to compute M = Q2 - S* Q1.
Note: M= [M + F * P] - [S* F * X)].
=[M+F*X*S]-[S*F*X]
Cancelling Out [F * X * S].
e Recover M by computing.

Algorithm Flow Diagram:
In this proposed algorithm this system has following features:
- The proposed algorithm allows encryption of large length message.
- No relation between key size and plain size.
- Fast.
- No fixed key size.

Analysis with RSA and AES Algorithm:

The proposed method performance is analyzed with RSA and AES Algorithms. In the
below figure.2 the text is encrypted and decrypted using the existing method and the
execution time is measured.
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Figure 2: RSA and AES Performance Analysis

In this analysis the below figure.3 is the proposed method of key generation without
key limitation key is generated.
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Figure 3: Key Generation

To analysis the performance of the proposed method, in the below figure.4 the text
is encrypted and decrypted which is used in RSA and AES algorithm. The encryption and
decryption is done by using the secret key which is faster and secure than the existing one.
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Figure 4: Encryption and Decryption
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Here the performance is analyzed in the form of chart and the differences are

shown in the figure.5.
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Conclusion

In this paper new technique is followed in cryptography to secure data form critical

attacks like side channel, Brute force, DDOS, etc., Through this problems are analyzed and
overcome the problem using Cryptography Algorithm utilizing Logistic Map and nonlinear
comparison for kind of attack and make the data secure in cloud computing. In future this
new method can implement in Digital Image Processing. This technique performances are
shows this proposed method is more flexible and secure one than the existing algorithms.
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